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GUIDE FOR AUTHORS

The Journal seeks to publish significant
and useful articles dealing with the broad interests of the field of Forensic Computer Science, software systems and services related to
Computer Crimes, Computer Forensics, Computer Law, Computer Vision, Criminology,
Cryptology, Digital Investigation, Artificial
Neural Networks, Biometrics, Image Analysis,
Image Processing, International Police Cooperation, Intrusion Prevention and Detection,
Machine Learning, Network Security, Pattern
Recognition, and Signal Processing. Matters
of digital/cyber forensic interest in the social
sciences or relating to law enforcement and
jurisprudence may also be published.

CONTENT
A paper may describe original work, discuss a
new technique or application, or present a survey of
recent work in a given field. Concepts and underlying
principles should be emphasized, with enough
background information to orient the reader who
is not a specialist in the subject. Each paper should
contain one key point, which the author should be
able to state in one sentence. The desired focus
should be on technology or science, rather than
product details. It is important to describe the value
of specific work within its broader framework.

Our goal is to achieve an editorial balance
among technique, theory, practice and commentary, providing a forum for free discussion
of Forensic Computer Science problems, solutions, applications and opinions. Contributions
are encouraged and may be in the form of articles or letters to the editor.

Replications of previously published research
must contribute sufficient incremental knowledge
to warrant publication. Authors should strive to
be original, insightful, and theoretically bold;
demonstration of a significant “value-added” advance
to the field’s understanding of an issue or topic is
crucial to acceptance for publication. Multiplestudy papers that feature diverse methodological
approaches may be more likely to make such
contributions.

The Journal neither approves nor disapproves, nor does it guarantee the validity or
accuracy of any data, claim, opinion, or conclusion presented in either editorial content, articles, letters to the editor or advertisements.

We attach no priorities to subjects for study, nor do
we attach greater significance to one methodological
style than another. For these reasons, we view all our
papers as high-quality contributions to the literature
and present them as equals to our readers.

7
PRESENTATION
A paper is expected to have an abstract that
contains 200 words or less, an introduction,
a main body, a conclusion, cited references,
and brief biographical sketches of the authors.
A typical paper is less than 10,000 words and
contains five or six figures. A paper should be
easy to read and logically organized. Technical
terms should be defined and jargon avoided.
Acronyms and abbreviations should be spelled
out and product names given in full when first
used. Trademarks should be clearly identified.
References should be numbered sequentially in
the order of their appearance in the text.

SUBMISSION INFORMATION
Manuscripts should be submitted in an editable
format produced by any word processor (MS Word
is preferred). PDF files should be submitted only
if there is no alternative.
By submitting a manuscript, the author certifies
that it is not under simultaneous consideration by
any other publication; that neither the manuscript
nor any portion of it is copyrighted; and that it has
not been published elsewhere. Exceptions must
be noted at the time of submission. Submissions
are refereed (double-blind review).

PUBLICATION PROCESS
A submitted paper is initially reviewed to
determine whether the topic and treatment are
appropriate for readers of the Journal. It is then
evaluated by three or more independent referees
(double-blind review). The policy of double-blind
review means that the reviewer and the author do
not know the identity of each other. Reviewers
will not discuss any manuscript with anyone
(other than the Editor) at any time. Should a
reviewer have any doubt of his or her ability to be
objective, the reviewer will request not to review
a submission as soon as possible upon receipt.

After review, comments and suggestions are
forwarded to the author, who may be asked to revise
the paper. Finally, if accepted for publication, the
paper is edited to meet Journal standards. Accepted
manuscripts are subject to editorial changes made
by the Editor. The author is solely responsible for all
statements made in his or her work, including changes
made by the editor. Proofs are sent to the author
for final inspection before publication. Submitted
manuscripts are not returned to the author; however,
reviewer comments will be furnished.
Reviewers may look for the following in a manuscript:
Theory: Does the paper have a well-articulated
theory that provides conceptual insight and guides
hypotheses formulation? Equally important, does the
study informs or improves our understanding of that
theory? Are the concepts clearly defined?
Literature: Does the paper cite appropriate
literature and provide proper credit to existing
work on the topic? Has the author offered critical
references? Does the paper contain an appropriate
number of references (e.g., neither over – or under –
referencing does not occur)?
Method: Do the sample, measures, methods,
observations, procedures, and statistical analyses
ensure internal and external validity? Are the statistical
procedures used correctly and appropriately? Are the
statistics’ major assumptions reasonable (i.e., no
major violations)?
Integration: Does the empirical study provide a
good test of the theory and hypotheses? Is the method
chosen (qualitative or quantitative) appropriate for
the research question and theory?
Contribution: Does the paper make a new and
meaningful contribution to the management literature in terms of all three: theory, empirical knowledge, and management practice?
Citation in a review: Finally, has the author given
proper reference or citation to the original source of
all information given in their work or in others’ work
that was cited?
For more information, please visit www.IJoFCS.org
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MARIA: Minutiae Analysis using Rotation Invariant
Algorithm
Avinash Pokhriyal(1) and Sushma Lehri(2)
(1) pokhariyal@hotmail.com, Faculty of Managament & Computer Application R.B.S. College, Agra,
UP-282010, India
(2) sushma_lehri2003@yahoo.co.in, Institute of Information & Computer Sciences Dr. B.R. Ambedkar University, Agra, UP-282002, India

Abstract - The process of fingerprint thinning creates a 1-pixel wide pattern of the
fingerprint ridges while retaining the basic fingerprint structure. Several algorithms have
been devised [1 to 7] to extract the thinned pattern of a fingerprint image; however, such
algorithms produce different results with different positions and rotations of the same
fingerprint image, which results in inefficient minutia extraction. In this paper, a new
method of fingerprint thinning is proposed: Minutia Analysis using Rotation Invariant
Algorithm (MARIA), which thins a fingerprint image regardless of the fingerprint position
and rotation and then extracts minutia from the thinned pattern. The fingerprint image is
binarized to convert it into a 0-1 pattern. Morphological operations are applied to remove
islands and lake- like portions from the image. If-then rules governing a 3x3 mask that is
to be convoluted throughout the image are applied to thin the transformed reduced image
in a rotation-invariant manner. Post processing is performed on the thinned image to
remove any spurious minutia points. Finally, genuine minutia points and their directions
are extracted from the thinned fingerprint image. The experimental results indicate that
MARIA successfully extracts genuine minutiae from low-quality fingerprint images, and
greatly facilitates the minutia matching procedure.
Keywords - Fingerprint; Thinning; Minutiae; Dilation, Back-propagation Neural Network;
Minutia matching.

1. Introduction
A minutia is a ridge singularity at the local
level of the fingerprint image. The most
common types of minutia, called terminations
and bifurcations, occur when a ridge comes
to an end, or splits into 2 ridges, respectively

(Figure-1.1). The analysis of a fingerprint on the
local level provides the necessary information
to distinguish one fingerprint from another.
Most currently used automatic fingerprint
identification systems rely on minutia-based
matching. Compared to full-fledged fingerprint
images, minutiae are smaller and easier to
store. Minutia- based matching usually consists
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of finding an alignment between the template
and the input minutia sets that result in the
maximum number of minutia pairings.
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Step-II: Apply Fast Fourier Transform (FFT) on
the resized image Y=f(x,y).
(i)

Divide the image into smaller (32x32) subblocks Bi where, i=(M*N)/32.

(ii) Apply the Fourier transform on each block Bi
according to:
M-1 N-1

Figure-1.1: (a) Termination (b) Bifurcation (c) Terminations
(white) and bifurcations (gray) in a fingerprint

To extract minutiae from a fingerprint
image, the fingerprint pattern must first be
rendered as thin as 1-pixel. When applied on
a binarized fingerprint image, a good thinning
algorithm will create an output image with these
characteristics: output image is 1-pixel wide
with no discontinuities; each ridge is thinned
to its centre pixel; singular pixels and noise are
eliminated; and no further peeling is needed.
The purpose of this study was to create a
method to thin a fingerprint image without
disturbing its basic structure. The method must
also capture the features of the fingerprint
(i.e., minutiae), regardless of any rotational or
positional effects.

F(u,v) = [ 1/(M.N) ] ∑ ∑ [ f(x,y) . exp(- j.2π.(ux/M + vy/N) ]
x=0 y=0

(iii) Enhance each block Bi by its dominant
frequencies by multiplying the FFT of the
block by its magnitude a k set of times
g(x,y) = F -1 { F(u,v) . | F(u,v) | k }

where F-1(F(u,v)) is determined by:
M-1 N-1

f(x,y) = ∑ ∑ [F(u,v). exp(- j.2π.(ux/M + vy/N) ]
u=0 v=0

for x = 0, 1, 2, ..., 31 and y = 0, 1, 2, ..., 31.
Experimentally, k=0.47. Figure-2.2 shows the
block-by-block progress of the
FFT– based image enhancement.

2. Binarization
Binarization refers to the process of
transforming a grayscale image into a binary
image. A pixel in a grayscale image, can take
256 intensity values, whereas a pixel in a binary
image can take only 2 intensity values 0(black)
and 1(white). The steps used to transform a
grayscale fingerprint image to a binary image
are as follows:
Step-I: Resize the fingerprint image to a nearest
power of 2 using the imresize() function in
MATLAB [9].
M=floor(M/32)*32;
N=floor(N/32)*32;
Y=imresize(X, [M N]);

(a)

(b)

(c)

(d)

(e)

(f)

Figure-2.1: Blockwise FFT of fingerprint image—A 256x256
image is divided into 64 blocks of size 32x32, and then each
block is processed. Show is the step-by-step FFT process
after (a) 3 (b) 22 (c) 42 (d) 62 (e) 63 and (f) all 64 blocks.
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Step-III: After applying FFT, the image is
binarized using the adaptive threshold
technique (Figure-2.2).

Step-I: Thickening the valleys in the binarized
fingerprint image X, will thin the ridges.
To thicken the valleys we
(a) take a structuring element strel= [1 1; 1 1]
(b) Dilate the valleys (black portion) of the
fingerprint image using strel as:
where, X is the binarized image.

(a)

(b)

Island

Lake

Y = imdilate(~X, strel);

Figure-2.2: Fingerprint image after adaptive threshold
binarization

Figure-3.1: (a) Binary image X (b) Inverted X dilated by [1 1;
1 1].

3. MARIA: Minutia Analysis using
Rotation Invariant Algorithm
After the binarized image is obtained, the
next and most important step is to thin the
image – i.e., to make the ridges of the image
as thin as 1-pixel, without disturbing the basic
structure and details of the image. The thinning
algorithms devised to date [1-7] do not provide
positional and rotational invariance, nor are they
appropriate for removing lakes and island type
regions from the fingerprint.
We propose a new method of thinning the
fingerprint image-MARIA. This method not
only thins the fingerprint effectively, but also
gives provides an appropriate skeleton of the
image, that can be applied to images acquired
at any position/angle. The algorithm is as follows:

(a)

(b)

(c)

Step-II: After the fingerprint image is dilated,
some lumps [Figure-3.1(b)] of lakes
and island type features remain. These
lumps can result in false minutia points
after the feature-extraction stage.
Therefore, some image processing functions of MATLAB [11] are used to eliminate isolated lumps of ≤ 80 pixels. This
outcome is achieved as follows:
(a) Remove lakes : Yrl=bwareaopen(X,80);
(b) Dilate Yrl by [1 1; 1 1] : Yrl=imdilate(Yrl,[1 1;
1 1]);
(c) Remove islands : Yrl=bwareaopen(~Yrl,80);
where, Yrl is the binary image after removing
lakes from the binary image X and Yrl is the
binary image after removing islands from the
inverted Yrl.

(d)

Figure-3.2: (a) Fingerprint
image, with lake shown
by circle (b) Lake removed
(shown by dotted circle),
and image inverted (c) Image
dilated with [1 1; 1 1] , island
indicated by oval (d) Image
with island removed, shown
by dotted oval.
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Step-III: Because the ridges obtained in Step-II are white (i.e. 1), the thin while ridge much be thinned
to further reduce the ridge-width to 1-pixel, reduce the width of white ridges to 1-pixel, the
IF-THEN rules [1] for a3x3 mask are applied to the image in Step-I [Figure-3.3].
IF

THEN

IF

THEN

IF

THEN

IF

THEN

1 . 1
1 . 1
1 1 0 -> 1 0 0
1 1 .
1 1 .

1 1 1
1 1 1
1 1 . -> 1 0 .
. 1 1
. 1 1

. 1 1
. 1 1
0 1 1 -> 0 0 1
0 . 1
0 . 1

0 0 .
0 0 .
. 1 1 -> . 0 1
1 1 1
1 1 1

1 1 .
1 1 .
1 1 0 -> 1 0 0
1 . 0
1 . 0

1 1 1
1 1 1
. 1 1 -> . 0 1
0 0 .
0 0 .

0 . 1
0 . 1
0 1 1 -> 0 0 1
. 0 0
. 0 0

. 0 0
. 0 0
1 1 . -> 1 0 .
1 1 1
1 1 1

1 1 .
1 1 .
. 1 0 -> . 0 0
0 0 0
0 0 0

0 . 1
0 . 1
0 1 1 -> 0 0 1
0 0 .
0 0 .

0 0 0
0 0 0
0 1 . -> 0 0 .
. 1 1
. 1 1

. 0 0
. 0 0
1 1 0 -> 1 0 0
1 . 0
1 . 0

. 1 1
. 1 1
0 1 . -> 0 0 .
0 0 0
0 0 0

0 0 .
0 0 .
0 1 1 -> 0 0 1
0 . 1
0 . 1

0 0 0
0 0 0
. 1 0 -> . 0 0
1 1 .
1 1 .

1 . 0
1 . 0
1 1 0 -> 1 0 0
. 0 0
. 0 0

1 1 1
1 1 1
0 1 1 -> 0 0 1
1 1 1
1 1 1

1 0 1
1 0 1
1 1 1 -> 1 0 1
1 1 1
1 1 1

1 1 1
1 1 1
1 1 0 -> 1 0 0
1 1 1
1 1 1

1 1 1
1 1 1
1 1 1 -> 1 0 1
1 0 1
1 0 1

. 1 .
. 1 .
1 1 0 -> 1 0 0
. 0 0
. 0 0

. 1 .
. 1 .
0 1 1 -> 0 0 1
0 0 .
0 0 .

0 0 .
0 0 .
0 1 1 -> 0 0 1
. 1 .
. 1 .

. 0 0
. 0 0
1 1 0 -> 1 0 0
. 1 .
. 1 .

0 0 0
0 0 0
0 1 0 -> 0 0 0
0 0 0
0 0 0

Figure 3.3: IF-THEN rules for thinning binary fingerprint image

If the 3x3 mask under the IF rules fits in 3x3
portion of the image, change that 3x3 portion of
the image according to the rule under THEN. A
dot (.) indicates that the pixel can be either 0 or
1. Applying these IF-THEN rules gives the thinned
fingerprint image as shown in Figure-3.4.

(a)

(b)
Figure-3.4: (a) Binarized fingerprint image;- (b) Thinned
image after applying IF-THEN rules

Step-IV: The next step is to test whether the
thinning method extracts the correct
minutia points from the thinned
fingerprint image. We input 3x3 blocks
of the thinned image to a 9-5-2 back
propagation neural net (BPNN)– the
input layer consists of 9 neurons
for a 3x3 pattern of bifurcations or
terminations, the hidden layer consists
of 5 neurons, and the output layer
consists of 2 neurons, which yields an
output of [0 0] for termination, [0 1] for
bifurcation, [1 0] for crossover, and [1
1] for non-minutiae. Figure-3.5 shows
the configuration of the 9-5-2 BPNN.
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000
010
000

111
010
111

101
010
010

010
010
101

010
010
000

000
010
001

0
0
0
0
1
0
0
0
0

1
1
1
0
1
1
1
1
1

1
0
1
0
1
0
0
1
0

0
1
0
0
1
0
1
0
1

0
1
0
0
1
0
0
0
0

0
0
0
0
1
0
0
0
1

---Æ
---Æ
---Æ
---Æ
---Æ
---Æ
---Æ
---Æ
---Æ

Back
Propagation ---Æ 0 0 0 0 1 1
---Æ 0 0 1 1 0 1
Neural
Network

Figure-3.5: A 9-5-2 BPNN to train minutiae

The BPNN is trained in off line mode, because training only needs to occur once. A set of known
desirable and undesirable patterns for both minutia types are provided to the program that simulates
the network. Figure-3.6 shows training examples for the bifurcation minutiae.

Figure-3.6: All possible bifurcation patterns that are to be used by the neural network for learning

The BPNN based minutia- finding algorithm gives the result as
shown in figure-3.7. The image is shown in a zoomed manner, which
allows the termination (green circle) and bifurcation (red square)
minutia points to be visualized

Figure-3.7: False minutiae are indicated by dotted yellow circles. Some false minutiae
(formed after thinning) are shown outside the dotted yellow square

Avinash Pokhriyal and Sushma Lehri
Step-V: Some false minutia points remained in
Step-IV. To ignore the false minutiae
outside the yellow dotted square, a
region of interest (ROI) was defined
with the following MATLAB code [11],
where X is the binary image obtained
in Step-III:
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The minutia points extracted using MARIA
are correct, and the number of false minutiae
is greatly reduced. A superimposition of the
minutiae extracted using MARIA reveals that the
algorithm finds almost all of the minutia points
and their directions (Figure 3.9).

Y = imclose(X,strel('square',5));
Z = imfill(Y,'holes');
Z = bwareaopen(Z,5);
Z([1 end],:)=_0;
Z(:,[1 end])=_0;
ROI=imerode(Z,strel('disk',5));
The ROI shown in Figure-3.8(a). To ignore the
false minutiae indicated by the dotted yellow
circles, the following rules are applied:
Rule 1: If the distance between a termination
and a bifurcation is ≤ D1, the minutia
is removed. Experimentally, D1=10.
Rule 2: If the distance between 2 bifurcations
is ≤ D2, the minutia is removed.
Experimentally, we take D2=8.
Rule 3: If the distance between 2 terminations
is ≤ D3, the minutia is removed.
Experimentally, D3=6.
After the above rules are applied, only true
minutiae are extracted, as shown in Figure3.8(b).

(a)

(b)
Figure-3.8: (a) ROI (b) Ignoring false minutia points

Figure-3.9: Minutiae extracted using MARIA. The extracted
minutiae are superimposed on the original fingerprint image.
Three-way green pointers indicate bifurcations with angles
One-way red pointers indicate terminations with angles.

4. Data Analysis
We compared minutia points extracted from
80 fingerprints in the FVC2000 database (DB1)
using either the MATLAB thinning process
bwmorph(img, ’skel’, inf) or the proposed
technique MARIA.
As shown in a comparison of the first 30
fingerprints (Table-1), MARIA was more efficient
and extracted more genuine minutia points
than bwmorph()-based method. The proposed
algorithm took less time and detected almost no
false minutiae.
We compared the accuracy of minutia
detection between bwmorph() and MARIA by
analyzing the error index(EI), where EI = (L+F)/T.
In this equation L is the number of lost minutiae,
F is the number of false minutiae, and T is the total
number of minutiae in the fingerprint image. The
value of T generally is computed as the number
of manually labeled minutiae. The smaller the
value of EI is, the more accurate the algorithm is.
We quantitatively verified the proposed method
using only EI, since the qualitative accuracy of
minutia extraction is shown in figure-3.9.
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The EI values for the minutia detection on
each experimental image are listed in table 1.
The average EI values for 3 different sets of
fingerprints form the FVC2000 database (101
n, 102 n, and103 n,) were 0.80, 0.35, and
0.55, respectively, for the bwmorph() and 0.30,
0.18 and 0.28, respectively, for MARIA. Each
of the 3 analyzed sets had 8 fingerprints, each
with different positions and rotations. MARIA
produced fewer false minutiae and lower EI
values than the bwmorph()-based method.

Image M

Table-1: EI Analysis
MARIA `bwmorph’
T F
L
EI
T F

101_1
101_2
101_3
101_4
101_5
101_6
101_7
101_8
Avg.

15
19
11
19
11
15
19
15
16

13
17
09
17
10
14
17
13
13

03
05
02
04
03
03
03
03
03

02
02
02
02
01
01
02
02
02

0.33
0.37
0.36
0.31
0.36
0.27
0.26
0.33
0.30

12
10
08
14
09
14
17
13
12

102_1
102_2
102_3
102_4
102_5
102_6
102_7
102_8
Avg.

38
48
43
45
43
43
43
48
44

34
45
40
42
40
40
38
45
41

06
06
05
04
05
04
06
06
05

04
03
03
03
03
03
05
03
03

0.25
0.19
0.18
0.15
0.18
0.16
0.25
0.19
0.18

103_1
103_2
103_3
103_4
103_5
103_6
103_7
103_8
Avg.

36
34
30
30
30
30
30
34
32

35
30
27
28
21
25
22
30
27

05
06
06
04
09
04
04
04
05

03
04
03
02
09
05
08
04
05

0.22
0.30
0.30
0.20
0.30
0.30
0.40
0.23
0.28

L

EI

06
06
04
09
05
06
11
09
07

03
09
03
05
02
06
05
04
05

0.60
0.79
0.64
0.74
0.63
0.75
0.84
0.87
0.80

38
39
40
41
39
40
35
40
39

10
09
08
09
06
07
02
03
07

10
09
08
09
06
09
09
09
09

0.50
0.37
0.37
0.40
0.28
0.37
0.25
0.25
0.35

33
29
26
28
19
23
20
25
29

07
11
11
08
12
11
11
14
11

09
05
05
02
11
07
05
09
06

0.44
0.47
0.53
0.30
0.80
0.60
0.53
0.70
0.55

5. Experimental Results
We also tested the matching of 2 fingerprints.
Two images were considered to match well if
the matching score was higher than a certain
threshold. images of the same finger were
considered as template. A total of 80 templates
were contained in the database. Every image
in the database was matched with its own
template (containing the other 7 images of the
same finger), and with the other 79 templates.
An image that matched well with 1 of the

template images was said to match well with
the template.
A correct verification was established when
an image matched well with its own template.
An image was rejected if it could not match
well with its template. A False verification was
established when an image matched well with
a template other than its own The verification
rate was defined as [NC / (NC + NF] x 100%, and
the rejection rate was (NR / N) x 100%, where
N,NR, NC, and NF are the numbers of all minutia
templates, rejected images, correct verifications,
and false verifications, respectively.
The matching method assumes that, even
if deformations, rotations, and translations are
applied to a fingerprint image, every minutia
maintains the same neighboring structure.
Using this idea, we introducing the information
related to the position and orientation of each
minutia with respect to its neighbors. In [8] and
[9], a similar approach where the local structure
is represented by a minutia and its k-nearest
neighbors is examined, but either the matching
has to be refined using the method suggested in
[10] by Jain et al., or the matching is performed
using the core and delta points. We want to
perform matching without the use of core and
delta points as they are not always there in the
image. In our approach, the dependency among
minutiae is obtained applying on the point set.
In a Delaunay triangulation, each minutia is used
as a triangle vertex. We use this approach, as
the Delaunay triangulation has best structural
stability under random positional displacements.
The length of the sides and the internal angles of
each triangle are not fixed. But, each minutia will
always have the same neighbors, even if rotation,
translation and little scale changes are there. So,
our approach takes minutiae-triangles sets and
find matching rate according to them. We make
separate Delaunay triangles for bifurcations and
terminations, and then match them separately
(Figure 4). Table 2 shows the top 10 verification
rates along with the rejection rates. The results
are encouraging as the best performance goes
up to 99.98%.
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(a)
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(b)

Figure-4: (a) Termination Delaunay Triangle (b) Bifurcation Delaunay Triangle

TABLE -2: MATCHING
Verification rate
Rejection rate
98.10%
3.42%
98.12%
3.44%
99.45%
3.66%
99.73%
2.42%
98.34%
2.21%
99.54%
2.40%
99.76%
3.45%
98.83%
4.48%
98.32%
4.39%
99.98%
1.31%
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Abstract - IEEE 802.16 standard supports point-to-multipoint (PMP) and Mesh topologies.
This paper proposes a quality of service (QoS) mechanism for IEEE 802.16 in PMP mode
and a base station (BS) scheduler for PMP mode. It also describes the QoS over WiMAX
networks. The average WiMAX delay, load, and throughput at the BS were analyzed and
compared by applying different schedulers at the BS and fixed nodes.

1. Introduction
IEEE 802.16 is a set of telecommunications
technology standards aimed at providing wireless
access over long distances in various ways, from
point-to-point (PTP) to full mobile cell–type
access. IEEE 802.16 was developed to serve fixed
subscriber stations (SSs) through a central base
station (BS) using a point-to-multipoint (PMP)
topology. In PMP mode, every subscriber station
(SS) directly communicates with the central BS.
The PMP mode in WiMAX easily provides more
types of services than wired networks, and does
so at lower cost.
The IEEE 802.16 standards were developed
with quality of service (QoS) in mind. In PMP
mode, 5 different service classes are introduced
for different applications, and packets from
different service classes are handled based on
their QoS constraints. In this paper, we compared
the QoS mechanism obtained using the weighted

fair queuing (WFQ) or deficit weighted round
robin (DWRR) queue in PMP mode in WiMAX.

2. PMP Mode of IEEE 802.16
IEEE 802.16 -2004 (defined in 2004) operates
at both 2-11 GHz and the original 10-66 GHz
band. The standards provide medium data rates
and support PTP and PMP operation modes for
fixed subscribers only. Only line-of-sight (LOS)
and non line-of-sight (NLOS) communication are
supported. In LOS communication, receiver(s)
are placed on high rise towers such that all
physical obstacles between the transmitter and
receiver are avoided. When LOS communication
is not possible (e.g., when transmitter/receivers
are located inside a home), the communication is
said to be NLOS. In this case, signals transmitted
from the receiver undergo attenuation and
multipath distortion (e.g., after bouncing off
trees and buildings).
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In PMP mode, the physical and medium access control (MAC) layers mediate
communications
between
the BS and SSs. WiMAX defines the concept of service
flow, which is the unidirectional flow of packets with
a particular set of QoS parameters. A service flow is
identified by a 32-bit service
flow identifier (SFID). WiMAX
is a connection-oriented
protocol [1] that provides a means for handling
bandwidth requests, allocation traffic, and QoS
parameters with service flow, etc. A connection
is identified by a 16-bit connection identifier
(CID).
The MAC layer is divided into 3 sublayers.
The service-specific convergence sublayer (CS)
defines the interface with higher layers, and
converts higher-layer packets into MAC-level
service flow and parameters. The common
part sublayer (CPS) implements common
MAC functionalities, such as link initialization,
admission control, controlling channel access,
transmission scheduling, QoS, fragmentation,
error control, and retransmission. Finally,
the security sublayer provides security
through authentication, key management, and
encryption.
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Figure 1. TDMA-frame structure

turn around from reception to transmission
and vice versa. In the downlink subframe, the
BS transmits the downlink map (DL-MAP) and
uplink map (UL-MAP) messages, which comprise
bandwidth allocations for data transmission in
the downlink and uplink direction, respectively.

2.2
IEEE802.16
Scheduling

QoS

Classes

and

IEEE 802.16 standard supports multiple
communication services (data, voice, and video)
with different QoS requirements. The MAC layer
defines QoS signaling mechanisms and functions
that control BS and SS data transmissions.
Downlink transmission is relatively simple,
because the BS is the only station that can
transmit during a downlink subframe. Data
packets are broadcast to all SSs, but a SS can

2.1 IEEE 802.16 MAC Protocol

listen only to the packets that are destined for

The PMP architecture consists of 1 BS that
manages multiple SSs. Transmissions between
the BS and SSs are realized in fixed-sized frames
by means of time division multiple access
(TDMA)/ time division duplexing (TDD) modes
of operation. According to Vinel et al. [2], the
frame structure consists of a downlink subframe
for transmissions from the BS to SSs and an
uplink subframe for transmissions in the reverse
direction (Fig. 1). The Tx/Rx transition gap (TTG)
and Rx/Tx transition gap (RTG) are inserted
between the subframes to allow terminals to

it. On the uplink, the BS determines the number
of time slots for which each SS will be allowed to
transmit in an uplink subframe. This information
is broadcast by the BS through the UL-MAP at the
beginning of each frame. The UL-MAP contains 1
information element (IE) per SS, which includes
the transmission opportunities for each SS (i.e.,
the time slots in which a SS can transmit during
the uplink subframe). The BS uplink-scheduling
module determines the IEs from the bandwidth
request message sent from the SSs to the BS.
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bandwidth intensive file transfer) and best-effort
applications (e.g. HTTP), respectively.
Haider and Harris [5] previously classified
packets schedulers into work and nonwork
conserving types. Examples of work conserving
scheduling algorithms include generalized
processor sharing (GPS), weighted round robin
(WRR), DWRR, WFQ, and self-clocked fair queuing
(SCFQ). Hierarchical round robin (HRR), stopand-go, and jitter earliest due date are some
examples of nonwork conserving schedulers.
Figure 2. QoS Architecture of IEEE802.16

In IEEE 802.16, bandwidth requests normally
are transmitted in contention and contentionfree (polling) modes [3]. In the contention mode,
the SSs send bandwidth requests during a
contention period, and contention is resolved by
the BS using an exponential back-off strategy.
In the contention-free mode, the BS polls each
SS, and each SS in reply sends its bandwidth
request.
There are 5 types of basic services described
in IEEE 802.16: unsolicited grant (UGS), realtime polling (rtPS), non–real-time polling
(nrtPS), extended real-time polling (ertPS), and
best-effort (BE) services. Variable bandwidth
assignments are possible in rtPS, nrtPS, ertPS,
and BE services, while the UGS service needs
a fixed and dedicated bandwidth assignment.
Figure 2 shows the QoS architecture of IEEE
802.16-based services.
UGS is designed for constant bit-rate (CBR)like flows, which require constant bandwidth
allocation (e.g., voice over IP, VoIP). The
rtPS service is designed for variable bit-rate
(VBR) flows, which have specific bandwidth
requirements and latencies (e.g., MPEG video).
The ertPS service builds on the efficiency of
both UGS and rtPS, and is designed to support
real-time service flows that generate variablesize data packets on a periodic basis (e.g., VoIP
services with silence suppression). According
to Le and Wu [4], the nrtPS and BE services
are for VBR non–real-time applications (e.g.,

Our proposed QoS mechanism uses the
DWRR and WFQ schedulers. DWRR is a modified
weight round robin scheduling discipline that
can handle packets of variable sizes without
knowing their mean size. A maximum packet
size number is subtracted from the packet
length, and packets that exceed that number are
held back until the next visit of the scheduler.
WRR serves every non-empty queue. DWRR
serves packets at the head of every non-empty
queue whose deficit counter is greater than the
packet size at the head of queue (HoQ). If the
deficit counter is lower than the packet size at
HoQ, then the queue is skipped (the HoQ packet
is not served) and its credit is increased by some
given value (called a quantum). The increased
value is used to calculate the deficit counter the
next time around when the scheduler examines
this queue for serving its head-of-line. If the
queue is served, then the credit is determined
by the size of the packet being served. Haider
described DWRR as simply O(1), and indicated
that it can be employed for scheduling at the BS
of a WiMAX network [5].
The WFQ data-packet scheduling technique,
which is a generalization of fair queuing
(FQ), allows the prioritization of statistically
multiplexed data flows. In WFQ and FQ, each
data flow has a separate FIFO queue. In FQ with
a link data rate of R, at any given time the N
active data flows (i.e., those with nonempty
queues) are serviced simultaneously, each at an
average data rate of R/N. Since each data flow
has its own queue, an ill-behaved flow (i.e., 1
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that has sent larger packets or more packets per
second than the others since it became active)
will only punish itself and not other sessions.
Unlike FQ, WFQ allows different sessions to have
different service shares. If N data flows currently
are active, with weights w1,w2...wN, then the
data flow number i will achieve an average data
rate of

A network with WFQ switches and a leaky
bucket–constrained data flow can guarantee
an end-to-end delay bound. By regulating the
WFQ weights dynamically, we can utilize WFQ to
control the QoS.
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4. Simulation Scenario
In the simulation, SS1 sends ftp traffic to
SS2; SS2 sends video traffic to SS3; SS3 sends
http traffic to SS4; SS4 sends VoIP with silence
suppression; and SS4 sends voice traffic to the
SS1 fixed node. Error-free link conditions were
assumed. The wireless OFDMA PHY layer of IEEE
802.16 was used with a channel bandwidth of
20 MHz and frame duration of 12.5 ms. ARQ
and packing mechanisms were not used. Other
simulation parameters are provided in Table 1.
Simulation parameter
Channel Bandwidth
Frame Duration
TTG
RTG
Modulation scheme
Coding rate
Duplexing Technique

Value
20 MHz
12.5 ms
106 ms
60 ms
64 QAM, 16 QAM
3/4
TDD

Table 1. Simulation parameters

3. Proposed QoS Mechanism
5. Simulation Results
The network topology of the simulation
scenarios is illustrated in Figure 3. We applied
the DWRR and WFQ schedulers for 5 different
traffic classes (e.g., UGS, rtPS, nrtPS, BE, and
ertPS) at each of 5 fixed nodes and at the 1 BS.
Note that we could have used DWRR at the BS
for scheduling in the WiMAX network and WFQ
at the fixed stations for scheduling the traffic
belonging to the nrtPS class.

We compared the average WiMAX delay at
the BS and each SS using the DWRR and WFQ
schedulers with different TOSs. In the following
simulation results, nnn- and rrr-scenario1-DES-1
refer to the simulations run with the WFQ and
DWRR scheduler, respectively.

We assigned different interfaces with different IP
addresses to the BS and 5 fixed nodes (SSs). We then
applied the DWRR and WFQ schedulers at the BS and SSs
and used BE type of service (TOS).

Figure 4. Average delay (s) in WiMAX

Figure 3. Network topology

The average WiMAX delay obtained with the
WFQ scheduler at the BS was less than that
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obtained with the DWRR scheduler (Fig. 4). The
average WiMax throughput obtained with the
WFQ scheduler at the BS was higher than that
obtained with the DWRR scheduler (Fig. 5).

obtained with the WFQ scheduler than with the
DWRR scheduler (Figs. 7 and 8).

Figure 7. Traffic received (bits/s) through the IP interface

Figure 5. Average throughput (bits/s) in WiMAX

The average load in WiMAX was converted
entirely to the average delay in WiMAX at the BS.
Therefore, the average load obtained with the
WFQ scheduler was higher than that obtained
with the DWRR scheduler (Fig. 6).

Figure 8. Traffic sent (bits/s) through the IP interface.

6. Conclusion

Figure 6. Average load (bits/s) in WiMAX

Next, we determined the interface performance obtained with the DWRR or WFQ scheduler at the BS. A higher traffic received/sent was

In this paper, we proposed a QoS mechanism
for WiMAX delay in the PMP mode of IEEE
802.16. Using simple scheduling for the BS and
fixed nodes, we determined that WFQ performs
better than DWRR. Compared to data obtained
with the DWRR scheduler, the IP interface gave
better outputs for the received and sent traffic,
the delay was reduced, and the data transfer
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rate was increased when the WFQ scheduler was
used.
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Abstract - Protecting the network layer from malicious attacks is an important and
challenging issue in both wired and wireless networks. Protection becomes even more
challenging in the case of MANET. In this paper we propose a solution based on a double
umpiring system (DUS) to provide security for routing and data forwarding operations.
In our system each node in the path from source to destination performs both packet
forwarding and umpiring. In the umpiring role, each node in the path closely monitors
the behavior of the succeeding node and immediately flags the offending node if any
misbehavior is noticed. The double umpiring system is sufficiently general to be applied
to any networking protocol. As a demonstration, we implemented the double umpiring
system as a modification of the popular AODV protocol. Simulations demonstrated that
even when 40% of the nodes were malicious and the maximum speed was 20 m/s, DUS
throughput was increased by 161.25% and communication overhead increased by 18.5%.
This is a vast improvement over the performance of the conventional AODV protocol,
with only a nominal increase in overhead.
Keywords - Ad Hoc Networks, AODV, DUS, and Malicious node

1. Introduction

ideally suited for critical applications in civilian
and military environments such as disaster

A mobile ad hoc network (MANET) is a selfcreated, self-organized, and self-administering

response

and

battlefield

conditions

where

security is an important factor.

set of nodes connected via wireless links without

In this paper we address the problem

the aid of fixed infrastructure or a centralized

of securing network layer operations from

administrator. Each node moves and operates

malicious nodes. Malicious nodes may disrupt

in a distributed peer-to-peer mode, generating

routing algorithms by transmitting a false hop

independent data and acting as a router to

count, they may drop packets, or they may route

provide multi-hop communication. MANET is

packets over unintended routes. Our work rests
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on the foundations of the previously described
SCAN system [1].
In SCAN, mobile ad hoc network protection
is based on (i) local collaboration in which
neighboring nodes collectively monitor each
other, and (ii) information cross-validation with
each node monitoring neighbors by crosschecking overheard transmissions. Each node
monitors the routing and packet-forwarding
behavior of its neighbors and independently
detects the existence of nearby malicious nodes.
This is made possible by the wireless nature of
the medium, which enables packet reception
by all nodes within transmission limits. Crosschecking employs a modified AODV protocol
containing a new field (next_ hop) in the routing
messages, so that each node can correlate the
overheard packets accordingly.
While each node monitors it neighbors
independently, several neighboring nodes must
in the neighborhood collaborate to convict
a malicious node. An agreement between a
minimum of k neighboring nodes is required
to convict a malicious node. Once a node is
convicted the network reacts by depriving it
of access. In SCAN each node must possess a
valid token in order to interact with other nodes.
The tokens are produced using asymmetric key
cryptography to prevent forgery. A group of
nodes (minimum of k) may collaboratively sign a
token, but no single node can do so. Each node
must have its token renewed periodically. A node
expressing continuous good behavior requires
token renewal at less frequent intervals than a
fresh entrant node.
Our double umpiring system has been
strongly influenced by the above schemes. In
our system the active nodes have dual roles
just as in watchdog [2], and we also exploit the
promiscuous hearing functionality used by both
SCAN and watchdog [2]. We achieve avoidance
of malicious nodes using a system of tokens
similar to the system employed in SCAN. The
tokens contain a nodeID and a status bit. The
nodeID is considered to be immutable. The
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status bit of all participating nodes is initially
set to 0, indicating a “green flag” with freedom
to participate in all network operations. Nodes
cannot change their own status bit.
When an umpiring node finds that a
neighboring node is misbehaving it sends an
M-Error message to the source and the malicious
node’s status bit is set to 1 (red flag) using an
M-Flag message. Nodes with a “red flag” are
prevented from participating in the network.
Our objective in designing the security system
was to keep the overhead as low as possible
while optimizing throughput. We did not use
the encryption or key algorithms found in SCAN.
We found that token issue and renewal and
broadcasts to announce convictions created very
large communication overheads that degraded
energy performance, which has been completely
overlooked in SCAN implementations. There is
no token renewal feature in our system. Instead,
all nodes are preissued with green tokens, and
they continue to enjoy this status until any
immediate ancestor node in umpiring mode
detects misbehavior and sends M-Error and
M-Flag messages to set a red flag.
Similar to SCAN, we have used the “next_hop”
field in our AODV implementation in order to
facilitate cogent promiscuous hearing. Our
umpiring system can detect any false reporting
of hop count during the route reply process
RREP. In watchdog, detection of malicious action
is performed by a single node, while in SCAN it
is done by a set of ‘k’ neighbors. In our double
umpiring system, the value of ‘k’ is two.
In our system designated predecessor nodes
carry out both detection and conviction while
operating as umpires. The performance of each
node is monitored by two umpires, hence the
term ‘Double Umpire System (DUS)’.
The remainder of this paper is organized
as follows: Section 2 discusses related work.
Section 3 provides an overview of models
and assumptions. Section 4 discusses double
umpire system models. Section 5 describes an
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implementation of TUS. Sections 6 and 7 present
simulation results and analysis, and Section 8
provides conclusions.

2. Related Works
The Key Distribution Center (KDC) architecture is widely applied in wired networks because
of its many merits, including efficient key management (key generation, storage, distribution,
and updating). The lack of a Trusted Third Party (TTP) key management scheme is a serious
problem in ad hoc networks [7][9].
Kong et al. [8] describe a system for
providing ubiquitous services to mobile hosts.
In their design they distribute certification
authority functions through a threshold secret
sharing mechanism, in which each entity holds
a secret share and multiple entities in a local
neighborhood jointly provide complete services.
No single entity in the network knows or holds
the complete system secret (e.g. a signing key)
[11][12]. Instead, each entity holds a share of the
secret key [14][15][16][17]. Multiple entities (k)
in a one-hop network locality can jointly provide
complete security service in the same manner as
provided by a single omnipresent certification
authority [18][19].
Yong et al. [10][13] propose a novel
cryptography system for ad hoc network
security employing a new digital signature
algorithm for an identity authentication and key
agreement scheme. Their scheme has no central
administrator and is capable of withstanding
man-in-the-middle
and
Byzantine
mode
conspiracy attacks.
Hubaux et al. [16] [17] surveyed threats and
possible solutions for ad hoc network security.
They extended the idea of public key infrastructure
using a system similar to Pretty Good Policy
(PGP) in the sense that public key certificates are
issued by the users. However, they did not rely
on directories for certificate distribution. Two
distribution algorithms were presented.

The above schemes only try to protect the
system and make no attempt at quarantining
attackers [20 - 25]. The twin systems watchdog
and pathrater [2] not only detect mischievous
nodes but also prevent their further participation
in the network [26][28][29].
SCAN [1] acts in a similar but more
comprehensive manner in which not only packet
dropping but also other misbehaviors such as
reporting misleading hop counts are detected
[26 - 38]. Our DUS is an extension of the above
two systems.

3. Models and Assumptions
Several assumptions were made in the design
of the double umpiring system:
1. The wireless ad hoc network nodes are
free to move about or remain still at their
discretion.
2. Nodes may fail at any time.
3. There exists a bi-directional communication link between any pair of nodes, which
is a requirement for reliable transmission
in most wireless MAC layer protocols including IEEE 802.11.
4. The source and the destination node are
not malicious.
5. Wireless interfaces support a promiscuous
mode of operation.
Promiscuous hearing means that any node A
may overhear messages transmitted between a
second node B and a third node C as long as
B and C are within the communications range
of A. Most of the existing IEEE 802.11 based
wireless cards support promiscuous operations
to improve routing protocol performance.

4. Double Umpiring System Model
In the umpiring system each node is issued a
token at inception. The token consists of NodeID
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and status fields. The NodeID is assumed to be
unique and deemed to be beyond manipulation;
the status is a single bit flag. The status bit is
initially preset to zero, indicating a green flag
and conferring upon the node the freedom to
participate in all network activities.
Source

1

Ni-1

Ni

Ni+1

.. .

U1

U2

Nm

We assume that no node can alter its own
status bit. Only the designated umpire along the
forward or reverse path under consideration may
change the status bit. It is also assumed that a
node cannot misleadingly transmit its NodeID or
status bit.

Destination

5. Implementation of DUS

.. .

...

..

Ui

Ui+1

Um+1

Ni-1, Ni, Ni, Ni+1.. Nm intermediate nodes in the active path.
Ui, Ui+1,.. Um+1
corresponding umpires
For Ni umpires Ui and Ui+1
Fig. 1 Double Umpiring System

In order to participate in a network activity such
as a Route Request RREQ, a node must announce
its token. If the status bit is “1” (indicating a “red
flag”) the protocol does not permit the node to
participate in network activity.
In the double umpiring system (DUS) (Fig.
1) Ni-1, Ni, and Ni+1 are nodes in the active path
and Ui-1, Ui, and Ui+1 are corresponding umpires.
Each intermediate node in the active path is
monitored by two umpires. Thus umpire Ui
monitors the behavior of two nodes Ni-1 and Ni.
Ui+1 monitor Ni and Ni+1, and so on. In order to
enable this Ui is selected such that it is within the
communication range of both Ni-1 and Ni. Further
adjacent umpires may communicate with each
other. There are ‘m’ intermediate nodes and
(m+1) umpires.
When a node Ni is found to be misbehaving
(dropping packets or changing Hop_count or
sequence number), umpire nodes Ui and Ui+1
send an M-ERROR message to the source and
use an M-Flag message to set the status bit of Ni
to “1”, indicating a red flag.
In our system there is no change in the token
– it may be used for the full lifetime of the node
if the node continues to behave correctly. At the
first offense the status of the guilty node is set to
1, preventing further participation in the network.
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We chose to implement DUS over a
traditional AODV protocol, but the principle
is applicable to other routing protocols as
well. In order to enable such umpiring cross
verification, we modified the famous AODV
routing protocol, adding a new field (next_
hop) in the routing messages so that a node
may correlate overheard packets accordingly.
Our implementation of DUS is based on three
important algorithms. Algorithm 1 describes
the DUS route request procedure, while
Algorithms 2 and 3 outline the route reply and
packet forwarding procedures.

Algorithm 1: While sending a DUS RREQ
packet
1: for each DUS RREQ packet (P) sent do
2: if each node status is green flag then
3: broadcast RREQ
4: nodeprevhop ← nodecurrenthop [node address]
5: neighhop1 ← prevhop[node address]
6: neighhop2 ← nexthop[node address]
7:

repeat steps from 2 to 6 until packet reaches the
destination node

8: else
9:
10:

drop umpire RREQ packet (P) sent
endif

11: endfor

In the double umpiring system, two umpiring
nodes are used to convict the malicious node.
All of the nodes participate in both packets
forwarding and umpiring. For node Ni, Ui and
Ui+1 will be umpires for the forward and reverse
operations. The route reply process (RREP) is
described in Algorithm 2.
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Algorithm 2: While sending a DUS RREP
packet

17:

process the RERR message as specified in

1: for each DUS RREP packet (P) sent do

18:

endif

2: if node status is green flag then

19:

3: set designated umpires

20: endfor

the standard protocol
endif

4: neighhop1 ← prevhop [node address]
5: neighhop2 ← nexthop [node address]
6: nodenexthop ← nodeprevhop [node address]
7: unicast RREP to previous node
8: repeat the steps from step 2 to step 7 until packet
reaches the source node
9:

if neighhop1 and neighhop2 are equal to
nodenexthopcount then

10:

process RREP as specified in the standard

protocol
11: end if
12: endif
13: endfor

Algorithm 3: While sending a DUS data
packet
1: for each DUS DATA packet (P) sent do
2: if node status is green flag then
3: send packet to next forwarded node
4: it tampered with the payload or header of the

6.Simulations and Results
We used a simulation model based on QualNet
4.5 in our evaluation [3][4][30]. Our performance
evaluations were based on simulations of 100
wireless mobile nodes forming an ad hoc network
over a rectangular (1500 X 600 m) flat space.
The MAC layer protocol used in the simulations
was the Distributed Coordination Function (DCF)
of IEEE 802.11 [5]. The performance setting
parameters [6] [27] are listed in Table 1.
Before the simulation we randomly selected
a certain fraction of the network population
ranging from 0% to 40% to be malicious nodes.
We considered only two attacks – modifying the
hop count and dropping packets. The source and
destination of each flow did not change during
the simulation run.

currently sent packet
5: nodenexthop ← nodecurrentpacketheader
6: neighhop1 ← nodecurrentpacketheader
7:
8:

neighhop2 ← nodecurrentpacketheader
this header information is kept until the next
packet is forwarded to the node

9: else
10:

nodenextnode has dropped the packet and
is a malicious node

11:

neighhop1 and neighhop2 are umpire nodes
for next immediate forwarded node

12:

if neighhop1← nodecurrentpacketheader
and neighhop2← nodecurrentpacketheader
is not equal to prevhop ←
currentpacketheader

13:
14:

it has been marked as malicious node
it broadcast MERR packet to 1-hop or 2-hop
node distance

15:

nodenextnode status is marked as red flag

16:

Umpire nodes send link error message to
source node

6.1 Throughput
In the world of MANET, packet delivery ratio
has been accepted as a standard measure of
throughput. This is the ratio between the numbers
of packets received by the destinations to the
number of packets sent by the sources. In Table 2
the packet delivery ratios are presented for DUS in
networks containing 0–40% malicious nodes, with
node mobility varying between 0 and 20 m/s.
Simulation Time
Propagation model
Transmission range
Bandwidth
Movem ent model
Maximum speed
Pause time
Traffic type
Payload size
Number of flows

1500 seconds
Two-ray Ground Reflection
250 m
2Mbps
Random way point
0 - 20 m/s
0 seconds
CBR (UDP)
512 bytes
10/20

Table 1 Parameter Settings
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Mobility
(m/s)
0
5
10
15
20

Percentage of Malicious nodes
0 %
10 %
20 %
30 %
40 %
98.28 84.96 78.92 72.84 65.08
96.28 77.33 70.17 64.18 48.56
95.10 76.16 67.78 61.11 47.36
94.12 75.42 66.54 60.88 43.73
93.73 73.18 65.96 59.18 41.99

Mobility
(M/s)
0
5
10
15
20

Percentage of Malicious
0%
10 %
20 %
30 %
0 0.1111 0.1816 0.1852
0 0.0916 0.1544 0.1513
0 0.0601 0.0584 0.0749
0 0.0716 0.0938 0.0988
0 0.0833 0.1154 0.0918
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nodes
40 %
0.1951
0.1502
0.0742
0.0973
0.1012

Table 2 Packet delivery ratios for DUS

Table 3. False negatives for DUS

The following conclusions may be drawn from
the information in table 2:

From the above results we conclude that DUS
has a lower false negative probability than SCAN.

1. The packet delivery ratio decreases as
the mobility and percentage of malicious
nodes increase.
2. In the case of 10% malicious nodes,
the packet delivery ratio dropped from
84.96% when the nodes were stationary
to 73.18%, when the nodes were moving
at 20 m/s. In the presence of 30% and 40%
malicious nodes with 20 m/s mobility,
the corresponding values are 59.18 and
41.99%.
3. The DUS has low throughput because it
has very high security.
4. In general, the packet delivery ratio
decreases as the security increases.

6.3 False Accusation (False Positives)
Probability
The false positive probability increased with
increasing mobility, varying from 0 to 0.0911.
The results are similar to the patterns obtained
for SCAN [2].
Mobility
(M/s)
0
5
10
15
20

Percentage of Malicious nodes
0%
10 %
20 %
30 %
40 %
0
0
0
0
0
0
0.0101 0.0102 0.0116 0.0221
0
0.0201 0.0401 0.0471 0.0572
0
0.0322 0.0612 0.0692 0.0714
0
0.0618 0.0698 0.0748 0.0911

Table 4. False positives for DUS

From the above results we conclude that SCAN
offers a substantial improvement over DUS, from
the standpoint of throughput.

The lowest false positive probability was
obtained with DUS, and innocent node conviction
occurred least frequently with DUS.

6.2 Failure to deduct (False Negative)
Probability

6.4 Communication Overhead

False negative probability may be defined as
the number of malicious nodes left undetected
divided by the total number of malicious nodes.
From table 3 the following conclusions may
be drawn:
1. In general false negative probability
increases as the percentage of malicious
nodes increases.
2. In the case of 20% malicious nodes when
the nodes are moving at 20 m/s, the false
negative probability is high because the
number of malicious nodes in a particular
area is high.

Communication overhead may be evaluated
based on the number of control message transmissions such as RREQ, RREP, and RERR in the case of
plain AODV and additionally M_ERROR and M-Flag
messages in the double umpiring system. RREQ
messages are disseminated to the entire network,
whereas RREP messages are unicasts. We present
the communication overhead details in table 5.
Percentage of Malicious nodes
Mobility
(M/s)
0 %
10 %
20 %
30 %
40 %
0
9046 11406 13753 15305 16756
5
9618 12173 14824 16160 17608
10
10025 12989 15617 17046 18515
15
10576 13911 16516 17936 19685
20
11998 14520 17221 18642 20473

Table 5. Communication overhead for DUS
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Communication overhead increased with
mobility. DUS had a lower communication
overhead than SCAN.

energy starved. Further research work is in
progress.
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The plain AODV, SCAN and DUS results are
presented in table 6.
Mobil
(M/s)
0
5
10
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20

Malicious node = 30 %
Plain AODV
70.44
45.18
37.89
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32.07

SCAN
90
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81
80

DUS
72.84
64.18
61.11
60.88
59.18
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Abstract - This work presents a model of trust as it relates to the management of information
technology (IT). We comment on the definition of trust as applied to contemporary
business environments, and discuss the associated risks due to the complexity of modern
globalized relationships. This work focuses on IT management, emphasizing the necessity
of aligning organizational strategies with a company’s activities as recent studies have
concluded that organizations that exhibit “business-focused” IT management are subject
to less risk. In this context, our proposed model enables the evaluation of trust as it
relates to IT management, by means of metrics that are related to business factors. A
field application of this model demonstrates the relevance of measuring trust as a means
to mitigate business risks related to IT management.
Keywords - Information Technology (IT) Management; Information Systems; Trust.

1. Introduction
The environment in which organizations
find themselves is increasingly globalized and
competitive. Businesses need, for optimized
performance, trustworthy sources of updated
information, making information technology
(IT) crucial to their overall goals. Moreover,
the technological development associated with
globalization has created a demand for increased
interaction between geographically distant
people, which underscores the importance of
trust when sharing information in this situation.

For efficient use of management resources,
it must be remembered that what cannot be
manipulated cannot be controlled. This article
focuses in one specific area of information
technology, the concept of trust, and attempts
to evaluate its effect over several areas of IT
management.
Although the concept of trust as it relates
to various fields has been studied for decades,
a great deal of interest remains in developing
and applying empirical and theoretical models.
Hereafter we propose a model that enables the
evaluation of trust as it relates to IT management,
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by means of metrics that are related to business
factors. A field application of this model
demonstrates the relevance of measuring trust
as a means to mitigate business risks related to
IT management.

2. The concept of trust
Mayer et al. (2005) list several areas in particular where trust is required: communications,
leadership, goal-oriented administration, negotiation, game theory, performance recognition, work relations, and self-managed working
groups. Specifically, trust is essential whenever
a purchase is made or a service is rendered.
While it is undeniable that trust between parties
is critical, a formal definition of trust seems to
be difficult. Kee et al. (1999) affirms that “trust
is becoming more and more important, but no
one knows yet what really it means”.
Sociologist Diego Gambetta (1988) believes
that an objective standard definition of trust is
almost impossible. In a relationship between
two parties, there is no guarantee of reciprocity
in the amount of trust, since each side may trust
the other with varying degrees of certainty.
The decision to initiate an interaction with
another agent depends on the level of trust
established, the particular context, and the level
of risk involved.
As a result of these difficulties, trust is
often defined only within a particular situation
of interest. Fukuyama (1996), for example,
generally characterizes trust as a social virtue
that contributes to prosperity in contemporary
society while Luftman (1999) specifically sees
trust as a factor sustaining business-IT alignment.
Yet more specifically, Pillatt (2002) highlights a
definition of trust to be used within the context of
e-business, focusing, in a very specific manner,
on topics such as authentication and ability to
pay for products or services. However, this type
of definition is restricted to the measurement of
the trust regarding the relationship of a buyer
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and a seller, and does not universally apply
to the assessment of trust in other situations,
such as negotiations. Manchala (1999, 2000)
attempts to be more generic, quantifying trust
for whole business transactions and abstracting
factors tied to participants. In this case, the
details regarding the entities participating in
the transaction and the product or service are
blurred.
When searching for a wider conception
of trust based on objective aspects related
to honesty, competence, and faithfulness,
we may be required to invoke terms such as
authorization, authentication, and validation. In
fact these terms might be used interchangeably,
according to Grandison and Sloman (2000), who
considered authorization to be the result of a
reliable relationship. These authors propose
that a delegation of access rights occurs when
a transactional entity performs certain actions
for a specific party when the identity of that
party has been verified by an authentication
process. This verification may take place using a
password, digital certificates, or other methods
(Grandison and Sloman, 2000).
Jones (1999) adds that trust is defined by the
European Commission Joint Research Centre as
being “the property of a business relationship, so
that credit can be given to the business partners
and to the transactions played with them.”
Thus, it is possible to say that definitions of
trust at times tend to touch on interpersonal
relationships, while also involving services
rendered. Therefore, a proper standard will
require psychological was well as objective
aspects. As a result, it is beneficial to
distinguish between interpersonal trust, interinstitutional trust, and trust between a person
and an institution (Grassi, 2004). An interesting
approach, due to Lyons and Mehta (1997), states
that trust is a continuum, ranging from complete
trust to its complete absence. These authors
analyze the role of trust in facilitating efficient
exchanges by considering socially-oriented and
self-interested trust.
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Socially-oriented trust considers aspects of
the past when analyzing the social behaviors
exhibited by individuals in a community who,
intentionally or inadvertently, support trust
and its consequences. Dogson (1993) calls this
vision “goodwill trust,” where the recognition of
good behavior in social arenas leads to a positive
reputation. These social relations are governed
by mutually understood group norms.
Self-interested trust arises from game theory,
where the interests of agents partially conflict
and partially converge. Trust is a result of
careful calculation, or the intentional creation
of incentives in response to a fear of betrayal.
The relative costs and benefits of being trusting
and/or trustworthy are measurable, and can be
evaluated within the limits of the game. Therefore,
self-interested trust, in contrast with the previous
definition, is fundamentally “forward-looking”,
with agents being trustful or trustworthy only up
to the point where they expect such behavior to
be beneficial to themselves.
Grassi (2004) comments on this dichotomy
that, although “the authors, when distinguishing
between the two types of trust described above,
do not consider that one is universally true and
the other is not, nor that there is place for only
one type of trust in each relationship. They
can be used to strengthen one to the other,
although they are probably present in different
combinations of relative importance. It would be
made a mistake to consider that they are equally
important. It is possible that a type is dominant
in a group of firms and the other, in others”.
Lyons and Mehta (1997) only affirm that it is
“widely possible that the same individuals come
to act with socially-oriented trust with respect to
a commercial partner, but with self-interested
trust with respect to another one.”
Domenico and Macri (2005) cite Couch et
al. (1996) to add that a further distinction can
be drawn between the trust an individual might
display toward people in general, and trust based
on relationships with specific trading partners.
The first mode quantifies the inherent tendency

or predisposition of an person to be trusting,
while the second refers to the faith he or she
has in a particular relationship, which, according
to Rempel, Holmes, and Zanna (1985) may be
influenced by the characteristics and actions
of one of the partners. Trust in general, being
related to socially-oriented factors, derives from
expectations based on previous experiences,
and depends on how much an individual believes
in human honesty, as well as his or her personal
temperament.
Mayer, Davis and Schoorman (1995)
emphasize that people differ significantly in their
propensity to trust and their desire to believe
in others. People with different experiences,
personality types, and cultural backgrounds may
vary in their propensity and willingness to trust.

3. Methodology
Since trust is based, at least in part, on the
relationships of members within a society, the
trust between peers may be very different than
the trust given by an individual to an organization.
Robinson and Jackson (2001) affirm that trust is
related to a faith in people, and in particular, the
faith that a trading partner will keep his or her
word. This involves risk, since this expectation
may not be fulfilled.
Bacharach and Gambetta (2000) affirm that
signals exist for individuals to evaluate the
trustworthiness of the others, and, moreover,
the presence or the absence of these signals
can often be quantified. In this way, trust and
trustworthiness may be measured.
The formalization of trust as applied to
IT management can be implemented using a
computational model tailored to the issues
specific to this type of business activity. To
accomplish this task, parameters have to be
established under which trust can be evaluated
and quantified.
To develop such a model aspects relevant
to IT management were used to build and
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confirm a theoretical structure (figure 1). In
addition, elements were added relating the
following working definition of trust: "it is the
set of activities and mindsets that allows for
the designs, evaluation, and monitoring of the
appropriate mechanisms to establish decision
structures and processes for obtaining desired
behavior” (Weill and Ross, 2004).

TRUST

IT
MANAGEMENT

TRUST IT
MANAGEMENT

VERIFICATION

IT CATEGORIES

METRICS

IT Architecture

• Proportion of redundant/
duplicate data elements
• Percentage of
applications not
complying with the
information architecture
• Frequency of data
validations

IT Infrastructure

• Number and type of
deviations from the
accepted technology
infrastructure plan
• Frequency of technology
infrastructure plan
reviews and updates
• Number of technology
platforms that are not
in line with the defined
IT architecture and
technology standards
• Number of critical
business processes
supported by obsolete
(or soon to be obsolete)
infrastructure
• Number of infrastructure
components that are no
longer supportable (or
will not be in the near
future)

TRUST MODEL
Figure 1: Development of the IT trust model
Thus, in implementing our model of trust
management, the following steps were followed:
1. Selecting the parameters or aspects of trust
significant to IT management.
2. Checking the result of the metrics as applied
to IT management and, verifying the values
allocated to each aspect of trust.
3. Assessing risk by estimating the hazards
involved in a particular case.
4. Compiling a knowledge base, listing the
processes that are mostly prone to risk,
and finding particular areas of trust related
vulnerabilities.

IT Process

3.1 Aspects of the Trust Metric
To quantify trust as it relates to IT
management, a set of metrics will be employed.
These metrics are related to categories of IT
components, enabling the evaluation of their
relative importance and relevance. Table 1
shows some metrics among the many that could
be proposed to contribute to the model.
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IT Changes

• Proportion of roles
with documented
position and authority
descriptions
• Number of business
units/processes not
supported by the IT
organization
• Number of core IT
activities outside of the
IT organization that
are not approved and/
or not subject to IT
organizational standards
• Number of disruptions
or errors caused by
inaccurate specifications
or incomplete impact
assessment
• Cost of infrastructure
changes caused
by incomplete
specifications
Percent of changes that
follow formal control
processes
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IT CATEGORIES

METRICS

IT Investment

• Percent reduction of
unit costs based on IT
services delivered
• Expenditure change as
a fraction of the total
budget
IT return on investment
expressed in terms of
business value drivers
(e.g., sales increase
due to enhanced
connectivity)

IT Risks

• Percentage of critical IT
objectives covered by
risk assessment
• Fraction of critical IT
risks identified with
action plans
• Percentage of risk
management action
plans approved

Information Systems
Security

• Number of incidents
damaging public
reputation.
• Number of systems
where security
requirements are unmet
• Number of violations
related to assigned
duties

Table 1: Trust related metrics for IT management
A proper model for trust in the field of IT management should incorporate the relative importance
of these parameters, and will allow for a detailed
evaluation of the overall IT process. This can yield
a list of specific recommendations regarding points
of vulnerability and inadequate management.
Among the mechanisms related to IT management, strong importance is attached to decisions
that insure that the overall system aligns with the
stated goals of the organization, as well as the
normative aspects of corporate governance.
This model relates to the decision making process, which occurs in organizations whether the
process has been formalized or not. Efficient management can be facilitated by rationalizing the way
decisions are made. Existing structures can be
evaluated by performance, and approaches that

do not contribute to efficiency and the achievement of overall enterprise objectives can be adjusted or abandoned.
For alignment, administrative adequacy and
IT adjustment consistent with achievement of the
enterprise objectives are needed. Alignment is
materialized by adoption of processes involving
compromises by those involved in business and
IT. The processes can be evaluated for their properties and results, and can be classified according
to its trustworthiness.
Given that communication is needed to diffuse
policies related to efficiency, the diffusion of trust
evaluations can be used by managers as a means
to develop effective communication that is critical
for success in a business enterprise. Besides the
diffusion of the trust model, its metrics and related IT categories will influence diagnosis of trustworthiness and any consequent readjustment. In
cases where there is a low level of trust, the factors
underlying that low trust level will impact management.
The metrics cited will be assigned a range of
values to provide greater flexibility for the implantation of the model on companies of various sizes.
To avoid misinterpretation of numerical values,
the values attributed to metrics variables will be
classified using a rubric of (1) low, (2) medium, (3)
high, or (4) very high.

3.2 Trust Evaluation
As the first step, a questionnaire is sent to managers allowing them to assess the level of trust associated with IT activities within an organization.
Selected processes are evaluated according to the
established metrics based on trust requirements.
The results are evaluated using the rubric shown
in table 2.
Interval

Trust Level

Risk Level

[0, 4.9]

Low

High

[5.0, 6.9]

Average

Average

[7.0, 10]

High

Low

Table 2: Trust classification rubric
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3.3. Verification of Results
Responses to the proposed questionnaire are
collected and summarized so as to provide the
data for plotting diagrams with relevant shapes
to present indicators of the IT management
situation.
For such analysis, six aspects of IT
management have been considered, namely: I –
Planning; II – Organization; III – Implementation;
IV – Availability; V – Support; and VI – Control.
Each aspect has been subdivided according
to its domains, being evaluated by proper
metrics related to the items of the proposed
questionnaire. This way the evaluated trust
metrics indicate the situation of the different
management areas and directly point the areas
which need attention.
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form was completed by 25 CDS employees,
while 26 members from the CIT and 14 from
the CAT in Brasilia filled out a “support” version
of the questionnaire. In all, the responses of 85
participants were tabulated.
Table 3 summarizes the number and rank of
the participants, as well as the total number of
people working in each department.

4. Field Application
A field test was conducted for the governmental
organization now called DMB in the first quarter
of 2008. The outcome was the first systematic
description of its organizational structure in
relation to its institutional information and
communication technology (ICT). Oversight of
DMB and its strategic outlook are determined
by the Office of General Direction (ODG), while
tactical decisions and practical execution is left
to the Office Management Sector (ODS).
Decisions regarding ICT are under the purview
of the leadership at the ODG, which deals with
questions related to technology through its IT
Management Body (ODTI). Officials involved
in the activities of ICT exist at various levels,
including electrical engineers, systems analysts,
and computer scientists.
The DMB staff members who took part in the
present research were grouped according to
their standing in the decision making hierarchy
at ICT. Of the employees who filled out the
“planning” questionnaire, 12 were from the
IT section of the ODG, while 8 were managers
from ODTI. In addition, an “implementation”

Table 3: Total employee counts in each
division and the number filling out the
questionnaire
The trust evaluation method outlined above
was implemented and the obtained final results
are summarized in the dashboard showed in
figure 2.

5. Conclusions
In designing a model of trust applied to the
management of information technology, we
conclude that the broad application of trust in all
aspects in this context corresponds to the general
belief that, in all branches of the organization,
investment in information technology is vital. The
resources utilized allow for steady improvement
in overall operational performance, although
this requires coordinated action at all levels, and
the requisite technological support.
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strategies utilizing accurate trust metrics help to
eliminate the need for course corrections, while
simultaneously providing agility and promoting
a reputation for trustworthiness.
The type of trust considered in this study
of IT management is somewhat removed from
purely interpersonal relationships. Instead, the
approach to trust here involves a businessoriented conception, which can be measured
and quantified.

Figure 2: Trust evaluation results
It is also of prime importance that trust can
be related to the alignment of decisions made at
management levels with the global strategies of
the organization. A purely tactical mindset, with
limited vision and short-term thinking, does not
add value, but rather, inhibits progress.
The market already provides tools that aim
to deliver technological solutions, so that
information can be disseminated and managed
according to the goals of the organization. A
business that has proper coordination methods
in place will be poised to take advantage of new
opportunities as they present themselves, and
will also be better prepared to defend itself from
novel threats.
In contrast, inflexible management practices
and territorial battles hinder productivity. When
management is overly demanding, especially
regarding prompt completion of tasks that
could wait, worker morale and trust are
eroded. Intelligent control and implementation

Thus, in this context, one can infer that the
optimal IT management approach is intimately
tied to trust, which has the potential to provide
highly desirable results for management. As a
result, the creation of a formal trust model for
IT management makes greater effectiveness
possible, as this method allows for the alignment
of management decisions with organizational
strategy, and a deeper understanding of good
corporate governance. Given this principle, we
envision that organizational trust is also a fruitful
area for future research on human interactions
and game theory applied to IT management.
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Abstract - Modern social infrastructure relies on computer security and privacy. As a
result, there are many opportunities for individuals with malicious intent to cause
great harm. This work aims to provide a theoretical basis for the design of static and
dynamic software platforms that can create a suitable architecture for automatic malware
detection and analysis. We demonstrate how formal methods involving programs static
and dynamic analysis can be used to build such architectures, and propose automatic
semantic malware detection and model extraction methods, circumventing difficulties
met by other recent approaches. Our new technique for identifying malware involves
automatically extracting invariant elements found in specific malware codes. These
"malware-invariants," which remain unchanged even in obfuscated virus strains, can be
used by semantic analysis programs as signatures that define the malicious code. We
propose a host-based intrusion detection system using automatically generated models,
where system calls are guarded by verification with pre-computed invariants. In this
way, we can to identify deviations during the execution of applications. Our method also
provides a way to detect software bugs and application vulnerabilities. We also show
that any malware or intrusion detection system based on a static analysis method will be
strongly reinforced by the possession of a database of precompiled invariants.

1 Introduction
Invariant

properties

are

assertions,

ex-

pressed in a specified logic, that hold true on
every possible run of the system. A malware
includes any software deemed to have malicious intent. A program that fits this classifica-

tion could be a virus, trojan horse, or worm, to
name some common examples. Malware represents a threat to our increasingly computer-reliant society. Thus, it is vital to understand the
behavior of malicious software in detail. All current security systems, including anti-virus and
other detection systems, suffer from a lack of
automation in their malware analysis. In order
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to provide automatic in-depth malware analysis
and precise detection, a system must be able
to automatically interpret malicious behaviors,
not just syntactic signatures. Current malware
detectors are “signature-based.” That is, the
presence of a malicious program is detected
when part of its code matches a known database of byte-signatures. Such current malware
detectors are based on sound methods checking if the executable matches byte-signatures
located in a database of regular expressions
that specify byte or instructions sequences. But
the main drawback to this approach is that malware writers can obfuscate [1] the code slightly
to evade detection. Small changes that alter
the program’s signature are enough to bypass
many security checks. In addition, current intrusion detection systems often suffer from
overly coarse abstraction methods. The number of malware variants that can use obfuscation methods increases exponentially each time
a new malware type appears.
Malware writers can easily generate new undetected viruses, and anti-virus programs lag
behind, as they must be updated very frequently. This update process is often much slower
than the spread of the malware, since each new
variant must to be analyzed precisely and its
signature added to the database.
We propose a better method using the invariant sections of malware code. Invariant properties are aspects that hold true during every
possible execution of the software. We seek to
identify malware by automatically extracting the
“malware-invariants” [42] from a specific code,
and using these invariants in semantic analysis
software. In order to do so, we need to adopt formal methods currently used to statistically verify
a system’s correctness. Importantly, malware-invariants remain unchanged in virtually all of the
obfuscated versions of the code. In other words,
most of the novel strains of the malicious piece
of code obtained by obfuscation techniques
would still share the same unchanged qualities.
Thus, by targeting these invariant properties, an
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anti-malware system would need only one semantic signature for each virus family.
Using this sort of static analysis with generated
invariants, we show how to construct a suitable
architecture for host-based intrusion detection
systems.
Host-based
intrusion
detection
systems, which have seen tremendous progress
in recent years, are systems that monitor
application execution and report deviations
from its programmed statistical model. The
main drawback of these detection systems
is that they monitor only program control
flow structure and lack the precision to resist
mimicry attacks [2] and non-control data attacks
[3]. Our new strategy addresses the various
deficiencies of current intrusion detection
systems. Our model captures the control flow
structure and the data flow characteristics of a
program. It is automatically generated with very
little monitoring overhead. Further, our method
can show mathematically prove and report any
intrusion once the violation of an application
invariant is observed during the execution of
the application. Being rigorous, they allow for no
false alarms. Our model does not only prevent
mimicry and non-data control flow attacks, it
also can be used to detect logic bugs or other
vulnerabilities in applications.
As the main contribution, we prove that any
malware or intrusion detection system based
on static analysis methods will be strongly
reinforced by the presence of pre-computed
malware invariants, and will also be weakened
by their absence.
In Section 2, we present some malware
characteristics and obfuscation techniques,
as well as some current detection methods. In
Section 3, we show how to generate a semantic
signature based on a malware invariant. In
Section 4, we discuss a theoretical basis that
supports the design of our malware analysis
platforms using formal methods. In Section 5,
we present our intrusion detection monitoring
system with vulnerability auditing. Finally, we
present our conclusions in Section 6.

40 Semantic Malware Resistance Using Inductive Invariants
2 Malware Characterization,
Identification, and Obfuscation
2.1 Malware and Virus Characterization
All malware programs display the following
behaviors:
1. An infection strategy
2. Malicious actions called “payloads”
3. Boolean control conditions, or triggers,
to determine when a payload should be
activated.
A classification of malware with respect to
their effects and propagation methods has been
proposed by McGraw and Morrisett [4]. Adelman
[5] and Cohen [6] showed that the security
research community lacks a mathematical
formalism that can serve as a scientific basis
for malware classification. We can define three
properties in particular that characterize classes
of malware. The first is active propagation, based
on whether a malicious program can propagate
passively using self-instance replication and/
or self-modification. The second is population
evolution. A malware family can be characterized
by its ability to form variants. The third is the
context-dependence exhibited by the malicious
program. That is, if the payload release requires
other executable code or a pre-compilation
step. A classification of some malware types
using these three properties is shown in table
1. Other malware types, such as hybrid malware
programs, or network assaults like the use of
so-called “botnets” for denial-of-service attacks,
could be also classified by combining and
extending these properties. In subsection 5.2,
we will consider more specific characterization
properties, like obfuscation and encryptions
techniques, that will be relevant to our approach
to automated malware analysis.

2.2 Identifying Malware Concealment Behaviors
Current malware detection programs are
“signature-based,” in that they attempt to match
the signature of a suspect program to entries in

a database. These malware detectors are based
on sound methods, that is, if the executable
matches byte-signatures, then they guarantee
the presence of the malicious behavior. These
databases contain regular expressions that
specify byte or instruction sequences that are
considered malicious. The main problem with
this approach resides in the fact that these
methods have a low degree of completeness and
these databases must also be updated frequently
as new malware is created and spread.

Active
ContextType Propaga- Variants
free
tion
Virus
Yes
Yes
No
Worm
Yes
Yes
Yes
Spyware
No
No
Yes
Adware
No
No
Yes
Trojan
No
No
No
Back
No
No
Partially
Door
Rabbit
Yes
No
Yes
Logic
No
No
Partially
Bomb
Table 1: Characterization of malware types

As a result, malware writers can evade
detection by injecting code into their programs in
such a way that preserves the malicious behavior,
but slightly changes the resulting signature.
This technique is called obfuscation [1] and,
when implemented, makes the malware variants
created very difficult to detect. Commercial antivirus scanners are particularly susceptible to this
type of method.
Common obfuscation techniques include
polymorphism and metamorphism. In these
cases, the virus obfuscates its payload during its
latency period but de-obfuscates the malicious
code prior to execution. Once a new type of
malware appears, the number of derivative
versions generated by obfuscation can increase
exponentially. In this way, malware writers can
easily generate new undetected viruses. Antivirus databases must be updated to include
every variant in its signature database in order
to provide complete security.
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2.3 Obfuscation Strategies for Infection
Mechanisms, Triggers, and Payloads
Malware can be obfuscated it each of its three
main mechanisms, namely, infection, triggerdetection, and payload delivery. However, the
obfuscation must be reversed before the code
can be made functional again. This requires a
decryption loop, which de-obfuscates parts of the
body of the code in a specific writable memory
location. This de-obfuscation mechanism can use
a random key or an encryption library. Thus, the
encrypted malicious code can be very difficult
to detect. Because of this, polymorphic malware
detectors sometimes try to detect the decryption
loop itself. The unchanging part of an encrypted
virus, which can randomly modify its key for each
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instance, is the decryptor loop. To avoid this, a
polymorphic virus modifies its decryption loop
at using several automatic transformations, and
a single progenitor virus can easily generate
billions of loop versions [7]. Metamorphic viruses
can change even the body of their code using
a variety of obfuscation techniques when they
replicate. To modify the decryption loop, or to
obfuscate some code, malware programs can use
a mutation engine [1] to rewrite the loop with other
semantically equivalent sequences of instructions
[8] and/or rename register memory locations. This
can be done using unconditional jumps, inlining
or outlining the body of function codes, using new
function calls, inserting junk code, using treaded
versions, and a host of other tricks.

Example 1. As an illustration, consider the following two pieces of pseudo-code:
1 Function_0();
3 Function_0 {
4 R_1 = 3;
5 R_2 = R_1 + R_2;
6 R_3 = R_1 * R_2;
7 R_4 = R_2 – 3;
8 R_5 = R_4 * R_3;
9 R_6 = R_5 / R_4;
10 Return;}

The code on right is simply an obfuscated
version of the code on the left which maintains
the overall semantic behavior.
We will see in the following section that
decryption loops still share some common
features, and that these invariants are more
difficult to morph in an automated fashion.

3 Malware Invariant Semantic
Signatures
3.1 Static Analysis for Detection and Identification
To be able to analyze an unknown binary
code, one needs an intermediate representation
[9, 10], as shown in example 2.

1 Function_1(); Function_2();
4 Function_1 {
5 R_l = R_2 / 2;
6 R_2 = 6;
7 R_3 = R_2 + R_1 * R_2;
8 Return;}
10 Function_2 {
11 R_4 = R_1;
12 R_5 = 2 * R_1 * R_1 * R_!;
13 R_6 = R_3;
14 Return;}
Example 2.
1 ...
//
2 dec ecx
//
3 jnz 004010 B7
4 mov ecx , eax
5 shl eax , 8 //
6 ...
//

...
//
//
...

ecx <-- ecx -1
If (! ecx =0 ) goto 004010 B7
ecx <-- eax
eax <-- eax << 8

The right column shows the semantics of each
set of x86 executable instructions expressed
in a C-like notation [9, 10, 48, 49]. Also, [48,
49] provide interface with SMT solvers [50]
(automated deduction methods for checking
the satisfiability of first-order formulas with
respect to some logical theory T of interest)
and with decision procedures that support the
SMT standard library format [51]. Using such
tools, one can obtain a C-like intermediate
representation and check automatically if a
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specific property, an assertion, holds true at a
specific location on every possible execution of
the code. These tools will be helpful to check if
an assertion is an inductive invariant.
Some malware detection algorithms [11, 12,
13] attempt to incorporate instruction semantics
in order to detect malicious behavior. Semantic
properties are more difficult to conceal in an
automated fashion than are syntactic properties.
The main problem with this approach is that it
relies on abstracted semantic information e.g. defuse information. Instead of dealing with regular
expressions, these programs try to match a controlflow graph, enriched with def-use information to
the suspect binary code. Those methods eliminate
a few simple techniques of obfuscation as it is
very simple to obfuscate def-use information by
adding any junk code or by reordering operations
that would either redefine or use the variables
present in the def-use properties.
Our approach to the problem of malware
detection generates quasi-static invariants
directly from the specified malware code, and
uses them as semantic signatures that we
call malware-invariants. To detect a piece of
malicious code, we could check if there is an
assertion in our malware-invariant database that
holds in one of the reachable program states.
In order to do so, we use formal methods for
invariant generation and assertion checking. This
will make it much more difficult for a malicious
code writer to evade detection using common
obfuscation techniques. Thus, to defeat each
family of viruses, we would need to generate
only a few semantic signatures.
We propose to use, combine and compose
many static and dynamic tools in order to
automatically generates invariants which are
semantic-aware signatures of malwares, i.e. they
are malware-invariant.

3.2 Automatic Generation of Malware Invariants
Malware invariants could be computed
directly using one of several invariant generation

methods, such as based on a complementary
logic and a collection of these tools could
be made available though a communication
framework. We provide a theoretical basis for the
construction of a static analysis platform that can
form a suitable architecture for the extraction and
identification of suspected malicious behaviors.
Here, we consider several invariant generation
techniques where the automatically computed
invariants would be expressed by specific logics.
For example, methods described previously
[40, 41], can handle logics with non-linear
arithmetic and inequalities. Using these
techniques, one can generate non-linear
invariants in several guises, including logical
assertions, formulae regarding the relationship of
values in registers, memory locations, variables,
system call attributes, and many others.
Example 3. Consider the following piece of code
expressed as an intermediate representation
after a transformation process.
1 integer R_1,R_2,eax,ebx,ecx,OxN ;
2 ...
3 where (eax=R_1 && ebx=ecx=R_2 && OxN =0)
4 ...
5 while (eax != ebx ){
6 while (eax > ebx ){
7 eax = eax - ebx ;
8 y_4 = OxN + ecx ;
9}
10 while (ebx > eax ){
11 ebx = ebx - eax ;
12 ecx = ecx + 0xN;
13 }
14 }
15 ...
We can, for instance, generate the following
invariant:
Invariant Generation [Logic: Non-linear Arithmetic]
eax * ecx + ebx * OxN – R_1 * R_2 = 0
In order to handle system calls and function
calls effectively, we consider the techniques
described in Tiwari et al. [14, 15], which provide
invariants over a logic with uninterpreted
function and inequality. This theory uses several
level of abstract interpretation [47], and is
based on unification theory [16]. However, the

Rachid Rebiha and Arnaldo Vieira Moura
implementation of this method also requires
modifications of the CIL tool [17] to generate an
intermediate representation before proceeding.
Example 4. Consider the following piece
of code with uninterpreted functions called
Func_F and Func_G. Note that these could be
any system call or function call with a similar
signature.
1 void
2 Func_File_Descriptor(int fd_1 ,int fd_2){
3 ...
4 int r1 ,r2 ,r3 ,r4 ,r5 ,a;
5
6 if ( fd_1 == fd_2 ) {
7 r1= Func_F(fd_1 - fd_2 );
8 r2= Func_F(Func_F(0));
9}
10 else {
11 r2= Func_F(r1);
12 }
13 r3= Func_F(r1);
14 a=fd_2 -1;
15 if ( fd_1 == a ){
16 r4= Func_G(fd_1 , 2*fd_1+1);
17 r5= Func_G(fd_1 , Func_G(fd_1 , 2*fd_2-1));
18 }
19 else {
20 r5 = Func_G(fd_1 , r4);
21 }
22 }
For this piece of code, we could generate
the following invariant
Invariant Generation [Logic: Uninterpreted Function]
r3 = r2
fd_2 + -1.000000*a = 1.000000
r2 = Func_F(r1)
r5 = Func_G(fd_1 , r4)
We can see that this exercise yielded a set of
relationships between function or system calls
returned values and attributes. If we interpret
Func_F and Func_G as being two common system
calls dup() and dup2(), we immediately obtain a
similar invariant:
(r3=r2)Ù(fd_2-a=1)Ù(r2=dup(r1))
Ù(r5=dup2(fd_1,r4)).
We could just as easily have considered any
other logical system with an associated invariant
generation techniques. Our main contribution
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here is to demonstrate that many obfuscation
techniques, as introduced in Section 2.3, will not
affect the computed invariants.

4. Quasi-Static Malware Analysis
We propose new concepts and a theoretical
framework [42] that can be used to compute
exact invariants, i.e. inductive provable invariant,
using hypotheses, i.e. likely invariants, that are
true properties on all observed execution traces,
in a certain training period. We could then
generate likely invariants which are properties
that hold at any program point in the observed
execution trace, using test methods. We can
turn likely invariants into exact invariants using
verification methods, such as assertion checkers
[18, 19]. We call this new view of program analysis
“quasi-static analysis.” Figure 1 illustrates the
architectural structure of this new framework.
Some of the likely-invariants computed by a
Dynamic Analysis are real invariants. They hold
in all possible executions of the program. Then,
using theorem provers or assertions checkers,
one may confirm proposed properties during
the dynamic analysis are real invariants. These
computed malware-(likely)invariants are then
treated as the program signatures. One can
then use pushdown model checking techniques
and theorems proving methods, combined
with program verification tools, to detect the
presence of malicious behavior described by our
malware-invariants. If the malware invariants
describe reachable states in the verification
process, then we can guarantee that the software
displays the suspicious behavior. Written more
formally, a malware invariant Φ_Sign can be
identified using the procedure just described.
Then, one can use similar invariant generation
methods, applied to the vulnerable executable
code being inspected, to generate an invariant
ψ_Exec. Then, one could check if ψ_Exec ⇒ Φ_
Sign using a theorem prover, an SMT Solver,
or other decision procedure. Alternatively, one
could generate a push down system to model
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Figure 1: Quasi-static analysis framework

the malicious behavior by combining control
flow and data flow analysis. These abstract state
graphs, which we call malware PDS, capture
both the control and data flow properties of
the malicious behaviors. We can then combine
malware invariants and malware PDS to form
formal signatures. One can, then, build formal
signature database as illustrated in figure 2.
On the other hand, we could also extract
invariants from the code being inspected using

similar methods and check, using decision
procedures, if one of these signatures implies a
known malware invariant. In addition, we could
check if the code behavior allows the possible
run in one a previously discovered malware PDS.
The malware detector method described in this
Section is sound with respect to the signature
that is being considered as the representation
of malicious behavior. This point is illustrated in
Figure 3.

Figure 2: Malware invariant signature and Malware PDS generation.
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Figure 3: Formal method for malware analysis.

In Section 3, we described a working
theoretical platform, and its associated hostbased intrusion detection system, following a
similar proof-of-concept. A semantic malware
detector can then be built upon this intrusion
detection system.

5 Guarded Monitors For Host-based
Intrusion Detection Systems
Host-based intrusion detection systems
(H-IDS) monitor specific application execution
in order to report any deviation from its model
of permitted actions, which are pre-computed
in an attack free environment [20, 21, 22].
Current H-IDS attempt to check for anomalies
in the stream of system calls generated by the
execution of applications [20, 21, 22, 23, 24].
These models need to capture as many of the
legitimate sequence ofsystem calls as possible.
As mentioned before, these monitors often use
overly coarse abstraction models that capture
only the control-flow structure of programs.
These approaches suffer from the lack of

any significant data-flow analysis, and this
imprecision explains why they can be defeated
by:
- automated mimicry attacks [2, 25], which
allow the execution of malicious code
designed to produce a sequence of system
calls that conform to the model,
- non-control-flow attacks [3, 26], and
- logic bugs and vulnerabilities difficult to
detect and easy to produce.
To implement our method, we automatically
generate invariants in a safe environment. Any
subsequent system call is checked against these
permitted invariants. Our model would detect
any automated mimicry attack, non-control-flow
attack, or logic bug, as these events inevitably
violate one of our pre-computed allowed
invariants. Our monitor captures control and
data flow integrity information to insure that:
- system calls occur in the order specified by
the monitor (control flow integrity) and
- pre-computed specified invariants are
checked at all system call locations (data
flow integrity).
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Such invariants, which can include assertions,
crucial properties about functions and system
call arguments, returned values, branch
predicates at control locations, input variables,
and others, are checked against the image of the
process that was obtained while monitoring the
execution of the applications. These monitors
are visibly pushdown automaton [27], and can
be built automatically using a combination
of static and dynamic analysis. This has been
previously done using predicate abstraction
[44], invariant generation techniques [31, 45],
likely-invariant generation and dynamic analysis
[29], inter-procedural propagation techniques,
and assertion checking techniques [30, 46]. Any
behavior that is impossible to simulate by our

monitor will raise an alarm and the identification
of an intrusion.
An alarm is a proof of an
abnormal behavior issued by the violation of
control and data flow integrity induced by an
intrusion.
As we discuss in R. Rebiha and H. Saidi [42],
our monitor has the following properties:
- Expressivity, in that can detect more attacks
than the approaches described in reference
[28];
- Effectiveness, since our monitor can detect
all attacks generated by the methods of
reference [25]; and
- Precision, since our monitor can detect logic
bugs and vulnerabilities when determinism
is reach during its construction.

Example 5. Consider the program Func_File_Descriptor depicted in Example 3 (Section 3.2). Here
we interpret the functions Func_F and Func_G as follows:
1 int Func_F(int i_1, int i_2) {
2 int t_1,t_2,t_3;
3 t_1:=i_1; t_2:=i_2 + 1;
4 if (t_1 < t_2){
5 t_3 := t_2 – t_1;
6 t_1 := t_3 + t_1;
7 }
8 else {
9 t_3 := t_1 – t_2;
10 t_2 := t_3 + t_2;
11 }
12 t3 := t1 / t2;
13 return t3;
14 }
Figure 5 describes our generated model
using invariant generation and propagation. We
consider the predicates:
B Û (fd_1 = fd_2 - 1) and P Û (b < 15).
As we can see we have an action guarded
transition system. Transitions are labeled by a
deduction rule, such as:
(ØB Ù P ) | write(b,…).
In that case, the transition is allowed in our
model if and only if
1.

The application is willing to perform a
system call write(b,…) and

1 int Func_G(int a, int b) {
2 int ret ;
3 if (b < 15) {
4 write(b,..,..);
5 ret := b;
6 }
7 else {
8 close(b,..,..);
9 ret := a;
10 }
11 return ret ;
12 }

2.

The invariant (ØB Ù P ) is checked against
the image of the process and holds at the
system call location mentioned above.

Locations in our model are represented by the
blue squares in Figure 4. We detect an intrusion
if there are no transitions allowed at one location
that is not the final location of the automaton.
We note that we could add here many more precomputed invariants to be checked at system
call locations, for instance, we could add the one
generated in Example 3 (Section 3.2).
Such monitors can also detect the noncontrol-flow attacks. For instance, we were able
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Figure 4: Example of guarded monitor generated for Example 5.

to detect attacks [3] on ghttpd where filenames
were overwritten, and on wu-ftpd where userid’s
were manipulated. We also detected attacks [36]
on the command rm.c, where a race condition
could rewrite path name. Our approach also
allows us to detect attacks [37, 38] where the
authentication flags were manipulated.

6 Conclusions
We introduced an extensive invariant-based
formal platform for malware analysis. In particular, we proposed a method for generating
invariants directly from specified malware code
and using them as semantic signatures. These
signatures will not be affected by obfuscation
methods that create malware variants, which
were previously difficult to detect. The invariants
found represent a concise semantic summary of
the malicious behavior of an entire family of viruses. Following this theoretical framework, we
described a set of intrusion detection systems
using automatically generated models, where
system calls are guarded by pre-computed invariants in order to detect deviations during the
execution of applications. Our method also pro-

vides a way to detect logical errors and application vulnerabilities. Existing malware detection
systems would be strongly reinforced by adopting our invariant detection method. Our platform is also flexible as any invariant generation
method could be incorporated. In other words, it
is an open, lightweight architecture, where any
invariant generation tool can be connected into
a tool bus where invariants, expressed in different logics, will help in the identification of malicious behavior or in the construction of a precise
intrusion detection system while conserving system resources.
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Abstract - In several countries, the possession of files containing child and adolescent
pornography is a crime. Law-enforcement officers must be able to detect this type
of content at crime scenes. The NuDetective Forensic Tool was developed to assist
forensic examiners in the timely identification of such files at crime scenes. NuDetective
automatically detects nudity in images and employs other techniques to reduce the
number of files potentially containing child and adolescent pornography that must be
analyzed. High-resolution digital photographs can be produced with currently available
digital cameras and camcorders; this technological capability may result in undesirable
delays in file processing. This paper presents an approach of image resizing to optimize
the runtime of the automatic nudity detection provided by the NuDetective Forensic Tool.
The results of several experiments performed to evaluate the efficiency of this approach
showed a runtime reduction of about 90%, with minimal changes in the accuracy of
nudity detection.
Keywords - child pornography, nudity detection, image processing, computer forensics

1. Introduction
The production and propagation of illegal
digital multimedia content, especially images
and videos depicting child and adolescent
pornography, have become increasingly common
in crimes against children. The rapid evolution
of computers and the popularization of the
Internet have allowed more frequent production
and subsequent exchange of illegal files among

individuals dispersed throughout the world,
primarily through the World Wide Web (WWW),
peer-to-peer networks [1], e-mail, and instantmessaging services.
These facts have encouraged the development
of recent Brazilian legislation. Previously,
Article 241 of the Child and Adolescent Law
criminalized only the disclosure of pornographic
material involving children or adolescents [2,
3]. Law 11,829, published on November 25th,
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2008, criminalized the possession of such files
in Article 241-B [4], which states:
“Individuals may not acquire, possess or
store, by any means, photo, video or other
record that contains the scene of explicit
sex or pornography involving children or
adolescents” [4].
Consequently, investigators have received
more frequent requests for the forensic analysis
of computer storage media, such as hard disk
drives (HDDs), pen drives, optical media, and
memory cards, to verify the presence and
distribution of child pornography. In the authors’
experience, the greatest difficulty encountered
in such analysis is the identification of files
containing child and adolescent pornography
among the potentially hundreds of thousands of
files stored on the devices. A recent study [5]
showed that an analysis of more than 300,000
image files and 1,100 video files identified 148
files depicting the sexual abuse of a teenaged
girl. This exemplifies the difficulty of finding
such files, especially given the typically visual
analytical methods applied to images and videos.
Amendments to Brazilian Law have expanded
the need to detect files containing child and
adolescent pornography to include not only
seized devices, but also those present at crime
scenes. To avoid unnecessary seizure of digital
devices for subsequent laboratory analysis (often
days or weeks later), forensic examiners must be
able to identify these files in a timely manner
so that investigators have the opportunity to
arrest the suspect immediately. The NuDetective
Forensic Tool [6] was developed to help forensic
examiners conduct such rapid analysis at crime
scenes. The Tool performs pixel and shape
analysis to automatically detect files depicting
human nudity (image analysis) and searches for
file names that contain expressions typically
used for child and adolescent pornography (filename analysis).
However, the evolution of digital multimedia
devices, such as cameras and camcorders,
has allowed the production of high-resolution

multimedia content. Digital cameras currently
marketed in Brazil have an average resolution of
1 megapixels (MP), and many exceed 20 MP. The
increased computational effort required for the
automated manipulation of such files may delay
forensic examiners’ analysis at the crime scene.
The primary objective of the present study was
the optimization of automatic nudity detection
using the NuDetective Forensic Tool through the
reduction of runtime required to process highresolution images.
The comparison of file hash values is another
widely used technique in forensic computing to
identify illegal files. Hash values are calculated
using a one-way mathematical function [7]
and serve as a unique identifier of each file. In
hash analysis, the hash values of all suspicious
files are calculated and compared with a list of
known hash values for previously identified files.
Commercial tools, such the Access Data Forensic
Toolkit [8] and Guidance Encase [9], have been
used for this purpose, but their application at
crime scenes has some limitations. Although
hash analysis is an efficient method for the
identification of known files, the calculation of
hash values for thousands of files stored on an
HDD, for example, may be a lengthy operation
that cannot be performed at the crime scene.
Moreover, the success of this method depends
on the completeness of the list of hash values for
known files. New and unknown files produced by
pedophiles, for example, may not be successfully
identified by hash analysis. However, depending
on operational viability and the time required,
hash analysis may be used in conjunction
with the image and file-name analysis of the
NuDetective Tool to improve the reliability and
effectiveness of results. The present study thus
sought to include hash analysis in the forensic
analysis of high-resolution images potentially
depicting child and adolescent pornography.
This paper is organized as follows: Section
2 presents the state of the art of pixel analysis
and human nudity detection algorithms. A brief
description of the basic features and nudity
detection algorithms of the NuDetective Forensic
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Tool is presented in Section 3. Section 4 presents
the proposed approach to resize high-resolution
digital images before submitting them to the
automatic nudity detection provided by the
NuDetective Forensic Tool, including several
experiments that evaluated the efficiency of this
approach. Section 5 briefly describes version
2.0 of the NuDetective Forensic Tool, which
includes new features, such as hash analysis.
Sections 6 and 7 present the conclusions of this
study and discuss directions for future research,
respectively.

2. Background
The detection of human nudity in digital
images is based primarily on the identification of
pixels that contain skin color and the analysis of
relationships among identified skin regions. The
identification of skin color requires the selection
of an appropriate color space and the definition
of relevant color parameters. The identification
of nudity in an image relies primarily on
comparison with human forms and analysis of
the relationships among identified skin regions.

2.1. Color Space
A digital image can be described as a point
matrix, wherein each point (pixel) represents a
color. Like any mathematical representation of a
physical phenomenon, colors may be represented
in several ways, each associated with advantages
and disadvantages [10]. The choice of color
space thus depends on the application type.
The red-green-blue (RGB) color space was
originally developed for use with cathode ray
tubes (CRTs) and remains the most common
method of storing digital images [11]. RGB
defines color representation by combining the
three primary colors: red, green, and blue [12].
The scale of each color component ranges from
0 to 255. Brightness and color are coupled in
the RGB color space, making it unsuitable for
color segmentation in images with unknown
light conditions [13]. The normalization of
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RGB, shown in equation 1, reduces the effect of
luminance on color representation [12].

(1)
Color spaces based on hue (H) and saturation
(S) have been proposed to allow the intuitive description of colors [12]. Hue defines the dominant color and saturation defines the color based
on brightness. Others color spaces like YCbCr
(luminance, blue chrominance, and red chrominance), called orthogonal, seek to reduce redundancy in RGB color channels and to represent
colors by using components as independently as
possible [11].

2.2. Skin-Color Classification
The analysis of digital images to identify skin
regions seeks to determine whether each pixel
represents skin color. The classification of pixels
representing skin color is difficult because several factors affect this color, including ambient
light; the use of different digital cameras, which
can produce different pixel colors of the same
person under the same lighting conditions; and
natural variation in human skin color [14]. Additionally, similarly colored objects, such as wood,
leather, hair, and sand, may confound the classification of skin color in relation to the image
background [15].
Human skin color, which depends mainly on
hemoglobin and melanin concentrations and
lighting conditions [16], is not located randomly
within a color space. Skin colors are grouped
within small areas of color space, which vary
depending on the color space used [15].
Many studies have sought to develop methods
for the classification of skin-color pixels using
existing color spaces. One proposed method [17]
for the detection of skin color in RGB color space
uses simple rules to rapidly construct skin-color
pixel classifiers [12]. This method uses a basic
arithmetical formula (relationship 2) to describe
the relationship between the three components
of RGB color:
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(2)
Other color spaces have also been used to
define skin-color pixel classifiers. Areas of color
space belonging to the skin-color set have been
defined using the normalized RGB and HSV color
spaces [18], as seen in relationships 3a and 4:

(3)
(4)
The YCbCr color space has been used to
segment regions of skin color using chrominance
information, resulting in high rates of detection
in images with good lighting conditions [19].
Probabilistic methods have also been used to
estimate the distribution of skin color without the
use of a color space, resulting in the production of
skin probability maps (SPMs). These methods have
been classified as parametric or nonparametric
skin distribution modeling. Although nonparametric modeling SPMs can accurately detect
skin color independently of the color space used,
they require a large amount of storage space to
be fitted and must use representative images
to train the model [12]. Parametric modeling
requires less storage space and has achieved
high representation using the smallest number of
training images [11]. However, in some methods,
such as Gaussian mixture models, performance
depends strongly on the shape of the skin-color
distribution and training and classification can
be extremely slow [12].

2.3. Nudity Detection
The detection of nudity in images begins
with the identification of skin-color pixels. Once
these points have been identified, it is necessary
to determine whether the regions bounded by
skin color correspond to shapes of the human
body.

Relationship 3 does not present a value for b because the
sum of the components r, g, and b is always equal to 1 in
normalized RGB [12].

a

Previously employed methods have used
image features to classify the presence of nudity
or compared skin-color regions in segmented
images with a database of pre-classified images.
One study [20] has suggested several feature
extraction techniques for nudity detection, like
the comparison of the largest identified skin
region with the image size, count the number of
identified skin regions or the percentage of skin
color in an image. Another study [21] used an
algorithm to extract image features suggestive
of nudity. This algorithm is based on the multiple
and closely grouped skin tones and regions that
are typical of nude images. The percentage of
skin-color pixels among all image pixels is first
calculated; through experimentation, the authors
found that images with >15% skin-color pixels
should be further evaluated. The continuity of
the three major identified skin-color regions is
then compared with various empirically obtained
thresholds.
Other methods have used image databases
to train the classifier. One study [22] trained a
support vector machine (SVM) to detect images
depicting human nudity. The authors first verified
the correlation between regions containing skin
color and those that did not, and then used
this correlation to train the SVM. The classifier
then used the information gained in training
to determine whether a new image contained
nudity. Another method [23] was similarly based
on the comparison of suspicious images with a
set of features obtained from the analysis of a
training database.

3. The NuDetective Forensic Tool
This section reviews the main features of
the NuDetective Forensic Tool [6], including
pixel analysis and human nudity detection
algorithms. The automatic detection algorithms
of NuDetective were based on two main
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requirements: high processing speed and
reduced number of false-negative results.
The color space and skin-color identification
parameters used in the tool met these essential
requirements, as described below.

3.1. Color Space and Skin Color
NuDetective uses the RGB color space to
represent digital color, due to the ease and
speed of color processing. Although the use of
this color space does not allow the separation
of luminance and color components, such
separation does not necessarily lead to better
results in skin-color classification [12]. Moreover,
previous research [14] has found that the ability
to detect skin color is independent of the color
space used.
NuDetective uses the calculation described
in relationship 2 (Section 2.2) to relate the
three components of RGB color space [17]. The
classification of each pixel as skin color or not
applies only to color images, which does not
represent a significant disadvantage because
the vast majority of digital images depicting
human nudity, including child and adolescent
pornography, are colored.

3.2. Nudity Detection Algorithm
The nudity detection algorithm used in the
NuDetective Forensic Tool has produced excellent
results [21], as described in Section 3.4. The
computational rapidity of this algorithm met the
proposed requirement for the NuDetective tool.
Further, this method does not require the use
of a database to classify images, instead using
the percentage of skin color and computational
geometry to identify nudity in digital images [21].
The choice of this algorithm allowed NuDetective
to run without a large computing infrastructure,
which is desirable at crime scenes.
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Tool automatically detects human nudity in
images using the algorithms described above.
Many other options can be configured by the
forensic examiner to assist in the detection of
child pornographic files.
The forensic examiner first chooses locals to
search, such as folders and/or disk partitions,
and configures search options. These options
include the image types to be searched, the
search method (by file extensions or signatures),
filtering by image size, and the analysis of file
names. NuDetective also allows the analysis of
compressed files in ZIP format. NuDetective then
scans all files of selected locals to search for
images and submits identified images to image
analysis with the aim of detecting nudity. The
tool can compare the names of all files or only
image files with a list of predefined keywordsb
commonly used to share child pornographic
files on the Internet.
NuDetective uses Java threads, which allows
the parallel execution of some tasks. One thread
is responsible for searching the selected locals,
a second conducts image analysis to detect
nudity, and a third is responsible for displaying
the results in real time using a graphical user
interface (GUI). The forensic examiner can thus
begin to analyze the results before the tool has
completed the search of all files in the selected
locals.

3.4. Previous Results
As previously described [6], two experiments
were conducted to measure and evaluate the
nudity detection rate of the NuDetective Forensic
Tool. In the first experiment, a controlled database
was created with several images obtained from
imageafter.com [25] and with nude images
obtained from randomly accessed Internet sites,
including those depicting Asian, Black, and
Caucasian individuals. The second experiment

3.3. Basic Features
Developed using the Java Standard Edition
(JSE) platform [24], the NuDetective Forensic

The authors defined the list of keywords according to their
professional experience.

b
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used an HDD seized during an operation to combat
pedophilia in Brazil. The HDD was placed in a
Forensic Talon that was connected to the USB port
of a laptop computer (Fig. 1). This configuration,
which is widely used by forensic examiners at
crime scenes, ensured the preservation of all data
in the HDD because the Talon acted as a write
blocker of the storage device.
The results of the first experiment proved
the ability of the NuDetective Forensic Tool
to automatically recognize files that may
contain nudity. The results of the second
experiment proved that the use of NuDetective
was feasible, highly reliable, and significantly
reduced the time spent by forensic examiners
to detect illegal content. NuDetective searched
and analyzed all files (>300,000) on the HDD
in less than 13 minutes. Nudity detection rates
in these experiments were approximately 95%,
with low rates of false positives [6].

Fig. 1. Configuration widely used by forensic examiners in
the analysis of digital storage devices: a write-protected
hard disk drive (HDD) connected to the USB port of a
laptop computer through a write blocker device.

4. Optimization of Automatic
Nudity Detection
The authors observed lengthy runtimes
for automatic nudity detection with the
application of the NuDetective Forensic Tool
to material including high-resolution digital
photographs, as described in Section 4.2.
The use of NuDetective to search for child
pornographic material on an HDD containing
numerous high-resolution images could thus
take more time than desirable at a crime

scene. This section describes our approach to
runtime optimization, including experiments
conducted to evaluate the success of this
approach.

4.1. Materials
All experiments in this study were performed
using a ThinkPad T60 laptop computer with a
2.33-GHz Intel Centrino processor with 2 GB
of RAM and a Mobility Radeon X1400 display
adapter running Windows XP (SP3). The results
of runtime experiments are directly dependent
on the hardware configuration used.

4.2. Runtime of Automatic Nudity Detection in High-Resolution Images
To calculate the runtime of automatic
nudity detection in high-resolution images
using NuDetective, the authors performed
experiments with digital photos of different
resolutions. Two hundred random photos
with 12-MP resolution, some containing
human nudity, were initially selected for the
experiments. The resolutions of these photos
were then reduced to approximately 8.0, 4.0,
2.0, 0.7, and 0.075 MP using Multiple Image
Resizer.NET software. We thus performed
experiments using six sets of images
containing 200 photos each.
To calculate runtimes, these image sets were
copied to six different folders. Each folder was
submitted to the image analysis provided by
NuDetective. The file-name analysis function
was disabled. Table 1 shows the results of
these trials, including the average runtime
for an individual photo in each set. All times
presented in Table 1 include the time spent
to read the images stored on the HDD. This
experiment showed that a single highresolution image required more than 5 seconds
of processing time, which may be undesirable
at crime scenes. However, NuDetective rapidly
analyzed medium- and low-resolution images,
which are most frequently shared through the
Internet.
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Table 1. Runtime of image analysis using the NuDetective
Forensic Tool to process six sets of 200 photos each.
Resolution
(Megapixels)
12.0
8.0
4.0
2.0
0.7
0.075

Total Time
17m 21s
12m 46s
5m 48s
3m 02s
1m 09s
0m 09s

Average Time per
Image
5.20s
3.83s
1.74s
1.1.1. 0.91s
0.34s
0.04s

4.3. Proposed Optimization Approach
Given these results, the authors then sought
to reduce the runtime of image analysis using
the NuDetective Forensic Tool by reducing
image resolution before submitting images to
the nudity detection algorithms. The success
of this approach depended on the resolution of
three major challenges:
(i)

Develop an algorithm that reduces image
resolution without contributing to total runtime;
(ii) Ensure the similarity of nudity-detection results in images with original and reduced
resolutions; and

55

(iii) Establish an optimal minimum image resolution for use with the NuDetective Forensic
Tool.

4.4. Implementation of Proposed Optimization
To achieve the main objective of this study,
the three major challenges listed in Section 4.3
must be resolved. The approach to each of these
challenges is described below, including the development of the algorithm and the experiments
performed to evaluate the optimization.

4.4.1. Reducing Image Resolution
The authors developed an algorithm to reduce image resolution based on the use of Java
classes BufferedImage and Graphics2D (Fig.
2). Images with original resolution are represented by originalImage and those with reduced resolution are represented by reducedImage.

Fig. 2. Main lines of Java code for the algorithm developed to reduce image resolution.

Experiments using this algorithm to reduce
image resolution were performed to calculate
the runtime of this procedure. Most of the images used in the trials had 12-MP resolutions.
The results showed that the runtime (t) to reduce the resolution of an image loaded into the
Java program’s memory was less than a millisecond (t < 0.001s). These results were considered satisfactory because the runtime was very
low and did not add significant delays to the
image analysis provided by the NuDetective Forensic Tool.

4.4.2. Nudity-Detection Results for Different
Image Resolutions
The authors performed experiments using
the six sets of 200 photographs to evaluate
the similarity of nudity-detection results in
images with original and reduced resolutions.
The results of NuDetective image analysis are
expressed in a binary manner as positive (nudity
present) or negative (nudity absent; Table 2).
Results for original-resolution (12-MP) images
were compared with the results of reducedresolution sets.
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As shown in Table 2, the results of nudity
detection by NuDetective were very similar
for images of different resolutions, varying
by a maximum of 1%. These results were
considered satisfactory because they indicated
that the reduction of image resolution before
NuDetective image analysis did not significantly
change detection rates, as shown in Table 2.

Table 2. Results of image analysis using the NuDetective
Forensic Tool for each set of 200 images.
Resolution
(Megapixels)

Positive
(Nudity
Present)

Negative
(Nudity Absent)

Variation
(%)

12.0
8.0
4.0
2.0
0.7
0.075

33
33
34
34
33
35

167
167
166
166
167
165

(base)
0%
0.5%
0.5%
0%
1%

4.4.3. Optimal Image Resolution
The authors conducted several other
experiments to determine the minimum image
resolution successfully analyzed by the nudity
detection algorithms of NuDetective without
significantly changing the results (less than 1%).
After exhaustive tests using various resolutions
smaller than 1 MP, the authors concluded
that the resolution of 0.01 MP (10 Kilopixels)
was most appropriate in terms of runtime
and nudity detection results. Thus, the image
analysis algorithms reduce image resolutions
to a maximum height or width of 100 pixels
while maintaining the aspect ratio. With this
configuration, we obtained the best runtime
and low variation in results (Table 3). The
results presented in Table 3 show a 1% variation
in nudity detection results obtained with the
optimization function enabled, in comparison
with those obtained without optimization.
We thus incorporated a new option into the
NuDetective Forensic Tool that allows the user
to optimize image analysis. All images used in
this experiment had original resolutions of 12
MP and were reduced in real time by the new
reduction algorithm provided by the Tool. Total

runtime included the time to read the original
image files from the HDD, which is a relatively
lengthy operation.
Table 3. Runtimes and nudity detection results using
the optimization option in version 2.0 of the NuDetective
Forensic Tool.
Tasks
Total runtime of 200 12–
Megapixel images
Average runtime per
image
Number of positive (nudity
present)/negative (nudity
absent) results

Optimization
Disabled

Optimization
Enabled

17 m 21 s

1 m 52 s

5.20 s

0.56 s

67/133

65/135

4.5. Discussion
Our approach to optimization, which included
the reduction of image resolution to 0.01 MP
by adjusting the height/width to a maximum
of 100 pixels, produced very good results. The
optimization function added to the NuDetective
Forensic Tool reduced total runtime of image
analysis by approximately 90% (17 m 21 s to only
1 m 52 s) without causing significant variation in
results (only 2 different results in 200 images).
This significant reduction in runtime increases
the feasibility of using the NuDetective Forensic
Tool to detect child and adolescent pornography
at crime scenes.
We also found that images of different
resolutions could be successfully processed
using the algorithms proposed by Kovac et al. and
Ap-apid [17, 21] without significantly changing
nudity detection rates (only 1% variation). This
variation can be explained by the joining or
segmentation of identified skin regions caused
by the reduction of image resolution.

5. NuDetective 2.0: New Features
Using the findings of this study, the authors
developed version 2.0 of the NuDetective Forensic
Tool. This section describes the new features of
this version and the main improvements made
to the tool.
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5.1. Hash Analysis Implementation and
Evaluation
As described in Section 1, the calculation of
file hash values is widely used method of searching for previously known content in computer forensics. We thus implemented a new hash
analysis feature in version 2.0 of NuDetective.
This feature allows the forensic examiner to import a text file containing a list of known hash values for comparison with the hash values of files
in selected locals (folders and/or disk partitions).
NuDetective 2.0 also allows the user to calculate
the hash values of only image/video files, which
are most likely relevant to the detection of child
and adolescent pornography. The forensic examiner can also choose the hash type to be used:
MD5, SHA-1, SHA-256, or SHA-512.
To measure the performance of hash analysis,
we submitted the original set of 200 highresolution (12-MP) images to optimized image
analysis with each type of hash analysis provided
by the tool. The main goal of this experiment was to
assess whether hash analysis introduced runtime
delays. The experiment used a text file with a list
of 1,000 hash values. Table 4 shows the results
of this hash analysis experiment. The MD5 hash
type had the fastest runtime, introducing only
a 4-second delay (vs. optimized image analysis,
Table 3) in the analysis of 200 high-resolution
images. MD5 is the recommended hash type for
use at crime scenes. Because NuDetective 2.0
was implemented with Java threads, the delay
introduced by hash analysis was minimal.
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Table 4. Results of the experiment to verify the performance
of hash analysis provided by NuDetective 2.0.
Hash
Type
MD5
SHA-1
SHA-256
SHA-512

Delay
Runtime of Optimized
Image Analysis with Hash Introduced by
Analysis
Hash Analysis
1 m 56 s
4s
2 m 03 s
11 s
2 m 05 s
13 s
2 m 09 s
17 s

5.2. Other Features
Version 2.0 of NuDetective allows the forensic
examiner to combine image, hash, and file-name
analyses according to the forensic needs of each
case. The settings for each analysis type can also
be changed by the user.
Figure 3a illustrates the GUI of version 2.0,
which includes new options for the optimization
of image and hash analyses. This GUI will support
the analysis of video files under development by
the authors, as discussed in Section 7. The GUI
table of results (Figure 3b) features a new column
indicating the results of hash analysis (Hs), which
is similar to the presentation of image (Im) and
file-name analysis (FN) results. These columns
indicate the analysis type by which each file was
classified as suspicious.
Version 2.0 of the NuDetective Forensic Tool
incorporates many other fixes and internal
improvements, including optimization of the
source code to search files, updated statistical
function and status messages, and new control
and error logs.

Fig. 3. (a) Main
graphical user interface and (b) graphical user interface results table in version
2.0 of the NuDetective Forensic Tool.
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6. Conclusions
A previous study [6] proved the feasibility of
the use of the NuDetective Forensic Tool to detect
child and adolescent pornography. The tool’s
internal algorithms to detect human skin [17]
and nudity [21] achieved successful detection
rates of 95%, with rapid processing speeds.
However, the previous version of NuDetective
was weakened by lengthy runtimes (>5 s) in the
analysis of high-resolution images, such as 12MP digital photographs.
With the evolution of digital cameras and camcorders, anyone with such equipment can produce high-quality and high-resolution multimedia content. High-resolution photographs appear
with increasing frequency on seized computers
and storage devices examined by forensic experts. We thus developed an optimization technique to reduce the runtime of automatic nudity
detection in high-resolution digital images with
the NuDetective Forensic Tool.
The proposed approach reduces the
resolution of images analyzed by the tool’s
detection algorithms [17, 21]. Through the
development of version 2.0 of NuDetective,
this study resolved the three main challenges
described in Section 4:
(i)

An algorithm to reduce image resolution
was implemented in Java using BufferedImage and Graphics2D classes; this algorithm
required less than 0.001 s to reduce a highresolution image, which was considered to
be a very satisfactory result;
(ii) The results of automatic nudity detection
using NuDetective 2.0 showed a maximum
variation of 1% between images with original and reduced resolutions, indicating that
the proposed approach did not significantly
change results; and
(iii) Image resolution of 0.01 MP reduced runtime and provided good detection results,
and was thus selected as the optimal reduced resolution of images submitted to
image analysis using NuDetective.

7. Future Developments:
Video Analysis
Although the NuDetective Forensic Tool has
been proven effective for use in forensic cases,
it cannot currently be used to analyze video
content, a typical medium of storage for material
containing nudity. The authors have thus begun
a project to implement nudity detection in
videos through frame extraction, thereby further
improving the NuDetective software. As shown
in Fig. 3a, the main GUI of NuDetective 2.0 is
ready to support this new feature.
We will attempt to detect nudity in video files
by applying the image-analysis algorithms to
extracted video frames. In this manner, we will
create a multivariate equation that considers
variables such as the number of frames containing
nudity, the distribution of these frames within the
video (timeline), and the content of video titles
and subtitles [identified using optical character
recognition (OCR)]. Other future improvements
have been previously described [6].

Endnote
The NuDetective Forensic Tool is free and
available only to law enforcement and public
entities. For instructions on acquiring this tool,
please contact the authors or send an e-mail to
nudetective@gmail.com
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Security Aspects and Future Trends of Social Networks
Anchises M. G. de Paula

Abstract - Social networks represent a new range of online uses that pose a series of
challenges to the security community. While these networks provide new opportunities
for interaction and socialization among users, the overwhelming amount of information
generated, exchanged, and redistributed by users demands the adoption of new tools
and techniques to search, analyze and secure online data, which are the subject of this
paper. An understanding of the implications of online social networking to human social
interaction and societal structure will bring new ideas and challenges to consumers,
businesses, and governments worldwide. This report analyzes the social network
phenomenon, focusing on its security implications and perspectives on potential future
development paths.
Keywords - Social Network, Security, Predictions, Trends

1. Introduction
ONLINE social networks have become increasingly popular in recent years. These networks
join individuals into groups that, in many ways,
resemble small rural communities or neighborhood subdivisions [1]. Such networks quickly became a global cultural phenomenon by adapting
the concept of real-life social groups and interactions to cyberspace. Web 2.0 technologies have
empowered social-network platforms by increasing interactivity; as a result, the majority of online
users is currently attached to one or more social
networks. From the personal spaces of Facebook,

MySpace, Orkut, and Windows Live to more interactive platforms, such as wikis, blogs, Twitter,
and online worlds (e.g., Second Life, World of Warcraft), hundreds of millions of users are connecting with each other and building online communities. Social networks have changed the ways in
which users interact, share information (personal
data, opinions, news), and conduct business online, transforming the familiar communicationfocused Internet into a new social platform.
Several drawbacks are associated with social
networks. In addition to security risks related to
improper usage (e.g., information disclosure, privacy issues), these networks have become an at-

Anchises M. G. de Paula
tack vector for phishers, online fraudsters, and
sexual predators. Cyber-criminals have adapted
their strategies and tools to target social-network
users and have improved attack technologies to
target Web 2.0 applications. Traditional offline
criminals also use social networks to plan criminal
activities or are targeting their activities to online
victims; offline criminal activity is thus migrating
to cyberspace. From the user perspective, issues
of trust and privacy within online social networks
remain unresolved.

2. Current State of Social Networks
2.1.

Main Purpose and Characteristics

Social-networking sites allow individuals to
present themselves in an online profile and to
establish or maintain connections with others
(usually known as “friends”). Social networks
consist of two fundamental elements: nodes
(users) and connections (relationships between
users). This structure is similar to real-world interactions, wherein a circle of friends in a social
group consists of people connected by friendships.

Many providers also offer music- or video-sharing
capabilities, built-in blogging (e.g., on MySpace)
and instant-messaging technology (e.g., the embedded GTalk interface of Orkut).
Social networking benefits strongly from largescale coverage; users develop greater interest in
social-networking services as they are used by
more of their friends.

2.2.

History

The first recognizable social-networking site,
SixDegrees.com, was launched in 1997. It allowed users to create profiles, list their friends,
surf friends’ lists, and send messages, representing the first provider to combine the most
popular social- networking features. Although
SixDegrees.com attracted millions of users, it

Participants use social-networking sites to interact with people they already know in the real
world or to meet new people based on common
interests, including friendship, business, hobbies, medical interest, or sexual orientation. Users can join virtual groups and search for people
with similar characteristics using the information
contained in online profiles. Individuals usually
belong to several social groups simultaneously
and share different personal facets with the members of each group.
Because social-networking sites enable users to
articulate and make visible their social networks,
the public display of connections is a crucial component of these services. Each user’s “friends list”
contains links to each friend’s online profile, enabling viewers to browse users’ networks. Additional features usually include groups, communities, message boards, photo albums, comments
(“scrapbooks”), tagging, and private messaging.
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Figure 2-1: Timeline of Social-Networking Sites
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failed to become a sustainable business and the
service was discontinued in 2000.
From 1997 to 2001, several online community
tools (e.g., AsianAvenue, BlackPlanet, MiGente,
LiveJournal) began supporting various combinations of profiles and publicly articulated friends
(Fig. 2-1) [2]. The first business-oriented network
site, Ryze.com, was launched in 2001, followed
by Tribe.net, LinkedIn, and Friendster. Friendster gained traction among early adopters and
acquired 300,000 users through word of mouth
before attracting the attention of traditional press
media, paving the road for MySpace and Facebook. Since 2003, several social-networking sites
have been launched and have proliferated worldwide.
In April 2008, Facebook exceeded MySpace to
become the social-networking website with the
highest number of unique monthly worldwide
visitors. Facebook has since become the social
network of choice in most countries. On July 21,
2010, Facebook announced that it had more than
500 million active users.

2.3. Social Network Folksonomy and
Theoretical Models
The social-networking phenomenon represents a shift in online communities’ organization
from interest-oriented to people-oriented. Early
online communities (e.g., Usenet) and current
public-discussion forums have been structured
topically, with interactions following topical hierarchies. In contrast, social-networking sites are
structured egocentrically through personal networks, with each individual at the center of his
or her community. Online social networks have
thus introduced a new organizational framework
for online communities that represent a vibrant
new research context.
Web 2.0 applications and their relative folksonomies1 have led to new user experiences and
1

Folksonomy (or collaborative tagging, social classification,
social indexing, social tagging), is the practice and method
of collaboratively creating and managing tags to annotate
and categorize content.

have yielded rich materials that must be appropriately represented to enable efficient mapping
and research. Folksonomy is manifested in current social-networking sites and applications by
the adoption of collaborative tagging capabilities.
Social-network analysis (SNA) employs a family of
methodologies to map and evaluate relationships
and data flows between people, groups, communities, and other social structures. SNA utilizes
theories and abstract models, such as the “small
world property,” social graphs, and Semantic
Web.

Digital Identities
Social identities are designated by the names,
nicknames, or aliases that users create to identify
themselves on online social-networking sites.
Users may adopt different nicknames or aliases
in each group to which they belong; profiles may
be public (e.g., artistic or professional profiles)
or private (e.g., restricted between friends or
family members), and each of these is associated
with different privacy concerns. The ability to
share different social information with different
groups is a key characteristic of social identities.
The purposes of users’ identities differ,
depending on the nature and scope of social
networks, and may not be associated with real
identities. For example, users may present their
artistic names in a MySpace music profile for
promotional purposes, and these aliases are
often not linked to real names. In contrast, users
of professional networks (e.g., LinkedIn) share
their entire curriculum vitae using real names
and identities.
The anonymity of the Internet allows users
to choose the personal information they want
to share and helps them to promote false or
exaggerated attributes. “Fakester” users create
false identities to trick others and do not link
these profiles to their real identities. False
profiles often emulate users’ idols or movie
characters, or are associated with the use of
famous brands. For example, researchers have
found that about half of the female characters in
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World of Warcraft are associated with male users
[3]. Unfortunately, several malicious activities
rely on the use of false profiles by fraudsters and
sexual predators looking for victims, individuals
seeking revenge, and those who create worms
that spread across social networks.

Six Degrees of Separation Theory
Social networks have a “small world property,”
known more widely as the “six degrees of
separation” theory [4]. This theory describes
the anecdotal and scientific observation that
anyone on the planet can be connected to any
other person through no more than six people.
Such connectivity is due to the structure of
human networks, which are dense clusters
interconnected by shortcuts (“friends of a friend”
groups). Every individual within a traditional
group of friends knows everyone else in the
group; if at least one person in a group meets
someone from a remote part of the world, a
connection is created between two groups.
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SNA uses social graphs to visually and
mathematically analyze relationships, facilitating
the identification of various roles held by group
members (connectors, leaders, bridges, isolates)
and the characterization of social-network
groups. In this way, key structural elements can
be defined through the identification of clusters,
as well as core and peripheral members. The
comparison of social graphs depicting different
social networks allows researchers to define
node equivalence when the same person belongs
to different social networks.

Dunbar’s Number
British anthropologist Robin Dunbar first
proposed Dunbar’s number [6], which places a
cognitive limit on the number of stable social
relationships that any individual can maintain.
Stable relationships are defined as those in which
people know each other and through which every
person relates socially. Group sizes exceeding
Dunbar’s number generally require rules, laws,
enforced policies, and restrictive regulations to
maintain stable cohesion. Dunbar’s number is
not defined by a precise value, but is commonly
estimated to be 150 individuals.
Dunbar’s number suggests that there is a
limit to the number of peers with whom a socialnetworking member can actively interact and
build strong ties. On the other hand, the use of
modern online social-networking resources may
help people to engage in a number of active
connections that exceeds this theoretical limit.

Figure 2-2: Social Graph Example

Social Graphs
Social graphs (Fig. 2-2) [5]
structures comprised of nodes
that represent individuals or
Nodes are linked by one or
interdependencies representing
of relationships, such as friends,
family members.

depict social
(user profiles)
organizations.
more specific
generic levels
co-workers, or

Representing Social Data with Semantic Web
The application of Semantic Web has provided
models that represent the richness of online
social interactions. As the Web becomes more
social, a vast amount of knowledge is generated,
exchanged, and collected online. Researchers
have used Semantic Web to construct models
that capture such activities and track the
transformation of information into collective
intelligence.
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Semantic Web technologies construct formal
models that are useful for the extraction of
knowledge produced by online social interactions
(Fig. 2-3). By connecting social networks to
FOAF and social activities (e.g., blog comments)
to SIOC, Semantic Web provides a complete
interlinked graph that supersedes existing
networks.

Figure 2-3: Social
Semantic Web

Graph

Representation

Using

Researchers see social data within a two-fold
structure that includes data describing the social
network and those that represent what members
produce. Several ontologies can be used to link
data across various social networks, including
Friend of a Friend (FOAF)2 and Semantically
Interlinked Online Communities (SIOC).3 FOAF
represents individual profiles and links data
among social networks. SIOC aggregates data
from various Web-based media (including wikis
and blogs) and presents information to users in
the most appropriate manner [7].
Existing concepts can be organized and
linked to SIOC descriptions using the Simple
Knowledge Organization System (SKOS).4 SKOS
develops specifications and standards to support
the use of knowledge-organization systems,
such as thesauri, classification schemes,
subject-heading systems, and taxonomies,
within the framework of Semantic Web. SKOS
represents knowledge-organization systems
using the Resource Description Framework
(RDF).5 RDF-encoded information can be passed
interoperable between computer applications.
An RDF-based description of social data forms
a rich-typed graph and offers a powerful way to
represent online social networks.
2
3
4
5

http://foaf-project.org
http://sioc-project.org
http://www.w3.org/2004/02/skos
http://www.w3.org/RDF

Demographics
Social-networking
sites
are
organized
primarily around people, with each individual
managing personal connections from the center
of his or her community. Despite the fact that
many social-networking services use designs
that promote wide accessibility, various services
attract homogenous populations where these
groups commonly use the social networking
sites to segregate themselves by nationality, age,
educational level, or other factors that typically
segment the offline society.
Because social-networking sites enable
users to contact real-life friends, the majority
of online connections are between friends,
family members, colleagues, and professional
acquaintances. A dominant social network can
surmount local competition by providing the
service of choice among existing groups of
friends.
Figure 2-4 displays the dominant social
networks by country in November 2008 [8],
indicating pronounced regional variation in the
most popular social networks. The success of
social-networking sites relies fundamentally on
their cultural relevance to a specific population.

2.4.

Current Problems

Decentralization and Interoperability
Most social-networking sites provide very
little interaction with external online services.
They operate as “walled gardens,” wherein user
content is exclusive to the site and cannot be
shared with other Internet applications. This
limitation results from the sites’ business
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Figure 2-4: Adoption of Social Networks by Country (November 2008)

models, which employ user lock-in as a strategy
for the acquisition of the largest possible user
base.
Many users would prefer an interoperable
format that would allow them to transport social
interactions across different sites. Users who
have struggled to gain a reputation within one
site would like to transfer that reputation to
other contexts. Currently, users who switch to
a new social-networking site must begin anew,
making new contacts and creating another
online identity. Many users are currently willing
to join more than one social-networking site;
nonetheless, social networks could gain more
new subscribers by facilitating interoperability.

Managing Social Identities
Because users cannot transport their data
between social networks, individuals usually
subscribe to multiple social networks and must
thus maintain many profiles and connections.
Distinct logins for each social-networking site
prevent users from proving their identity across
several platforms.
Further, social-networking sites have a very
limited set of features for the protection of digital
identity and the restriction of profile information

sharing. Most sites use simple password
protection and have a simple three-level accesscontrol system similar to that of UNIX systems:
users can choose to keep their information
completely private, share it with a designated
group of friends, or make it publicly available to
all viewers. Most social-networking sites restrict
profile access to internal users by requiring
authentication as a community member.

Trust and Reputation Management
As in real-world interactions, trust is a
key concept governing the establishment of
relationships based on the online profiles of known
people or strangers. To build new relationships,
users must be confident that they are connecting
with whom they expect. Reputation management
and tagging technologies help users assess the
trustworthiness of online third-party information.
Reputation management is based on a user
profile’s accumulation of more positive than
negative comments. To build positive online
reputations, users must be in as many places
as possible, posting, making friends, building
relationships, staying active in forums, and
sharing information online with other users. The
parallel development of Web 2.0 applications
has popularized social tagging, by which users
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can rank or categorize Web content, such as
pictures, videos, and blog posts. A set of tags
built from the use of such applications forms
a folksonomy that can be seen as a shared
vocabulary originated by, and familiar to, its
primary users. Global tagging and aggregation
build online trust and facilitate the identification
of resources within a trusted social network.

eased the process of information publishing to
an extent that overwhelms its consumers. With
an extremely low entry barrier and almost no
expense, Web 2.0 allows anyone with a computer
to become an independent publisher. As a result,
users publish duplicate or reused content, and
feeds may become hard to track because they
provide a tremendous amount of information
within a short period of time.

Privacy
Privacy concerns demand that user profiles
never distribute information that is not explicitly
classified as publicly available. Many users
publish personal information on the Web,
including pictures (e.g., on Flickr, Facebook),
opinions (e.g., on Twitter, blogs, forums), videos
(e.g., on YouTube), and a variety of information
on personal home pages. Such postings may
contain sensitive information, such as birth
dates, home addresses, and personal phone
numbers. Because online users typically use query
functions to search profiles, groups, and forums
for information about other users, the protection
of personal privacy is an inherent issue.

Given the time-consuming nature of tracking
and reading numerous online publications, blogs
and forums, users must choose what to read and
what to avoid. Although information is readily
aggregated, it is almost impossible to process,
analyze, validate, and contextualize in a manner
that offers a coherent perspective on the facts
behind the stories. As the amount of information
continues to increase, users will require online
relationship-management and data-mining tools.

As in real-life relationships, people engage
in online networks at different levels of
confidentiality. Users must thus be in control
of what they disclose and should be able to
define disclosure rules (e.g., “nobody,” “friends,”
“friends of friends,” “everyone”). Most users
have public profiles that are visible to everyone;
these profiles often contain sensitive personal
data that enable skillful attackers to use socialengineering strategies. The increasing use of
microblogging services, such as Twitter, allows
the creation of life streams in which users often
disclose their geographic locations and personal
habits. Blog entries about business meetings are
another form of privacy risk, as well as a potential
violation of corporate policies. Competitors can
freely read and exploit such information.

Content Overload
The proliferation of Web 2.0 applications
(e.g., blogs, wikis, forums, social networks) has

Legal Concerns
Most of the known issues in social networks
relate to the need to protect users’ personalities
and images. These social concepts encompass
several factors, including reputation, false
allegations, the right to one’s image, privacy,
insults, and discrimination of all sorts. From a
legal point of view, social-network risks include
the violation of users’ data-protection rights and
the perpetration of identity fraud.
Because Web 2.0 services host user-generated
content, service providers must establish a
detailed “Terms of Service” statement that
covers users’ rights and providers’ ability to
police existing content. Social-network and Web
2.0 service providers are often under pressure
to intervene in inappropriate user-generated
content. These interventions may be requested
by other users (e.g., copyright holders, victims of
online harassment), law enforcement authorities
or initiated by service providers. Some of these
actions are acceptable, while others may violate
users’ rights; such situations have posed difficult
dilemmas for several providers. Service providers
may typically intervene when a user has posted
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inappropriate, illegal, or copyrighted material,
or has defamed or published private information
about another person.
Given these legal and awareness requirements,
social-network providers should be familiar
with compliance and governance mandates and
security frameworks. Unfortunately, we currently
lack a framework for uniform international
regulation that guarantees privacy rights and
personal data protection across the Internet.

Usage Problems
Online social attacks include identity theft,
defamation, stalking, injuries to personal dignity,
and cyber-bullying. Attackers create false profiles
to mimic personalities or brands, or to slander
a known individual within a network of friends
(e.g., a celebrity or a member of a school class).
While such attacks may be carried out using
conventional Web pages, they are particularly
damaging within social networks because known
victims may be targeted within social groups.
Additionally, a victim’s failure to immediately
recognize a defamation attack may prevent him/
her from accessing the offending content, due
to the attacker’s restriction of such access to the
group ridiculing that victim. Teenagers’ extensive
use of online resources is associated with a
growing risk of abuse, including cyber-bullying6
and grooming by adults who intend to commit
sexual abuse. Most teenagers have not received
proper instruction on how to avoid such risks.
Cyber-bullying on social networks includes
harassment,
denigration,
outing
(sharing
someone’s secrets, embarrassing information, or
images), trickery (talking someone into revealing
secrets and then sharing it online), flaming (angry,
critical, or disparaging electronic messages or
discussions), exclusion, stalking, and threatening
behavior. Stalking typically involves threatening
behavior in which the perpetrator repeatedly
seeks contact with a victim through physical

proximity and/or phone calls (offline stalking),
but also through electronic means, such as
e-mail, instant messaging, and social-networking
sites (cyber-stalking). Social networks encourage
the publication of personal information, including
data that can reveal an individual’s location and
schedule (e.g., home address and phone number,
schedule of classes).
Exposure to problematic content on the
Internet constitutes an additional social threat.
Problematic content includes a broad spectrum
of undesirable or illegal material, such as violent
media (movies, music, images) which promote
hate speech, pornography, obscene content, and
websites related to self-harm (sites dedicated to
enabling self-injury and suicide, or those that
encourage anorexic and bulimic lifestyles).
An increasingly prevalent threat is represented
by sexual messages or nude or suggestive
photographs sent by teenagers using mobile
phones. With the proliferation of camera-equipped
mobile phones and social-networking sites,
“sexting”7 has become a concern for parents. The
issue has gained international attention following
multiple incidents in the United States, in which
teenagers have faced child pornography charges
for sending nude or scantily clad images to
other teenagers. Users can post on the Internet
or forward these images or sexually explicit text
messages, which can end in harassment or even
sexual assault charges. A survey conducted in
the United States [9] revealed that one in five
teenagers said they had sent or posted online
nude or semi-nude photographs of themselves.

3. Future of Social Networking
Social-networking sites are a relatively new
phenomenon, and as with any other technological innovation, they will require a long period of
7

6

Cyber-bullying is a term used to describe repeated
and purposeful acts of harm that are carried out using
technology, particularly mobile phones and the Internet.
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This term combines the words “sex” and “texting” and
refers to potentially prurient messages and images send
over electronic devices, such as mobile phones or laptop
computers. Source: http://sexoffenderresearch.blogspot.
com
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technical and social adjustment and improvement to fully meet users’ needs and accommodate their behaviors. Users will also adjust online practices to adapt to new social-networking
technologies.

3.1. Meta-Social Networks and UserCentric Social Universes
Users currently play multiple roles within
dynamic and fluctuating online social networks;
thus, the further development of social networks
must allow users to manage their profiles and
connections using meta-social network tools.
Such tools, such as Explode [10], will allow
users to manage profiles and trust networks
across distinct social networks using Semantic
Web, data portability, and shared-authentication
technologies. Users will thereby be able to
maintain cross-network friendships using a
centralized online profile.
Tools for the management of a user’s
distributed Web presence and others’ ability to
view that presence will likely be necessary to
support effective social-network use within a
distributed set of networks.

3.2. Metaverse: Convergence and Integration of Social Networks and Virtual
Worlds
Internet and social-network evolution have
occurred within an interactive and distributed
environment. Increasing use of multi-user online
environments (MOEs)8 reflects the growing
importance of social networking over gaming.
Often characterized as virtual, persistent worlds,
MOEs connect many simultaneous Internet users.
The perpetual nature of these environments
distinguishes them from those of typical
computer gaming. Users may log on, join the
game, build relationships, and leave whenever
they wish, but the game continues with other
8

Multi-user online environments (MOEs) are a set of
persistent online environments, ranging from massive
multiplayer online role-playing games (MMORPGs;
e.g.,World of Warcraft, City Of Heroes) to virtual worlds
(e.g., Habbo Hotel, Second Life).

players in a hyper-real, richly rendered, threedimensional space. Players control “avatars,”
which are in-game characters with defined
attributes that interact with other avatars and
with the game’s environment.
Most MOEs share some characteristics with
popular social-networking sites and promote
social interaction among users. The social
nature of these environments depends largely
on users’ ability to interact within communities.
Major research organizations [e.g., International
Business Machines (IBM), Linden Labs] are
working to enable the seamless movement
of MOE avatars among virtual worlds while
maintaining the avatar’s identity in terms of
appearance, personal information, and banking
status. In the future, these virtual environments
may converge to form a metaverse.

3.3. Integrating Social Networks and
Data Portability
The integration of data from different networks,
movement of information and social graphs
across diverse sites, or identification of all content
relevant to a particular topic are complex tasks
that require specific standards and technologies
supported by social-network providers. Although
many Web 2.0 services currently employ
application programming interfaces (APIs)
to promote their integration with third-party
applications, most social-network providers do
not. However, some social-networking services
have implemented basic features that allow users
to import and export profiling information using
standard tools, such as vCard.9
The number of open protocols designed for or
usable by social-network platforms has increased
exponentially in recent years. Social-network
providers theoretically have the opportunity to
use or compose with a growing number of open
protocols and providers. Although a detailed
overview of these protocols is beyond the scope
of this paper, they include [11]:
9

vCard is a file format standard for electronic business
cards.
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--Authentication: OpenID, CardSpace, i-card,
Liberty Alliance, Facebook Connect;
--Authorization: Open Authentication (Oauth),
CardSpace, i-card, OpenSocial;
--Semantic markup and description: Resource
Description Framework (RDF), MicroFormats;
--Network description: FOAF, XHTML Friends
Network (XFN), OpenSocial, DiSo10;
--Network visualization: TouchGraph, Web
Positioning System (WPS);
--Remote
manipulation
of
data
and
relationships:
Representational
State
Transfer (REST), SOAP (Simple Object Access
Protocol,), XML-RPC [a remote procedure call
(RPC) protocol which uses Extensible Markup
Language (XML) standard], DiSo;
--Service
description:
XRDS
(eXtensible
Resource Descriptor Sequence), UDDP
(Unified Design and Development Platform);
--Service execution: OpenSocial, Facebook
Applications;
--Message transport: REST, SOAP, Extensible
Messaging and Presence Protocol (XMPP),
and Simple Mail Transfer Protocol (SMTP);
--Application hosting: OpenSocial;
--Indexation and search: Google Social Graph.
Facebook, Google, and MySpace have
announced technologies that permit user data
portability among social websites, representing
a new source of competition among socialnetworking services. Google’s Friend Connect
and MySpaceID use open-source code based on
the OpenID, OAuth, and OpenSocial standards.
These standards facilitate social-identity sharing
across the Internet, not just among a few partner
websites. Facebook Connect was the first
interoperability protocol to be implemented; it
features an easy logon, the option to rebroadcast
activities on a third-party site to Facebook friends,
and the matching of existing Facebook friend
relationships with those on a third-party site.
Facebook Connect allows third-party developers
to let users log onto their websites using their
Facebook credentials and to integrate other

10

http://diso-project.org
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key Facebook features, such as friend lists, into
third-party applications. The third-party sites
can then send data back to Facebook and create
news feed.
Existing
authentication
services
(e.g.,
OpenID11) further extend interoperability and
single sign-in functionality by making socialnetwork user IDs portable to other sites.

3.4.

Social Web Bill of Rights

In response to a lengthy public discussion
of data and privacy rights, the Open Social Web
group12 presented the “Bill of Rights for the
Social Web”13 in September 2007. Composed by
four Web 2.0 pioneers, this document outlined
the appropriate treatment of data collected
by companies from social-network site users,
including personal data, data describing to
whom users are connected, and user-generated
content. The “Bill of Rights” defined three basic
users’ rights over their data: ownership, control
(the right to share, keep private, or completely
revoke data at user’s discretion), and freedom.
These issues arose again following the
February 2009 Facebook users’ rebellion, which
halted the company’s attempt to change its terms
of service to grant itself a perpetual license to all
member-posted photos, videos, and copyrighted
material [12].

3.5.

Virtual Currency

Wikipedia defines virtual economy as the
emergent economy existing in virtual worlds,
usually characterized by the exchange of
virtual goods within the context of an Internet
game [13]. Virtual worlds have distinct virtual
economies and currencies that are based on the
exchange of virtual goods (e.g., weapons, spells,
OpenID is a universal identification technology in which
a user registered with a website (OpenID Provider) is
assigned a URL that serves as a personal identifier. The
user may then use the URL on any site that supports
OpenID, and the logon process is handled through the
provider site. Source: http://openid.net.
12
http://opensocialweb.org
13
http://opensocialweb.org/2007/09/05/bill-of-rights
11
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clothes, food, houses). Some virtual currencies
are tied to the real world through purchase
from game providers, and some people interact
with virtual economies for real-world economic
benefit. Users can also sell their characters,
virtual money, and/or goods on online-auction
websites for real money.
Games are one of the newest and most
popular online application types on several
social-networking sites. Because monetization
is an important aspect of games, social-network
providers have begun to distribute virtual
currency (e.g., hi5’s “coins”). For example,
Hi5 users can spend virtual coins to purchase
premium content, advanced features, and status
upgrades. Many publishers of Facebook games
are also using their own virtual currency, in the
hope that a unified virtual currency will become
universal and it will engage more gamers and,
ultimately, encourage them to spend more
money on games.
The use of money (real or virtual) on social
networks, however, attracts fraudsters and
cyber-criminals who attempt to steal users’
social-networking credentials and online money.

3.6.

Mobile Social Networking

Given the growing ubiquity of social
networking and mobile-phone usage, the
overlapping
demographics
will
provide
numerous opportunities for future mobile socialnetworking applications. Given the limitations
of mobile phones (e.g., small screens, limited
keyboards, often-poor network connectivity),
the sophisticated native interfaces and rich
media content offered by social networks cannot
be fully duplicated on mobile devices. However,
smartphones are increasingly been equipped with
sophisticated features and sufficient processing
power for software applications. Some devices
already include a built-in interface or leading
social networking sites. Mobile phones may
include global positioning system (GPS) tracking
devices and music players, and could supply
valuable user information to social networks,

such as locational coordinates or listening
habits. As features are added to these devices,
phones become a more complete repository for
personal data linked to a single individual.
The benefits of mobile social networking,
including enhanced location awareness and
availability, must be balanced with users’
requirements for personal privacy.

3.7.

Sensor Networks

By combining social-network- and Webconnected devices, applications can extend
social activities through sensors. User activity
is modeled not by voluntary user input, but can
be automatically generated by sensors. Other
sources of social data available on the Web could
be used as sensors to minimize the required
user input, aggregating online activities and
user footprints with their social profiles. Using
semantic representations of information from
sensors, users could connect through shared
activities and interests. More importantly, alerts
could be sent to users when abnormal activity
patterns were detected.
An increasing number of portable devices
support
sensor-based
interactions,
from
14
peripherals (e.g., Nike + iPod sport sensor ) to
integrated sensors (e.g., iPhone‘s accelerometer).
Sensors have recently become more prevalent
in mobile devices. By supporting Bluetooth
and WiFi communication, mobile phones have
become sensor gateways for individuals. A wide
range of Bluetooth sensors, such as heart and
environmental monitors, can be associated with
these mobile phones, enabling a new paradigm
—the personal sensor network — in which the
individual becomes the sensor hub.

3.8.

Social Television

Internet protocol television (IPTV) is the
next television market, allowing users to watch
television programming wherever they are. Social
14

http://www.apple.com/ipod/nike
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networking through IPTV technology brings
many favorable social services to television
viewers, based on users’ ability to share their
experiences and opinions. The main features of
social TV include online sharing of TV-watching
experiences, interaction among TV viewers
(via chat, e-mail, forums, video-conferencing),
community-viewing of TV programming (watching
together through a social television service or by
online sharing), and recommendation sharing
(via social networks, personal broadcasts).

3.9.

Social e-Government

A new generation of politicians has
increasingly adopted social-media tools to
interact with citizens. The 2008 electoral
campaign of Barack Obama, the President of the
United States, provides an excellent example
of such use. Governments can benefit from
social networks through three broad areas of
interaction:
--Government to Citizen: promotion of
online public services and dissemination of
information as “official” advice and support,
increasing the transparency of information;
--Citizen to Government: citizen use of the
Web to express views, highlight politicians’
work, engage with the government, and
influence policy makers;
--Citizen to Citizen: interactions that help fellow citizens handle public-service outcomes
(e.g., healthcare information, advice about
tax matters).

3.10. Political Use of Social Networks
Since the social-media-directed protests
disputing the 2009 election results in Iran,
Twitter and social-networking sites have
emerged as powerful online tools for the
organization and dissemination of virtual and
real-world protests. People realized that they
could effectively mobilize local protests and
inform thousands of others worldwide through
Internet resources, such as social networks and
the Twitter microblogging service.
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3.11. Corporate Use
Social networks allow the corporate sector to
develop closer relationships with customers, since
current Internet consumers are not merely buyers,
but also use many opportunities to view, inquire,
communicate about, and analyze products and
services. Consumers readily share their feedback
and complaints about their favorite products
and brands. Web 2.0 applications are useful for
product development and the establishment of
commercial relationships, and allow companies
to learn more about consumers. Business
opportunities that incorporate social networks
include:
--Social advertising: formats that engage
the social context of the viewer and target
advertising using user data;
--Micro-payment within social networks: enables
the exchange of goods and services within
the social-networking platform; also applies
to developers of social software applications;
--Platforms for micro-niches: subscription or
access fees could be charged;
--Resale of marketing and business intelligence
based on information collected on the
network;
--Buying clubs: to drive demand, users
interested in similar product types could be
offered coupons;
--Interaction with real-world commerce: social
platforms could be connected with small- and
medium-sized businesses, such as established boutiques, coffee shops, restaurants,
and bars.
Companies must adapt their business models
to take advantage of social Web features within
large (e.g. Facebook) and small or focused
social networks. Smaller networks present the
opportunity to reach a niche or distinct group of
customers.

3.12. E-Learning
working

through

Social

Net-

Schools and higher-education foundations
increasingly prefer to use social networking as
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a communication and collaboration tool. In the
near future, it would be beneficial for schools
to promote online interaction through socialnetworking sites. Such interaction could be used
to prepare students by providing them with the
adult life-skills they need to succeed. Security
policies remain important, as does instruction
for students about online safety and responsible
online expression. Students may learn these
lessons best while using social-networking tools.

4. Security aspects
of Social Networking
Although new paradigms provide many
opportunities, their implementation without
consideration for necessary security requirements
can deter growth and user adoption. Because
social networks attract thousands of users who
represent potential victims, social-networking
sites are desirable targets for mass attackers.

4.1.

Actors and Motivation

Several actors and groups target social
networks for fun and profit. Malicious actors may
adopt several categories of attacks and tools to
target social-network users; the following are a
few examples:

--Spammers and phishers use compromised
social-network accounts to send fraudulent
messages to victims’ friends;
--Fraudsters and cyber-criminals use social
networks to capture user data and carry out
social-engineering attacks;
--Hacktivists and offline terrorist groups create
communities to spread their views, promote
their causes, and frequently to conduct
recruitment;
--Sexual predators use social networks to share
illicit content and recruit victims.
Social networks are popular communication
media for many communities, including those
with malicious intent. Several hacking groups
have created hacker-themed online communities
to promote their malicious activities and tools.
Many others offer hacking tutorials, news articles,
tools, or descriptions of exploitation techniques.
Several communities function as marketplaces
to encourage the abuse of stolen credit-card
information and attacks against high-profile
targets, such as banks or e-commerce sites
(Fig. 4-1). Hacking communities within socialnetworking sites also offer hacking services, often
for profit.
The majority of attackers’ profiles on social
networks appear to have been created by unso-

Figure 4-1: Example of a Carding Forum on Orkut (no longer available),
Advertising “Trustworthy” Mules and Spammers
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phisticated users, since attackers may use these
communication media only in the initiation phase.
Skilled malicious actors usually participate in underground forums and use secret communication
channels.

4.2.

Current Security Threats

With the increasing popularity of social
networks, hackers, fraudsters, and malicious users
began using these networks to conduct illegal
activities. These activities have been undertaken
by using social networks as attack vectors for
traditional cyber crimes, by creating specific
threats to social-network users, or by conducting
direct attacks that disrupt social-networking sites.
The intrinsic properties of social networks
make them ideal for exploitation by online
criminals. These networks represent a huge and
highly distributed user base comprised of clusters
of users who share the same social interests and
have thus developed trust with each other.
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the identities of unsuspecting consumers in
an effort to commit fraud, ruining the financial
lives of their victims. Searches of existing online
information may yield social-security numbers,
birth dates, addresses, and other personal data
that help criminals steal or create false identities.
Criminals can easily obtain the necessary false
credentials to move throughout the many
systems that require identification.
Attackers use compromised social-network
accounts to launch attacks because they can
readily move from one account to the next.
Inherent trust relationships among users
improve attackers’ chances of convincing their
victims that they are legitimate through social
engineering. Once an attacker gains access to
an important individual within a community, the
risk of attack increases for anyone connected to
that individual. Social-network credentials can be
stolen using traditional key loggers, by running
brute-force attacks, or by social engineering
(usually based on the information available on
users’ profiles).

Privacy
The availability of personal information on
social networks provides an ideal condition for
the abuse and leveraging of such information. The
inappropriate exposure of sensitive information
allows criminals and terrorists to conduct “criminal
data mining.”

iDefense researchers observed attackers
abusing a Security Focus Jobs site in December
2007. The attackers were able to freely register
as a recruiter, obtain the resumes and business
information of 2,471 registered users, and
send fraudulent e-mail messages to all of those
individuals.

Malicious actors may use unflattering material
or personal information from social networks
to select targets, profile victims, and plan and
execute criminal activities. Also described as
“knowledge discovery,” data mining and predictive
analytics allow fraudsters and terrorists to manage
the large amount of information produced by
their targets, including social-network profiles,
personal conversations on scrapbooks, blog and
Twitter posts, and personal photos on online
albums.

Malicious Code, Viruses, and Worms
Malware authors have recently noticed that
malicious code can be efficiently spread using
social-networking sites, due to the ease of
leveraging trust among socially connected users
through social engineering. In this way, victims
can be convinced to install the malicious code.
Malicious actors target the most popular services,
such as Facebook and Twitter, to take advantage
of large user bases.

Identity/Password Theft
Various forms of identity theft have existed
for a very long time. Thieves have assumed

Malicious code is proliferated through friend
information collected from infected users’
social-network accounts. Many attackers also
use social networks to create false profiles and

74 Security Aspects and Future Trends of Social Networks
to publish false links that lead to sites infected
with malicious code.
Banner advertisements, video content, and
false social-network profiles have increasingly
been used to steal personal information as
the number of online consumers has risen.
Malicious codes are distributed through pop-up
advertisements, some of which do not require a
click by the user.
In some cases, social engineering is not
necessary to carry out attacks. For example, the
early MySpace worm “Samy Worm” used JavaScript
commands to add friends to targeted accounts
automatically. Such worms spread to new
accounts because the content is automatically
embedded on the profile pages of new victims.
In January 2009, iDefense investigated
attackers utilizing the my.barackobama.com
website, a social network for supporters of
United States President Barack Obama, to
spread malicious code. The attack utilized false
images that aimed to convince users to install
a malicious executable file through false Flash
CODEC errors. Attackers injected the same
URLs into many different websites and forums,
suggesting that they utilized automatic forumcrawling and account-creation programs.
Malicious actors have employed increasingly
innovative methods to control botnets15,
including the use of social-networking services.
iDefense has cataloged hackers who adapted the
protocols of many social-networking sites (e.g.,
Twitter, Google Groups) and URL-shortening
services (e.g., bit.ly) to send action messages
to zombie computers. In this way, their actions
appeared as normal user activity and the
likelihood of discovery was reduced.

15

A botnet is a group of computers on the Internet that,
although their owners are unaware of it, have been
infected and set up to perform malicious activities to other
computers on the Internet, including sending spam or
running Distributed Denial of Service (DDoS) attacks. Any
such computer is referred to as a “zombie,” a “robot” or
“bot.”

Spam, Phishing, and Financial Fraud
Phishers usually collect user information from
compromised social-network accounts to send
spam and phishing messages. Like phishing
that targets banks, phishing that targets social
networks can have financial impacts and cause
monetary losses. Attackers may set up false
social-network profiles and then establish
connections with friends on “buddy lists” to gain
more information and identify potential targets
for phishing attacks.
Several malicious codes target online gamers.
Hackers typically use these codes to take over
compromised subscription-only gaming accounts
and access the virtual property deposited
therein in order to sell the virtual goods through
the digital underground. Successful attackers
of some social gaming sites, such as Second
Life, may extract real money from compromised
accounts. According to a November 2006 entry
in the official Second Life blog, various phishers
have targeted Second Life to steal in-game money
(Linden dollars) by claiming that the user could
use a hack to create free money [14]. Attackers
can convert the in-game money of compromised
users directly into real money by reselling the
virtual goods on public or underground forums
or retrieving the existing credits.
The increasing use of social networks and
virtual worlds as social and business platforms,
including the use of virtual money in social
environments, attracts cyber-criminals. Financial
fraud has affected online gamers for many years,
through the theft of online goods (weapons,
objects, virtual money) or “gold farming,”16
which created an underground economy based
on the sale of virtual goods and the transfer of
virtual money.

Data Loss
Incidents of data leakage include the loss of
personal, corporate, confidential, or customer
information, inappropriate public statements
16

http://en.wikipedia.org/wiki/Gold_farming
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about companies, the use of corporate resources
for personal purposes, and harassment of or
inappropriate behavior toward a customer or
fellow employee. Social-networking sites are
another platform through which data leakage
may occur, and such incidents have a broader
impact on corporate reputations.
Many companies are currently focused
on preventing the loss of confidential and
proprietary information and its access by
unauthorized
outsiders.
Most
data-loss
incidents occur through e-mail or file transfers,
but instant-messaging chat tools, blog posts,
Twitter messages, and online resume content
published on social networking sites may also
disclose proprietary company information.

Information Control and Censorship
Administrators
cannot
realistically
or
effectively manage the huge amount of
information available on social-networking
sites. Social-networking sites are not likely to
ensure the accuracy, legality, or usefulness of
content before users publish it. For this reason,
it is difficult to prevent actors from posting
unwanted information; while communities that
use self-policing mechanisms or moderation
are generally more successful. For example,
rating systems allow users to remove erroneous
content by popular vote.
Future development of social-networking
sites should employ thresholds for monitoring
new content published by its users and selfmoderation capabilities, once users are often
the first to be aware of content problems.
Security teams that monitor social networks are
an effective reactionary approach to limiting
malicious content, but decentralized social
networks may not be able to devote sufficient
resources to address such problems.

Offense, Hate, and Discrimination
Cyber-stalking and cyber-bullying involve
repeated contact with victims and purposeful acts
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of harm, including harassment and humiliation.
Like offline bullying, cyber-bullying can lead to
depression, anxiety, and low self-esteem.
Hate speech is a specific type of online content
designed to threaten certain groups publicly
and act as propaganda for offline organizations.
These hate groups use websites to propagate,
share ideology, recruit new converts, link to
similar sites, advocate violence, and threaten
others. Offline groups use online techniques
to accomplish their goals and improve
communication. Law-enforcement organizations
are also concerned that a small number of
youths converted online may begin to use social
networks to promote offline hate crimes.

Sexual Crimes and Child Safety
Social-networking environments represent a
serious risk to children and teenagers, who can
become the victims of cyber-bullying, online
harassment, and sexual predation. Children
who are at risk online are usually those who are
also at risk offline. The most frequent threats to
children on social-networking sites come from
peers, young adults, and predatory older adults.
Child pornography is a particularly horrific
crime involving images and videos that depict
minors in suggestive poses or explicit sex acts.
Youth-generated sexual content (photographs
and videos) intended for viewing by other minors
(usually friends and partners) is a related serious
issue. Although such content is not intended for
adult consumption, it may unexpectedly spread
through the Internet and potentially embarrass
the children.
Social-network providers find it difficult to
keep their sites entirely free of sex offenders,
given the huge number of users and the ease of
creating false identities.

Attacks on Social Networks
As with the providers of any other Web
application, social-networking providers may
represent vulnerable targets for direct attacks.
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Security vulnerabilities may allow hackers to
attack providers, causing service failures (e.g.,
denial of service) or unauthorized access to
users’ credentials followed by disclosure of
private information. Such vulnerabilities may also
be used to spread a virus among user accounts.
Cross-site scripting (XSS) or SQL injection
vulnerabilities on social-network applications
could cause problems for millions of users.
Furtnermore, malicious actors have debilitated
social-networking sites through orchestrated
Distributed Denial of Service (DDoS) attacks.
Malicious users may take control of visitors
to social sites by remotely manipulating their
browsers through legitimate Web-control
functionality, such as image-loading HTML tags
or JavaScript instructions [15].
Home, a virtual world wherein PlayStation 3
gamers interact, was hacked in December 2008
[16]. Crackers were able to access the Home
server so that they could upload, download,
or delete any file within the server, leading
to identity theft and the spread of malicious
code. Facebook has also been vulnerable to
XSS attacks [17]. In March 2009, the Koobface17
worm targeted users of Facebook, MySpace, hi5,
Bebo, Friendster, and Twitter. Koobface spreads
through invitations from a user’s contact that
include a link to view a video. It ultimately
attempts to gather sensitive information from
victims, such as credentials and credit-card
numbers.

4.3. Future Security Threats for Social
Networks
The technological evolution and global
adoption of social-networking services will
bring further security risks that may present
opportunities for malicious actors exploring such
services. Information-security professionals and
law-enforcement agencies must adapt to these
potential future threats.

17
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Exploitation of Social-Networking Gadgets
The
introduction
of
social-networking
applications and web gadgets provides a potential
vector of malicious attacks. Web widgets are
small graphic applications that bring third-party
tools and games (e.g., clocks, calculators) to
social-networking sites. Such applications have a
rapid adoption rate in desktops, mobile devices,
and Web applications because they are easy to
create and implement.
The rising popularity of widgets has led to
increased targeting by malicious actors, who
use them as spyware, for virus dispersal, for
hijacking, and might explore existing software
vulnerabilities. Social-network providers release
widget software developers’ kits (SDK) to allow
developers to create widgets that run in the
social-networking site. However, the availability
of these SDKs provides system access to users
with malicious intent, who gain a roadmap for
widget manipulation.
Widgets may be vulnerable to exploitation
by hackers and criminals due to inadequate
security models, which may allow malicious code
to run freely and spread readily. Vulnerabilities
associated with widgets are similar to those
found on the Web, but present a higher risk
because they share a much broader connectivity
with an underlying application or operating
system. This enables a powerful attack vector
capable of gaining privileged access to local
resources by default.
Criminals may also create malicious
applications to intentionally install malware on
victims’ systems. Legitimate applications, such
as the CityFireDepartment Facebook application,
can be modified to distribute malware. Attackers
compromised this application and used injected
IFrames to infect victims with rogue anti-virus
applications [18].
In September 2009, a security researcher
promoted the “Month of Facebook Bugs,”
an initiative that included the daily posting
of security flaws in Facebook applications
throughout the month of September. To promote
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awareness of social-networking application
security, the researcher reported bugs in thirdparty applications available on Facebook. Most
of these bugs were XSS flaws in various social
applications, including Facebook’s 10 most
popular, that potentially affected millions of
users [19].

are built, terrorists may readily spread
propaganda, and recruit and instruct converts
in the construction of terrorist cells and the
execution of jihad. In October 2008, authorities
arrested two white supremacists who planned to
kill Senator Barack Obama and more than 100
African-Americans; they had met online through
a mutual friend.

Social-Network Worms and Phishing Powered
by Semantic Web
All social-networking sites identify “circles
of friends” based on existing relationships or
common interests within a group or community.
Malicious actors may use such characteristics
to harvest large amounts of reliable socialnetworking information.

Microblogging communities, such as Twitter,
may also be used as an effective communication
tool for coordinating terrorist attacks and
tracking news in real time. The ability to transfer
virtual money between avatars is also useful for
criminal activities because that money can then
be translated into real currency and it is very
difficult to track.

The FOAF project provides a machine-readable
Semantic Web format specification describing
the links between people. In the absence of
such sources of information, social connections
can also be inferred by mining Web content
and links. Worms that incorporated Semantic
Web attributes could easily identify connection
among users and quickly spread across social
graphs.

Second Life currently contains a radical terrorist group called the “Second Life Liberation
Army”18 that has been responsible for computercoded atomic bombings of virtual-world stores
using Second Life weapons and armories. Previous Second Life attacks include the explosion
of the Australian Broadcasting Commission’s
(ABC) island, attacks on Reebok and American
Apparel stores, and storming the stage at the
January 2007 virtual meeting of the World Economic Forum.

Terrorism Using Social Networks and Online
Communities
Terrorist organizations have begun to use
social networks and virtual worlds in their daily
activities. Terrorists may use virtual worlds to
create exact replicas of targets for the planning
and simulation of attacks, eliminating the need to
travel to the target to carry out reconnaissance.
Instead of sending potential jihadists to train
in military camps in Pakistan, Afghanistan,
and Southeast Asia, organizations such as alQaeda and Jemaah Islamiah could operate
online training camps in virtual worlds to evade
detection and avoid prosecution. Second Life
could easily become a terrorist classroom.
Social networks and online communities
also help terrorists recruit new members and
may serve as meeting places for the discussion
of plans. Once these groups and communities

Social-Network Forensics
The rising use of social-networking sites
and Web 2.0 technologies by cyber-criminals
demands specific criminal investigation tool
and procedures by law-enforcement agencies.
Effective forensic investigation of socialnetworking threats requires evidence gathered
from social-networking sites and the use of
technologies that track activities, identify
perpetrators, and specify the timing of online
criminality. Social-network forensics is a set of
specific investigation skills applied to the socialnetworking universe.
Information-security professionals must develop specific tools and techniques to detect
18
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and investigate malicious activities on social networks, and to ensure that information has been
properly secured and examined and that all evidence has been recovered. Information discovery requires the ability to search for information
as soon as it is created or distributed by a user.
It also demands the ability to measure search
quality, dynamically classify search results, and
properly visualize data according to numerous
criteria and within numerous contexts.
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