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GUIDE FOR AUTHORS

The Journal seeks to publish significant
and useful articles dealing with the broad interests of the field of Forensic Computer Science, software systems and services related to
Computer Crimes, Computer Forensics, Computer Law, Computer Vision, Criminology,
Cryptology, Digital Investigation, Artificial
Neural Networks, Biometrics, Image Analysis,
Image Processing, International Police Cooperation, Intrusion Prevention and Detection,
Machine Learning, Network Security, Pattern
Recognition, and Signal Processing. Matters
of digital/cyber forensic interest in the social
sciences or relating to law enforcement and
jurisprudence may also be published.

CONTENT
A paper may describe original work, discuss a
new technique or application, or present a survey of
recent work in a given field. Concepts and underlying
principles should be emphasized, with enough
background information to orient the reader who
is not a specialist in the subject. Each paper should
contain one key point, which the author should be
able to state in one sentence. The desired focus
should be on technology or science, rather than
product details. It is important to describe the value
of specific work within its broader framework.

Our goal is to achieve an editorial balance
among technique, theory, practice and commentary, providing a forum for free discussion
of Forensic Computer Science problems, solutions, applications and opinions. Contributions
are encouraged and may be in the form of articles or letters to the editor.

Replications of previously published research
must contribute sufficient incremental knowledge
to warrant publication. Authors should strive to
be original, insightful, and theoretically bold;
demonstration of a significant “value-added” advance
to the field’s understanding of an issue or topic is
crucial to acceptance for publication. Multiplestudy papers that feature diverse methodological
approaches may be more likely to make such
contributions.

The Journal neither approves nor disapproves, nor does it guarantee the validity or
accuracy of any data, claim, opinion, or conclusion presented in either editorial content, articles, letters to the editor or advertisements.

We attach no priorities to subjects for study, nor do
we attach greater significance to one methodological
style than another. For these reasons, we view all our
papers as high-quality contributions to the literature
and present them as equals to our readers.

7
PRESENTATION
A paper is expected to have an abstract that
contains 200 words or less, an introduction,
a main body, a conclusion, cited references,
and brief biographical sketches of the authors.
A typical paper is less than 10,000 words and
contains five or six figures. A paper should be
easy to read and logically organized. Technical
terms should be defined and jargon avoided.
Acronyms and abbreviations should be spelled
out and product names given in full when first
used. Trademarks should be clearly identified.
References should be numbered sequentially in
the order of their appearance in the text.

SUBMISSION INFORMATION
Manuscripts should be submitted in an editable
format produced by any word processor (MS Word
is preferred). PDF files should be submitted only
if there is no alternative.
By submitting a manuscript, the author certifies
that it is not under simultaneous consideration by
any other publication; that neither the manuscript
nor any portion of it is copyrighted; and that it has
not been published elsewhere. Exceptions must
be noted at the time of submission. Submissions
are refereed (double-blind review).

PUBLICATION PROCESS
A submitted paper is initially reviewed to
determine whether the topic and treatment are
appropriate for readers of the Journal. It is then
evaluated by three or more independent referees
(double-blind review). The policy of double-blind
review means that the reviewer and the author do
not know the identity of each other. Reviewers
will not discuss any manuscript with anyone
(other than the Editor) at any time. Should a
reviewer have any doubt of his or her ability to be
objective, the reviewer will request not to review
a submission as soon as possible upon receipt.

After review, comments and suggestions are
forwarded to the author, who may be asked to revise
the paper. Finally, if accepted for publication, the
paper is edited to meet Journal standards. Accepted
manuscripts are subject to editorial changes made
by the Editor. The author is solely responsible for all
statements made in his or her work, including changes
made by the editor. Proofs are sent to the author
for final inspection before publication. Submitted
manuscripts are not returned to the author; however,
reviewer comments will be furnished.
Reviewers may look for the following in a manuscript:
Theory: Does the paper have a well-articulated
theory that provides conceptual insight and guides
hypotheses formulation? Equally important, does the
study informs or improves our understanding of that
theory? Are the concepts clearly defined?
Literature: Does the paper cite appropriate
literature and provide proper credit to existing
work on the topic? Has the author offered critical
references? Does the paper contain an appropriate
number of references (e.g., neither over – or under –
referencing does not occur)?
Method: Do the sample, measures, methods,
observations, procedures, and statistical analyses
ensure internal and external validity? Are the statistical
procedures used correctly and appropriately? Are the
statistics’ major assumptions reasonable (i.e., no
major violations)?
Integration: Does the empirical study provide a
good test of the theory and hypotheses? Is the method
chosen (qualitative or quantitative) appropriate for
the research question and theory?
Contribution: Does the paper make a new and
meaningful contribution to the management literature in terms of all three: theory, empirical knowledge, and management practice?
Citation in a review: Finally, has the author given
proper reference or citation to the original source of
all information given in their work or in others’ work
that was cited?
For more information, please visit www.IJoFCS.org
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Abstract - Model order selection (MOS) schemes, which are frequently employed in
several signal processing applications, are shown to be effective tools for the detection
of malicious activities in honeypot data. In this paper, we extend previous results by
proposing an efficient and parallel MOS method for blind automatic malicious activity
detection in distributed honeypots. Our proposed scheme does not require any previous
information on attacks or human intervention. We model network traffic data as signals
and noise and then apply modified signal processing methods. However, differently from
the previous centralized solutions, we propose that the data colected by each honeypot
node be processed by nodes in a cluster (that may consist of the collection nodes
themselves) and then grouped to obtain the final results. This is achieved by having each
node locally compute the Eigenvalue Decomposition (EVD) to its own sample correlation
matrix (obtained from the honeypot data) and transmit the resulting eigenvalues to a
central node, where the global eigenvalues and final model order are computed. The
model order computed from the global eigenvalues through RADOI represents the number
of malicious activities detected in the analysed data. The feasibility of the proposed
approach is demonstrated through simulation experiments. (6)
Keywords - Intrusion Detection, Honeypot, Model Order Selection, Principal Component
Analysis.
(6) This is an extended version of the paper Blind Automatic Detection of Malicious Activities in Honeypot Data that appeared in ICOFCS 2011 [1]
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I. Introduction
The Problem. A honeypot system collects
malicious traffic and general information on
malicious activities directed towards the network where it is located [2]. It serves both as
data source for intrusion detection systems as
well as a decoy for slowing down automated attacks [3], [4]. Efficient algorithms for identifying
malicious activities in honeypot data are particularly useful in network management statistics generation, intelligent intrusion prevention
systems and network administration in general
as administrators can take actions to protect
the network based on the results obtained [5].
Even though honeypots provide a reliable and
representative source for identifying attacks
and threats [6], they potentially produce huge
volumes of complex traffic and activity logs
making their efficient and automated analysis
quite a challenge. The problem of processing
such data is further aggravated in distributed
settings, where data is collected from multiple
nodes in multiple network portions.
Previous Works: Several methods have been
proposed for identifying and characterizing
malicious activities in honeypot traffic
data based on a variety of approaches and
techniques [7], [8], [9]. Classical methods
typically employ data mining [8], [9] and text
file parsing [7] for detecting patterns which
indicate the presence of specific attacks in
the analysed traffic and computing general
statistical data on the collected traffic. These
methods depend on previous knowledge of
the attacks which are going to be identified
and on the collection of significant quantities
of logs in order to work properly.
Recently, machine learning techniques have
also been applied to honeypot data analysis and
attack detection [10] yielding interesting results
as such techniques are able to identify malicious
activities without relying on previously provided
malicious traffic patterns and attack signatures.
However, it is necessary to run several analysis
cycles during a learning period in order to
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train the system to recognize certain attacks.
Although such methods are efficient, they are
computationally expensive. Furthermore, if the
legitimate traffic patterns are altered by any
natural causes, machine learning based methods
may yield a significant number of false positives,
identifying honest connections as malicious
activities. These systems are also prone to
failure in not detecting attacks which were not
included in the learning process or whose traffic
resembles honest patterns.
Principal component analysis (PCA) based
methods [11], [12] came on to the scene as a
promising alternative to traditional techniques.
PCA based methods identify the main groups
of highly correlated indicators (i.e. principal
components) which represent outstanding
malicious activities in network traffic data
collected at honeypots. Such methods are
based on the clever observation that attack
traffic patterns are more correlated than
regular network traffic. Since they solely rely on
statistical analysis of the collected data, these
methods need not to be provided with previous
information on the attacks to be detected
neither need to be trained to recognize attacks
and separate them from legitimate traffic. This
characteristic makes PCA based honeypot data
analysis methods suitable for automatic attack
detection and traffic analysis. However, current
PCA based methods [11], [12] still require
human intervention, rendering them impractical
for automatic analysis and prone to errors such
as false positives.
Our Contributions: We propose a method
for automatically identifying attacks in low
interaction honeypot network traffic data
based on state-of-the-art model order selection
schemes [13], [14]. Our method can also be
implemented in cluster environments using
parallel processing in order to achieve higher
efficiency and scalability. In order to obtain this
result we present the following contributions:
•

We propose to model network traffic as
signals and noise data, interpreting high-
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ly correlated components as significant
network activities (in this case, malicious
activities).
•

It is possible to identify malicious activities in honeypot network flow datasets
without any previous information or attack signatures by applying model order
selection schemes.

•

We adapt RADOI to successfully identify
the main attacks contained in the simulation data set, efficiently distinguishing
outstanding malicious activities from
noise such as backscatter and broadcast
packets.

•

A technique to distribute RADOI computation across a cluster of worker nodes
that may consists of the honeypot nodes
themselves, allowing for a significative increase in efficiency and scalability of our
malicious activity detection system.

While blind malicious detection schemes in
the literature [12], [11] require human inspection
to detect malicious activities. In this paper,
we obtain a blind automatic detection method
without the need of any human intervention
by using model order selection schemes. More
generally, our method is an intrusion detection
system which does not require previous
knowledge of attack signatures and might find
interesting applications in contexts other than
honeypot systems.
According to recent results [15], it is possible
to obtain high efficiency in distributed network
data colelction and processing in the MapReduce
framework by having each node running a network
sensor process its own collected data. Our results
show that model order selection (specifically
RADOI) can be applied in such scenario, where
each honeypot node processes its collected
data, which is subsequently aggregated in order
to obtain final comprehensive detection results.
Hence, our method is an efficient and scalable
alternative for high traffic load distributed
honeypot scenarios.

Roadmap. The remainder of this paper is
organized as follows. In Section II, we define
the notation used in this paper. In Section III,
we formally introduce the concept of honeypots,
discuss classical analysis methods and present
an analysis of related work on PCA based
methods for honeypot data analysis. In Section
IV, we describe the dataset preprocessing
method through which we transform the data
before Model Order Selection (MOS). In Section
V, we introduce classical MOS and also stateof-the-art schemes and propose our analysis
method based on RADOI. In Section VI, we
evaluate several MOS schemes in experiments
with real data, presenting experimental results
which attest the validity of our approach. In
Section VII, we finally conclude with a summary
of our results and direction for future research..

II. Notation
Throughout the paper scalars are denoted by
, vectors by loweritalic letters
case bold-face letters (a, b) and matrices by
. Lower-order parts are
bold-face capitals
consistently named: the (i, k)-element of the
. We denote by diag( )
matrix is denoted as
the diagonal vector of a matrix . The element.
wise productorial of vectors is denoted by
Concatenation between two elements α and b is
denote by α|b.
We use the superscripts T and -1 for transposition and matrix inversion, respectively.

III. Related Works
In this section, we introduce the concept
of honeypot systems and discuss the several
methods used for obtain and analysing data
in such systems. Special attention is given to
methods based on principal component analysis,
which are the focus of our results.
A honeypot is generally defined as an
information system resource whose value lies in
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unauthorized or illicit use of that resource [2],
although various definitions exist for specific
cases and applications. Honeypot systems are
designed to attract the attention of malicious
users in order to be actively targeted and
probed by potential attackers, differently from
intrusion detection systems (IDS) or firewalls,
which protect the network against adversaries.
Generally, network honeypot systems contain
certain vulnerabilities and services which
are commonly targeted by automated attack
methods and malicious users, capturing data
and logs regarding the attacks directed at them.
Data collected at honeypot systems, such as
traffic captures and operating system logs, is
analyzed in order to gain information about
attack techniques, general threat tendencies and
exploits. It is assumed that traffic and activities
directed at such systems are malicious, since they
have no production value nor run any legitimate
service accessed by regular users. Because of this
characteristic (inherent to honeypot systems) the
amount of data captured is significantly reduced
in comparison to network IDSs which capture
and analyze as much network traffic as possible.
Network honeypot systems are generally divided into two categories depending on their level of interaction with potential attackers: Low and
High interaction honeypots. Being the simplest of
network honeypots, the Low Interaction variant
simply emulates specific operating systems TCP/
IP protocol stacks and common network services,
aiming at deceiving malicious users and automated attack tools [16]. Moreover, this type of
honeypot has limited interaction with other hosts
in the network, reducing the risks of compromising network security as a whole if an attacker
successfully bypasses the isolation mechanisms
implemented in the emulated services. High interaction honeypots are increasingly complex,
running real operating systems and full implementations of common services with which a malicious user may fully interact inside sandboxes
and isolation mechanisms in general. This type
of honeypot captures more details concerning
the malicious activities performed by an attacker,
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enabling analysis systems to exactly determine
the vulnerabilities which were exploited, the attack techniques utilized and the malicious code
executed.
Depending on the type of honeypot system
deployed and the specific network set up,
honeypots prove effective for a series of
applications. Since those systems concentrate
and attract malicious traffic, they can be used
as decoys for slowing down or completely
rendering ineffective automated attacks, as
network intrusion detection systems and as a
data source for identifying emergent threats and
tendencies in the received malicious activity [3].
In the present work, we focus on identifying the
principal malicious activities performed against a
low interaction network honeypot system. Such a
method for malicious activity identification may
be applied in different scenarios, e.g. network
intrusion detection.
A. Data Collection
Among other logs which may provide
interesting information about an attacker's
action, low interaction honeypots usually collect
information regarding the network connections
originated and directed at them, outputting
network flow logs. These log files represent the
basic elements which describe a connection,
namely: timestamp, protocol, connection
status (starting or ending), source IP, source
port, destination IP and destination port. The
following line illustrates the traffic log format
of a popular low interaction honeypot system
implementation [17]:

It is possible to extract diverse information from
this type of log while reducing the size of the
analysis dataset in comparison to raw packet
captures, which contain each packet sent or
received by the monitored node. Furthermore,
such information may be easily extracted from
regular traffic capture files by aggregating
packets which belong to the same connection,
obtained the afore mentioned network flows
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B. Data Analysis Methods
Various methods for honeypot data analysis
with different objectives have been developed in
order to accompany the increasing size of current
honeypot systems, which are being deployed in
progressively larger settings, comprising several
different nodes and entire honeynets (networks
of decoy hosts) distributed among different sites
[6]. Most of the proposed analysis techniques
are focused on processing traffic captures and
malicious artefacts (e.g. exploit binaries and
files) collected at the honeypot hosts [7]. Packet
capture files, from which it is possible to extract
network flow information (representing network
traffic received and originated at the honeypot),
provide both statistical data on threats and the
necessary data for identifying intrusion attempts
and attacks [18].
Classical methods for analysis of honeypot
network traffic capture files rely on traffic
pattern identification through file parsing with
standard Unix tools and custom made scripts
[16]. Basically, these methods consist of direct
analysis of plain-text data or transferring the
collected data to databases, where relevant
statistical information is then extracted with
custom queries. Such methods are commonly
applied for obtaining aggregate data regarding
traffic, but may prove inefficient for large volumes
of data. Recently, distributed methods based
on cloud infrastructure have been proposed
for traffic data aggregation and analysis [19],
efficiently delivering the aggregated traffic
information needed as input for further analysis
by other techniques.
In order to extract relevant information
from sheer quantities of logs and collected
data, data mining methods are applied to
honeypot data analysis, specifically looking for
abnormal activity and discovery of tendencies
detection among regular traffic (i.e. noise). The
clustering algorithm DBSCAN is applied in [9] to
group packets captured in a honeypot system,
distinguishing malicious traffic from normal
traffic. Multiple series data mining is used to
analyze aggregated network flow data in [8] in

order to identify abnormal traffic features and
anomalies in large scale environments. However,
both methods require previous collection of
large volumes of data and do not efficiently
extract relevant statistics regarding the attacks
targeting the honeypot with adequate accuracy.
A network flow analysis method based on
the MapReduce cloud computing framework
and capable of handling large volumes of data
was proposed in [19] as a scalable alternative
to traditional traffic analysis techniques. Large
improvements in flow statistics computation
time are achieved by this solution, since it
distributes both processing loads and storage
space. The proposed method is easily scalable,
achieving the throughput needed to efficiently
handle the sheer volumes of data collected in
current networks (or honeypots), which present
increasingly high traffic loads.This method may
be applied to honeypot data analysis, providing
general statistical data on the attack trends and
types of threats.
C. Methods based on Principal Component
Analysis
Several honeypot data analysis methods have
been proposed in current literature, among
them are principal component analysis (PCA)
based techniques [12], [11]. Such methods
aim at characterizing the type and number of
malicious activities present in network traffic
collected at honeypots through the statistical
properties and distribution of the data. They are
based on the fact that attack traffic patterns are
more correlated than regular traffic, much like
principal components in signal measurements.
The first step of PCA is the estimation of the
number of principal components. For this task,
model order selection (MOS) schemes can be
applied to identify significant malicious activities
(represented by principal components) in traffic
captures. Automatic MOS techniques are crucial
to identify the number of the afore mentioned
principal components in large network traffic
datasets, this number being the model order of
the dataset.
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Basically, the model order of a dataset is
estimated as the number of main uncorrelated
components with energy significantly higher
than the rest of components. In other words, the
model order can be characterized by a power gap
between the main components. In the context
of network traffic, the principal components are
represented by outstanding network activities,
such as highly correlated network connections
which have, for example, the same destination
port. In this case, the principal components
represent the outstanding groups of malicious
activities or attacks directed at the honeypot
system and the model order represents the
number of such attacks. The efficacy and
efficiency of PCA based methods depend on the
MOS schemes adopted, since each scheme has
different probabilities of detection for different
kinds of data (depending on the kind of noise
and statistical distribution of the data itself) [14].
A method for characterizing malicious activities in honeypot traffic data through principal
component analysis techniques was introduced
in [11]. This method consists in mainly two
steps, dataset preprocessing and visual inspection of the eigenvalues profile of the covariance
matrix of the preprocessed honeypot traffic
samples in order to obtain the number of principal components (which indicate the outstanding groups of malicious activities), i.e. the model
order. First, raw traffic captures are parsed in
order to obtain network flows consisting of the
basic IP flow data, namely the five-tuple containing the key fields: source address, destination address, source port, destination port, and
protocol type. Packets received or sent during a
given time slot (300 seconds in the presented
experiments) which have the same key field values are grouped together in order to form these
network flows. The preprocessing step includes
further aggregation of network flow data, obtaining what the authors define as activity flows,
which consist of combining the newly generated
flows based upon the source IP address of the
attacker with a maximum of sixty minutes interarrival time between basic connection flows. In
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the principal component analysis step, the preprocessed data is denoted by the p-dimensional
vector
representing the network
flow data for each time slot. First, the network
flow data obtained after the preprocessing is
transformed into zero mean and unitary variance with the following equation:

(1)
, where is the sample mean and
for
is the sample variance for . Then the sample
correlation matrix of C is obtained with the
following expression:

(2)

After obtaining the eigenvalues of the basic
network flow dataset correlation matrix R , the
number of principal components is obtained
via visual inspection of the screen plot of
eigenvalues in descending order. The estimation
of the model order by visual inspection is
performed by following subjective criteria such
as considering only the eigenvalues greater than
one and visually identifying a large gap between
two consecutive eigenvalues.
The same authors proposed another method based on the same PCA technique and the
equations described above for detecting new
attacks in low-interaction honeypot traffic [12].
In the proposed model new observations are
projected onto the residuals space of the least
significant components and their distances
from the k-dimensional hyperspace defined by
the PCA model are measured using the square
prediction error (SPE) statistic. A higher value
of SPE indicates that the new observation represents a new direction that has not been captured by the PCA model of attacks seen in the
historical honeypot traffic. As in the previous
model, the model order of the preprocessed
dataset is estimated through different criteria,
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including visual inspection of the eigenvalues
screen plot.
Even though those methods are computationally efficient, they are extremely prone to
error, since the model order selection schemes
(through which the principal components are
determined) are based on subjective parameters
which require visual inspection and human intervention. Apart from introducing uncertainties
and errors, the requirement for human intervention also makes it impossible to implement such
methods as an independent automatic analysis
system. Thus these PCA based analysis methods
are impractical for large networks, where the volume of collected data is continuously growing.
Moreover, the uncertainty introduced by subjective human assistance is unacceptable, since it
may generate a significant number of false positive detections.

IV. Applying Model Order Selection
Honeypot Data Analysis

to

Our method for MOS based honeypot data
analysis bascially consists in applying state
of the art MOS schemes to identify principal
components of pre-processed aggregated
network flow datasets. Each principal component
represents a malicious activity and the number
of such principal components (obtained through
MOS) represents the number of malicious
activities. In case this number is equal to zero,
no malicious activity is present and in case it is
greater than zero, there is malicious activity.
Our objective in this paper is to automatically
estimate the number of principal components
(i.e. model order) of network flow datasets
collected by honeypots. In this section, we
introduce our method in details and the steps
of data pre-processing necessary before model
order selection is performed on the final dataset.
It has been observed that the traffic generated
by outstanding malicious activities targeting
honeypot systems has significantly higher
volumes than regular traffic and is also highly

correlated, being distinguishable from random
traffic and background noise [11]. Due to these
characteristics it is viable to apply model order
selection schemes to identify the number of
principal components which represent malicious
activities in network traffic captured by honeypot
systems. Assuming that all traffic directed to
network honeypot systems is malicious (i.e.
generated by attempts of intrusion or malicious
activities), outstanding highly correlated traffic
patterns indicate individual malicious activities.
Hence, each principal component detected in a
dataset containing information on the network
traffic represents an individual malicious activity.
Analysing such principal components is an
efficient way to estimate the number of different
hostile activities targeting the honeypot system
and characterizing them.
In order to estimate the number of principal
components (i.e. malicious activities) the
application of model order selection schemes
arises naturally as an efficient method. After an
appropriate preprocessing of the raw network
traffic capture data, it is possible to estimate
the model order of the dataset thus obtaining
the number of malicious activities. The
preprocessing is necessary in order to aggregate
similar connections and network flows generated
by a given malicious activity. It is observed that,
after applying the preprocessing described in
the previous section, groups of network flows
pertaining to the same activity (e.g. groups
which represent connections to and from the
destination and source ports, respectively)
have high correlated traffic profiles, yielding
only one principal component. Thus, hostile
activities which generate multiple connections
are correctly detected as a single activity and not
several different events.
Our method consists in applying RADOI
with noise pre-whitening, a state-of-the-art
automatic model order selection scheme
based on the eigenvalues profile of the noise
covariance matrix, to network flow datasets after
preprocessing the data with the aggregation
method described in the next sub-section.
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RADOI with noise pre-whitening was determined
to be the most efficient method for performing
model order selection of this type of datasets
through experiments with real honeypot data
where several classical and state-of-the-art MOS
schemes were evaluated (refer to Section VII for
the results).
Since it is generally assumed that all traffic
received by network honeypot systems is
malicious, the model order obtained reflects the
number of significant malicious activities present
in the collected traffic, which are characterized
by highly correlated and outstanding traffic.
In our approach, the model order d obtained
after applying the MOS scheme is considered
as the number of malicious activities detected
and the d highest dataset covariance matrix
eigenvalues obtained represent the detected
malicious activities. Further analysis of these
eigenvalues enables other algorithms or analysts
to determine exactly which ports were targeted
by the detected attacks [12].
A. Data Pre-Processing Model
Before performing model order selection on
the collected dataset it is necessary to transform
it in order to obtain aggregate network flow data
which represents the total connections per port
and transport layer protocol. The proposed preprocessing method considers an input of network
flow data extracted directly from log files generated by specific honeypot implementations (e.g.
honeyd [17]) or from previously parsed and aggregated raw packet capture data (such parsing
may be easily performed via existing methods
[11]). It is possible to efficiently implement this
preprocessing method based on a cloud infrastructure, providing nice scalability for large volumes of data [19]. Network flow data is defined
as lines which represent the basic IP connection
tuple for each connection originated or received
by the honeypot system, containing the following fields: time stamp, transport layer protocol,
connection status (starting or ending), source IP
address, source port, destination IP address and
destination port.
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First, the original dataset is divided into n time
slots according to the time stamp information
of each network flow (n is chosen according to
the selected time slot size). Subsequently the
total connections directed to each m destination
ports targeted during each time slot are summed
up. We consider that the total connections to a
certain destination port m during a certain time
slot n is represented as follows:
(3)
where
is the measured data in the
port,
is the component related to the
outstanding malicious activities and
is the noise component, mainly consisting of
random connections and broadcasts sent to port
m. Note that in case that no significant malicious
activity is present, the traffic is mostly composed
of port scans, broadcasts and other random
non-malicious network activities, for instance.
Therefore, the noise presentation fits well in (3).
In the matrix form, we can rewrite (3) as
(4)
Where
is the total number of connections directed to ports during time slots.
Particularly, if a certain port
has not been
targeted by outstanding malicious activities,
the
line of
is fulled with zeros. On the
other hand, if a certain
host is responsible
for a malicious activity resulting in connections
to
ports, these ports have a malicious traffic
highly correlated. Therefore, mathematically,
is given by
(5)

is a zero padding matrix, such
where
that the product by inserts zero lines in the
ports without significant malicious activities. The
total number of hosts with malicious traffic is
represented by d. In an extreme case, when each
line of has very high correlation, the rank of
is 1. Therefore, the rank of
is d which is also
known in the literature as model order or the to-
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tal number of principal components, representing the total number of outstanding malicious
activities detected in the honeypot dataset.
In order to represent the correlated traffic of
the malicious traffic, we assume the following
model
(6)
where
represents totally uncorrelated
traffic and
is the correlation matrix
between the ports. Note that if the correlation is
not extremely high, the model order represents
the sum of the number of uncorrelated malicious
activities of all hosts which interacted with the
honeypot environment. Therefore, the model
order is at least equal to the total number of
malicious hosts.
The correlation matrix of
computed as

defined in (4) is

(7)
where

is the expected value operator and
is valid for zero mean white
noise, where
is the variance of the noise
samples in (3). Note that we assume that
the network flows generated by outstanding
malicious activities are uncorrelated with the
rest of traffic.

V. Model Order Selection Schemes
Several model order selection schemes exist,
each of them with different characteristics
which may affect their efficacy when applied to
network traffic data. In this section, we present
an overview of model order selection schemes
and propose the necessary modifications in
order to apply those schemes to malicious
activity identification in honeypot data.
Usually, model order selection techniques
are evaluated by comparing the Probability of
Correct Detection or PoD (i.e. the probability
of correctly detecting the number of principal
components of a given dataset) of each technique

for the type of data that is being analysed, since
the different statistical distributions, noise and
characteristics of specific datasets may alter
the functioning and accuracy of different MOS
schemes [14]. In other words, it is necessary to
evaluate different MOS schemes with different
characteristics in order to determine which MOS
scheme is better suited for detecting malicious
activities in honeypot network flow data. In this
sense, we propose methods based on different
schemes and evaluate them in the experiments
presented in the next section.
In Subsection V-A, we show a brief review
of the
Akaike's Information Criterion (AIC)
[20], [13] and
Minimum Description Length
(MDL) [20], [13], which are classical MOS
methods, serving as a standard for comparing
and evaluating novel MOS techniques and
applications. Since RADOI [21] is one of the most
robust model order selection schemes mainly
for scenarios with colored noise, we propose
the RADOI together with a noise prewhitening
scheme in Subsection V-B.
Considering data preprocessed with the
procedures described in the previous section,
our method proceeds to performing model
order selection of the dataset obtained. Similarly
to [11], we also apply the zero mean in the
measured sample. Therefore,
(8)
where the vector
has all temporal samples of network flows directed to the port
is the mean value, and
contains the zero
mean temporal samples. Such procedure is applied for each group of network flows directed to
a single port in order to obtain
. By applying
(8), the assumption that the samples have zero
mean is fulfilled.
The techniques shown here are based on
the eigenvalues profile of the noise covariance
matrix
. Since the covariance matrix is not
available, we can estimate it by using samples
of the traffic. Therefore, we can approximate the
covariance matrix to the following expression
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(9)
where
is an estimate of
. In contrast to [11],
we do not apply the unitary variance reviewed
in (1), since the variance, which is the power of
the components, is an useful information for the
adopted model order selection schemes.
The eigenvalue decomposition of

is given by
(10)

samples containing only noise traffic are
collected. Such noise samples can be obtained
from
ports where no significant malicious
activities are observed. In practice, we can
ports with lowest traffic rates (i.e.
select the
ports which received an insignificant number
connections during the time span observed, for
example, less than 1 connection per minute).
By using the noise samples, we compute an
estimate of the noise correlation matrix

where

is a diagonal matrix with the eigenvalues
with
and the matrix
has the eigenvectors. However, for our model
order selection schemes, only the eigenvalues
are necessary.
A. 1-D AIC and 1-D MDL
In AIC, MDL and Efficient Detection Criterion
(EDC) [22], the information criterion is a function
of the geometric mean,
, and arithmetic
mean,
, of the smallest eigenvalues of (10)
respectively, and is a candidate value for the
model order .
In [23], we have shown modifications of AIC
and MDL for the case that
, which we
have denoted by
and
. These
techniques can be written in the following
general form

(12)
contains the zero mean noise
where
,
samples computed similarly as in (8). With
the noise prewhitening matrix can be computed
by applying the Cholesky decomposition
(13)
is full rank.

where

The noise prewhitening of

B. RADOI with Noise Prewhitening
The RADOI model order selection scheme is
an empirical approach [21]. Here we propose to
incorporate the noise prewhitening to the RADOI
scheme in order to improve its performance.
In order to apply the noise prewhitening, first

is given by
(14)

of the
We compute the eigenvalues
and we apply them on
covariance matrix of
the RADOI cost function, which is given by
where

(15)
(16)

(11)
represents an estimate of the model
where
order . The penalty functions for
and
are given by
and
respectively. Accor
ding to [13]
, while according to
[23], we should use
, and
.
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where

and

is given by

(17)

In [21], it is shown that RADOI outperforms
the Gerschgoerin disk estimator (GDE) criterion
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[25] in the presence of colored noise, while its
performance in the presence of white noise is
similar to the GDE criterion.

VI. Improving Performance
in Parallel Environments
The previous pre-processing and MOS
analysis methods are fit for small and medium
sized environments with few honeypot systems
collecting data and consequently generating
moderate quantities of network flow data
for subsequent analysis. However, in current
enterprise network environments, it is often
necessary to set up many honeypot systems
distributed across different network portions
in order to capture all relevant activities. In
such an environment, the quantities of data
generated may increase exponentially and
overwhelm centralized data analysis solutions.
In order to construct a scalable honeypot data
analysis system, a promising approach consists
in applying parallel processing techniques that
distribute data analysis across several computer
nodes that concurrently perform the necessary
computation, thus increasing system velocity
and capacity.
A trivial method to parallelize our techniques
consists in aggregating the data collected by
different honeypot systems at a central location
and then distributing slices of data to individual
computer nodes, that then run our analysis
algorithms (pre-processing and MOS schemes)
on their assigned data. The results are then
aggregated at a central node. An analogous
alternative is simply using parallel algorithms to
compute the pre-processing and MOS scheme
operations on the centralized data, distributing
the computation (as opposed to data) to the
computer nodes in a cluster. However, both
of these direct approaches have a common
shortcoming. In both cases, it is necessary to
first transfer vast amounts of data to a central
location in the network in order to start the
analysis and then redistributed this data to the

cluster nodes, which adds a huge communication
overhead to the overall solution while degrading
performance. Formally, we consider that the
honeypots
total quantity of data collected by
in the network is given by:
(18)
is the data matrix of the
node. In
where
node transmits its
by
this approach, the
data matrix
to the central node. Therefore, a
is foreseen. Note that
data overhead of
. The central node then computes the
usually
eigenvalues of the sample covariance matrix .
Fortunately, it is possible to build on
characteristics of our data model and the
underlying MOS schemes to perform distributed
analysis of the collected data without having to
transfer it between different nodes. We propose
instead an architecture where each node locally
computes the eigenvalue decomposition of the
sample covariance matrix corresponding to its
locally collected data. The nodes then transmit
only the diagonal vector of the resulting eigenvalue
matrix to a central node, which aggregates the
individual eigenvalue and estimate the model
order of the full datatset employing global
eigenvalue techniques [26], [23], [27]. A similar
approach for locally processing network data in
collection nodes is also presented in [15], where
the authors adapt the MapReduce framework to
enable nodes to perform local computation on
their local data and then aggregate the result,
instead of transfering data to a central local
that then redistributes it to the worker nodes.
Apart from improving network performance, this
technique also results in a larger gap between
eigenvalues, increasing overall probability of
detection, making it more efficient in detecting
attacks and less prone to false negatives.
This method is formalized as follows. We consider a scenario where nodes are continuously
as decollecting traffic and generating
scribed in Section IV-A. After a certain number
of collection time slots, the total data collected by
the nodes consists in data matrices
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. In the end of the collection period
for
of
time slots, each
node then computes
the sample covariance matrix
for its locally
collected data . Notice that, at this point, the
trivial next step would be for each
node to
simply send its sample covariance matrix
to
a central node that would perform the remaining
steps in estimating the model order.

(19)
where
is the sample covariance matrix of .
In this case, since the sample covariance matrix
is transmitted the data overhead is
.
Note that mathematically we obtain the same
eigenvalues via (18) or via (19). Therefore, (19)
should be preferentially used due to the reduced
overhead. On the other hand, we avoid the excessive data transfers by requiring that each
node computes the eigenvalue decomposition
of
, obtaining the eigenvalue matrix
. Finally, each node transfers only the diagonal eigenvalue vector
, instead of the complete
sample covariance matrix
. The central node
then aggregates each individual eigenvalue vector
into a global eigenvalues vector
,
which is used to estimate model order through
RADOI.
is obtained as follows:
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mitted data is the same. In practice, it means
that the local resolution of each sensor does not
affect the total quantity of data that needs to be
transmitted for the central node for analysis.

VII. Simulations
In this section, we describe a series of experiments that were performed in order to validate
our proposed scheme for detection of malicious
activities in honeypot network traffic. Throughout this section we consider a dataset collected
at a large real world honeypot installation. First,
in Subsection VII-B, we manually determine the
number of attacks in the experimental dataset
and then analyse the data preprocessing model. In Subsection VII-C, we compare the performance of several model order selection schemes
presented in Section V, determining that RADOI
with zero mean and noise pre-whitening is the
most efficient and accurate method for analysing such data.

(20)

A. Experimental Environment
In the experiments presented in this section
we consider a dataset containing network flow
information collected by a large real world
honeyd virtual network honeypot installation.
The reader is referred to [14], [13] in order to
check the performance of the MOS schemes for
simulated data. Extensive simulation campaigns
are performed in [14], [13].

Notice that in this approach, each node is only
required to transfer vectors of
real numbers
representing the eigenvalues. If the full data matrix or the local sample covariance matrix were
transmitted, it would be necessary to transfer
or
real number values, respectively.
This represents a factor
or a factor decrease
in the total size of transmitted data, in comparison to transmitting the full data matrix or the
local sample covariance matrix, respectively. Notice that even if N increases, meaning that the
resolution is increased with more samples being
taken for each time period, the size of the trans-

Honeyd is a popular framework which implements virtual low interaction honeypots simulating virtual computer systems at the network
level [17]. The simulated information system
resources appear to run on unallocated network addresses, thus avoiding being accessed
by legitimate users. In order to deceive network
fingerprinting tools and honeypot evasion methods, honeyd simulates the networking protocol
stack of different operating systems. It is also
capable of providing arbitrary network services
and routing topologies for an arbitrary number
of virtual systems.
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Among other monitoring and management related data, honeyd automatically generates network activity logs in the form of network flow data
as described in Section III-A. A dataset comprised
of such network flow logs is analysed in the following experiments. For experimental purposes,
the data preprocessing model and the different
model order selection schemes were numerically
implemented, providing accurate results. However, the issues of efficiency [28], [29] and scalability [19] for large volumes of data are not addressed, which is left as subject for future works.

Figure 1: Traffic over
different ports vs
time slots. Each
time slot spans 10 minutes. The total amount of
ports and
the total amount of time slots are 29 and 37, respectively.

B. Data model fitting based on collected data
It is necessary to manually analyse the experimental dataset in order to obtain an accurate estimate of the number of attacks that it contains.
Notice that this manual analysis is not part of
the proposed method, which is completely automatic. The results obtained in this analysis are
merely utilized as a reference value to be compared with the results obtained by the different
MOS schemes in the process of validating our
automatic results.
Besides the number of connections per port,
this manual analysis takes into consideration
common knowledge on which services are mostly targeted in such attacks. First, we are interested in obtaining summarized information on
the total number of connections per port. Thus,
we evaluate our proposed data preprocessing
model, obtaining a preprocessed summarized
dataset from the original network flow data.

A time slot of 10 minutes is considered,
with data collection starting at at 2007-08-0213:51:59 and spanning approximately 370 minutes (or 37 slots). During the data collection period considered, network activities targeting 29
different TCP and UDP ports were observed, thus
yielding a preprocessed data matrix
different ports and
time
with
slots, representing the total number of connecports
tions directed to or originated from the
time slots. In Fig. 1, the
during each of the
preprocessed data matrix is depicted, providing graphical information on the traffic profiles.
Although it is not possible to distinguish all
curves, notice that some ports have outstandingly higher traffic while the traffic profile pertaining to the rest of the ports are close to zero,
behaving akin to noise. Thus, we show that some
traffic profile curves are significantly higher than
others due to the attacks directed at them. Once
again note that this is not part of the blind automatic method proposed, serving only as a reference for our experiments.
According to Fig. 1, the traffic profiles of
some ports clearly indicate malicious activities
and attacks. By manually analysing the collected
network flow data and visually inspecting the
traffic plot, it is possible to determine that a
threshold of more than an average of 100 connections per 10 minutes time slots to a certain
port during the observed time span indicates
malicious activities. Traffic profiles of less than
an average of 100 connections per 10 minutes
to a given port (or 0.17 connections per second) are considerably less than the number of
connections to the highly attacked ports, being
considered noise and not indicating significant
malicious activities. Therefore, we conclude that
outstanding malicious activities are observed on
, that in Fig. 1 respecports
tively correspond to the following ports: TCP
1080, TCP 445, TCP 1433, TCP 135, TCP 8555,
TCP 23293, and TCP 17850.
Further analysis of the traffic profile of each
port indicates that the pair of ports TCP 135 and
TCP 23293 are destination and source ports for
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the same connections respectively. Therefore,
their traffic profiles are almost identical, i.e.,
highly correlated. The ports TCP 445 and TCP
8555 are also destination and source ports for
a certain group of connections, as well as the
ports TCP 1433 and TCP 17850. The destination
ports of the pairs described before along with
TCP port 1080 are typically opened by commonly probed and attacked services, which explains
the intense activity observed and confirms the
hypothesis that the traffic directed to those
ports actually represents malicious activities.
Although a high level of network activity is
observed in 7 different ports, 3 pairs have very
highly correlated patterns and for this reason
can be considered as only 3 main components
(representing 3 different significant malicious
activities which, in this case, are easily
identifiable as attacks to services commonly
present in popular operating systems and
network equipment). Hence, given the traffic
profile in Fig. 1 we conclude that the model order
for the dataset being analysed in the following
experiments is equal to 4, since it is the number
of malicious activities or attacks identified after
manually analysing network data.
In Fig. 2, the traffic profile of all ports which
received or originated less than an average of
100 connections per time slot is depicted. Notice
that, once again, it is not possible to distinguish
the traffic profiles but this figure clearly shows
that traffic not generated by attacks behaves like
random noise. Thus, the traffic in those ports
is considered noise (generated by broadcast
messages, faulty applications and other random
causes) and we consider, therefore, that it
does not characterize malicious activities. This
analysis is not part of the method proposed,
serving only as reference for analysing our
experiments.
Based on the data model presented in Section
IV, the data shown in Fig. 2 is that of the noise
.
components represented by matrix
and m= 1, 2, 7, 8, 12, 15,
Note that since
described
20 , the zero padding matrix
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in (5) which indicates the ports with outstanding
malicious activities has

only for the

following values of (i, k) = {(1,1), (2,2) (7,3),
(8,4), (12,5), (15,6) (20,7)}, otherwise,

.

Figure 2: Noise traffic over
ports vs
time slots
(
and
). This traffic profile represents
noise which does not indicate significant malicious
activities.

We now compute the eigenvalues of the covariance matrix of obtained from the preprocessed
dataset depicted in Fig. 1 and the eigenvalues
of the covariance matrix of obtained from the
noise only components of the preprocessed dataset depicted in Fig. 2. The eigenvalue profiles
of the covariance matrices obtained from the full
preprocessed dataset and the noise only components of are depicted in Fig. 3 and in Fig. 4, respectively. Comparing both eigenvalues profiles
in log scale, the eigenvalues in Fig. 4 which do
not represent malicious activities fit much better
to the linear curve than the eigenvalues which
indicate outstanding malicious activities.1 In addition, by visual inspection, it is possible to estimate the model order in the malicious traffic in
Fig. 3, which is clearly equal to 4 (as indicated
by the break up in the linear eigenvalues profile,
which behaves as a super-exponential profile).

1 The exponential profile of the noise eigenvalues is a characteristic
already observed in the literature.[30], [31], [23]
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Figure 3: Malicious activity traffic plus noise eigenvalues
profile compared to the linear fit. Plot of the logarithm base
vs the index of the eigenvalues.
10 of the eigenvalues
. The
The total of eigenvalues is
covariance matrix is computed via obtained from the
complete preprocessed dataset shown in Fig. 1.

After analysing the eigenvalue profile in Fig
3, the raw collected honeypot network activity
logs and the traffic profiles obtained in the
preprocessed dataset it is possible to consistently
estimate the model order as 4. While the traffic
profile and the network activity logs indicate a
high level of network activity in certain ports,
further analysis of the collected data confirms
that the connections to such ports pertain to
4 significant malicious activities, since the 4
destination ports targeted are typically used
by commonly probed and attacked services.
Furthermore, the break up in the eigenvalue
profile of the covariance matrix obtained from
the full preprocessed dataset also indicates that
the model order is 4. Therefore, we conclude
that the model order of the dataset used for the
experiments proposed in this section is equal to
4, and consider this value as the correct model
order for evaluating the accuracy of the several
MOS schemes tested in the remainder of this
section.
As shown in this subsection, it may be
possible to estimate the model order by visual
inspection, manually determining the amount of
malicious activities present in the dataset. Note
that it was necessary to correlate raw collected
network data, traffic profiles and information on
common attacks in order to verify the correctness
of the estimated model order. However, by visual
inspection, the model order estimation becomes

subjective, i.e., the model order of a same
eigenvalue profile may vary for each person
who inspects it, introducing an unacceptable
uncertainty in the malicious activity identification
process. Since the PoD of human dependent MOS
schemes varies uncontrollably, it is impossible
to guarantee a minimal probability of correctly
detecting attacks and an average false positive
percentage. Moreover, for real time applications
and scenarios involving large quantities of data,
it is necessary to employ an automatic scheme
to estimate the model order.

Figure 4: Noise only eigenvalues profile compared to the
linear fit. The total of eigenvalues is
. The covariance matrix is computed via obtained from the
noise only preprocessed dataset shown in Fig. 2.

C. Model order selection on the preprocessed
dataset
In several scenarios it is not possible to visually
identify the malicious traffic. However, in our
data, this is possible. Therefore, in Section VII-B,
we estimate the amount of malicious traffic, i.e.,
the model order, through human intervention.
Once the model order is known for our measured
data from Section VII-B, we can apply our model
order selection schemes presented in Section V.
In this section, we verify the performance of these
model order selection schemes, determining that
RADOI with zero mean and noise pre-whitening
is the most efficient and accurate method for
analysing such data.
First, the zero mean zero mean is applied to
the preprocessed dataset according to (8). After
the application of zero mean (8) in the dataset
shown in Fig. 1, the total amount of connections
directed and originated from each port assumes
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negative values, which have no physical meaning
but affect the PoD of several MOS schemes. The
effect on the eigenvalues profile is almost insignificant when comparing the pure preprocessed
dataset to the dataset after the application of
zero mean. However, the accuracy of the model
order selection schemes may vary when the zero
mean is applied, even though it is insignificant
for visual inspection purposes.
Note that the eigenvalues profiles obtained
for the noise only and full dataset cases after
applying the zero mean have similar characteristics to the eigenvalues profiles obtained for
the preprocessed data before applying the zero
mean, in the sense that the eigenvalues which
do not represent malicious activities fit much
better to the linear curve than the eigenvalues
which indicate outstanding malicious activities.
Moreover, it is also possible to clearly estimate
the model order as 4 by visual inspection of the
signal plus noise eigenvalues profile after zero
mean.
Having preprocessed the original network
flow dataset, applied the zero mean in the noise
only dataset and applied the zero mean in the
full dataset, we now proceed to actually estimating the model order of the original dataset. In
order to evaluate each MOS scheme the model
orders of both the full dataset (containing both
noise and outstanding traffic) and the noise only
dataset are estimated. In these experiments we
estimate the model order using the following
MOS schemes: 1-D AIC [20], [13], 1-D MDL [20],
[13], efficient detection criterion (EDC) [22], Nadakuditi Edelman Model Order selection scheme
(NEMO) [24], Stein's unbiased risk estimate
(SURE) [32], RADOI [21] and KN [33].
Finally, the model order of the complete dataset after applying the zero mean is estimated,
yielding the results shown in Table I.
Table 1: Model order selection via the eigenvalues of the
covariance matrix of the signal plus noise samples.
AIC

MDL

EDC

SURE

RADOI

RADOI
w/ PKT

KN

NEMO

21

21

13

11

3

4

11

13

23

In Table I, note that RADOI with prewhitening returns the correct estimation of the model
order while the other MOS schemes fail. In other
words, RADOI correctly detects the number of
attacks in the analysed dataset. These results
validate our assumption that RADOI can successfully detect attacks in network traffic flow
data obtained in honeypot systems, since it correctly estimates the model order as the number
of attacks present in the dataset. Hence, we conclude that RADOI has the best performance in
real world honeypot network flow data analysis
via PCA.
D. Simulating the Parallel Processing Approach
In order to validate the approach for estimating the model order of the analysis dataset parallely as described in Section VI, simulation experiments were performed. These experiments
show that the threshold between eigenvalues increases as expected, while the total data transfer
dramatically decreases. In these experiments we
compare the global eigenvalues profile obtained
by the parallel method described in the previous
section with the eigenvalue profiles obtained by
three trivial approaches for distributed honeypot
data model order estimation. We consider a scenodes, model order
and
nario with
ports collected over
10
traffic to
minute time slots. The signal and noise samples
are i.i.d. zero mean Gaussian and the SNR is defined as
(21)
is the signal variance and
is the
where
noise variance. Figure 5 depicts the results
of our simulation. The first curve illustrates
the eigenvalue profile obtained by simply
concatenating the data obtained from different
nodes according to (18), the second curve
illustrates the eigenvalue profile that arises from
analysing the mean sample covariance matrix
obtained from the local sample covariance
matrix of each node according to (19), and the
third curve illustrates the eigenvalue profile
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obtained from the sample covariance matrix of
only one node.
Notice that the fourth curve, which represents
the global eigenvalues profile obtained according
to (19), displays a much more significant gap
between the signal and noise eigenvalues. The
gap in Figure 5 is significantly bigger than
the gap observed in Figure 3. Such a contrast
shows that, besides increasing performance and
scalability for large environments, our parallel
detection approach also improves the probability
of detection.

Figure 5: Comparison between global eigenvalues profile
and eigenvalue profiles from different approaches with K =
10 nodes, model order d = 3 and traffic to M = 29 ports
collected over NG = 37 10 minute time slots.

VIII. Conclusions
In this paper we present a blind automatic
method for detecting malicious activities and
attacks in network traffic flow data collected at
honeypot systems. First we propose a dataset
preprocessing model for network flow data
obtained by many honeypot systems and we
verify the validity of our approach through
simulation results with real log files collected at
a honeypot system in operation at the network
of a large banking institution. Several model
order selection methods are experimented with
the preprocessed simulation data, showing that
RADOI yields the best results for this type of
data.
The presented methods are further improved
by utilizing a model order selection parallelization

approach that distributes computational load
between nodes in a cluster. In this case, the raw
tcp flow data is distributed among cluster nodes,
which then locally apply the EVD to the sample
covariance matrix of their assigned portions of
data. The diagonal vector of the eigenvalues
matrix is transmitted to a central node where
the global eigenvalues are computed and the
model order is estimated based on RADOI. This
approach also allows for local data processing in
the data collection nodes, eliminating the need
for a dedicated cluster and increasing efficiency,
since only the obtained eigenvalues have to be
transmitted to a central node.
Honeypot traffic flow data behaves like
measurements in signal processing, in the
sense that if the traffic in honeypots does not
represent significant attacks, the eigenvalues
of the covariance matrix of the traffic samples
have an exponential profile, linear in log scale.
On the other hand, if connections are highly
correlated (indicating significant malicious
activities), a break appears in the exponential
curve of the eigenvalues profile of the traffic
samples covariance matrix. This break in the
exponential curve profile indicates the model
order which, in this case, represents the number
of significant malicious activities observed in
the honeypot data. The principal components
and eigenvalues obtained can also be further
analysed for identifying the exact attacks which
they represent depending on which ports they
are related to.
Since it does not require previous collection
of large quantities of data nor adaptive learning
periods, the solution proposed in the present
work is an interesting alternative to classical
honeypot data analysis methods, such as data
mining and artificial intelligence methods. Since
it is solely based on the correlation between
network flows, it is capable of automatically
detecting attacks in varying volumes of honeypot
traffic without depending on human intervention
or previous information. Thus, it eliminates the
need for attack signatures and complex rule
parsing mechanisms. As a future work, we point
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out further experimentation with other model
order selection schemes in order to obtain an
attack detection method that yields correct
results even when malicious activities are not
present in the analysed dataset (i.e. yield model
order equal to zero).
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Abstract - From an expert's standpoint, an Android phone is a large data repository
that can be stored either locally or remotely. Besides, its platform allows analysts to
acquire device data and evidence, collecting information about its owner and facts under
investigation. This way, by means of exploring and cross referencing that rich data source,
one can get information related to unlawful acts and its perpetrator. There are widespread
and well documented approaches to forensic examining mobile devices and computers.
Nevertheless, they are neither specific nor detailed enough to be conducted on Android
cell phones. These approaches are not totally adequate to examine modern smartphones,
since these devices have internal memories whose removal or mirroring procedures are
considered invasive and complex, due to difficulties in having direct hardware access. The
exam and analysis are not supported by forensic tools when having to deal with specific file
systems, such as YAFFS2 (Yet Another Flash File System). Furthermore, specific features
of each smartphone platform have to be considered prior to acquiring and analyzing its
data. In order to deal with those challenges, this paper proposes a method to perform data
acquisition and analysis of Android smartphones, regardless of version and manufacturer.
The proposed approach takes into account existing techniques of computer and cell
phone forensic examination, adapting them to specific Android characteristics, its data
storage structure, popular applications and the conditions under which the device was
sent to the forensic examiner. The method was defined in a broad manner, not naming
specific tools or techniques. Then, it was deployed into the examination of six Android
smartphones, which addressed different scenarios that an analyst might face, and was
validated to perform an entire evidence acquisition and analysis.
Keywords - forensic analysis, data acquisition, evidence analysis, cell phone, smartphone,
Android.
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I. Introduction
In 2011, the Android operating system has
exceeded the number of handsets sold in other
systems for smartphones [1]. According to
Gartner [2], the system has a wide acceptance
in the market, as it hit 52.5% of the worldwide
market share in the third quarter of the year. The
platform’s success may be due to being open
source and supporting the latest features and
applications available for this type of mobile
equipment. Given its ability to provide a large
number of features to the user, a smartphone
with the Android operating system can store
a significant amount of information about its
owner, being a source of evidence for facts
one wants to clarify or to obtain information to
support an investigation [3].
Unlike the data acquisition approach for
computer environments, when data can usually
be extracted in the same state they were found
and is preserved from the time of their seizure,
data extraction from smartphones typically
requires intervening on the device. Moreover,
given that they use embedded memories, whose
direct hardware access is delicate and complex,
sometimes there is a need to install applications
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or use tools directly on the device to proceed with
the stored data acquisition. Thus, the analyst
must have the expert knowledge required to
carry out forensic procedures on the device the
least intrusive manner as possible, controlling
the environment in order to avoid loss, alteration
or contamination of evidence data [4], which will
give reliability to the forensic procedure.

II. Brief History of Mobile Phones
The Figure 2 shows the evolution of cell
phones. Over the years, it demonstrates the
growing need for users to add more and more
information on those devices. It leads to the
moment experienced today with the advent of
smartphones, when Android devices play an
important role in the evolution of this technology.
The first cell phone prototype was developed
by Martin Cooper [5] and introduced by Motorola
in 1973. It was called DynaTAC 8000X, had
approximately 30 cm and weighed almost a
pound. It was only available for sale ten years
later, in 1983, for US$ 3,995.00. At that time,
it had a battery capable of one hour of talk time
and memory to store 30 telephone numbers [6].

Figure 1. Cell Phones evolution
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In 1993, IBM (Bell South) introduced the first
mobile phone with PDA features (Personal Data
Assistant), the “Simon Personal”. In 1996, Motorola presented its model "StarTac", with only 87
grams, which was a success because it had many
desirable features (calendar, contacts and caller
ID) and was a device with a distinctive aesthetic,
which led to a meaningful market success. Nokia
was successful with its phones which had an innovative design (candybar-style) at the end of
the 1990’s with the launch of the Nokia 6160
in 1998, weighing 170 grams, and the 8260 in
2000, with 96 grams [6]
The first mobile phone to have the Palm operating system was introduced by Kyocera in
2000, the model "QCP6035".
In 2002, it was presented by the American
company Danger Hiptop (T-Mobile Sidekick),
one of the first cell phones with a web browser,
e-mail and instant messaging [7]. In the same
year, the Research In Motion (RIM) company
launched the "BlackBerry 5810" with features of
electronic messaging, personal organizer, calendar and physical keyboard.
The following year, Nokia launched the "NGage," which was a mobile phone that also functioned as a handheld game console. Motorola
invested huge amounts in its cell phone design
and had even more success in its slim mobile
phone "RAZR V3" in 2004. The phone was considered very popular, since it was desired by
people who had different uses for the device [6].

the Android operating system to be marketed
was the "T-Mobile HTC G1" in 2008.
Since then, the industry-leading companies
have made large investments in the smartphone
platforms, boosting the market for mobile devices with more features that attract new users and
retain those already familiar with the technology.
With the release of the first Android smartphone,
the market has seen a healthy battle between
Apple devices (iPhone 3, 3GS, 4, 4S) and those
with operating systems from Google (Nexus,
Samsung Galaxy, Optimus LG, HTC Thunderbolt,
Motorola Atrix/Phonton , and so on). In recent
years, there has also been a great evolution in
cellular networks, like the current high-speed 4G
networks, providing more features to the users.
Without having success spreading their platforms, companies like Microsoft and Nokia united their efforts in 2011 to try to gain more space
in the smartphone market dominated by Apple
and Android [8]. Their Windows Phone (formerly
Windows CE) and Symbian operating systems
were being considered outdated.

III. Android Platform

In 2007, the Apple company caused a great
revolution in mobile phones by presenting the
"iPhone” model. Those devices had a great computing power, portability and design, featuring
today's standards, the so-called smartphones.

Android is an open operating system designed for use on mobile devices. The worldrenowned company, Google Inc. bought Android
Inc. in 2005, hiring Andy Rubin as director of
mobile platforms group [9]. On November 5th,
2007, the Open Handset Alliance (OHA), which
is a consortium of over 80 major companies in
the mobile market, such as Motorola, Samsung,
Sony Ericsson and LG, was founded and has invested and contributed to the Android platform
development. The source code for Android is released under the Apache License, Version 2.0.

In 2008, the Open Handset Alliance (OHA)
launched the mobile operating system Android.
It was a response of the leaders in mobile phone
market, such as Google, to Apple’s "iPhone". It
featured a platform as functional as the competitor’s, but, as it was based on an open system, it
was a cheaper alternative. The first phone with

The Android platform is basically composed
by the operating system, the SDK (Software Development Kit) and applications. The SDK is a
set of tools provided by Google that provides a
development environment for creating Android
compatible software. Android applications use
the Java programming language, which is wide-
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spread and accepted. For reasons that go beyond this paper, Google chose not to use the
standard Java platform, and picked the Dalvik
virtual machine (DVM - Dalvik Virtual Machine)
instead.
Currently, the Android operating system is
commercially available in 7 (seven) versions:
1.5 (cupcake), 1.6 (donut), 2.0/2.1 (eclair), 2.2
(Froyo), 2.3 (gingerbread), 3.0/3.1/3.2 (honeycomb - dedicated exclusively to the tablet PC
market) and 4.0 (Ice Cream Sandwich). The work
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presented in this paper shall not apply to the last
two versions, since the 3.x is not intended for
smartphones and the 4.0 was recently released.
The software stack is divided into four layers, including five different groups, as shown in
Figure 2.
The application layer consists of a basic set of
applications, such as the web browser, electronic mail client, SMS program, calendar, contacts,
map service, among others [10].

Figure 2. The components of the Android operating system [10]

The application framework provides an open
and standardized development environment
that allows, with the help of content providers and other services, the reuse of application
functions and features. The whole API (Application Program Interface) available to the primary
system is also available for application development, which provides developers with all available resources of the environment [10].

The libraries are written in C / C + + and invoked through a Java interface. The features
offered by libraries are accessed through the
application framework. Among the libraries
are the ones to manage windows (surface
manager), 2D and 3D media (codecs), and
SQLite database to the web browser WebKit
(used in Google Chrome and Apple Safari)
[11].

32 Acquisition and Analysis of Digital Evidence in Android Smartphones
The Android runtime environment has a set
of libraries that provide all the features available
in Java libraries on the operating system. These
libraries enhance their features as Android versions are released. The Dalvik virtual machine
works by interpreting and translating Java code
into a language understood by the OS. It was developed in order to run multiple VMs efficiently,
so that running binaries in Dalvik Executable format (.dex) could optimize memory usage [12].
The Linux 2.6 kernel is used by the Android
operating system. It acts as an abstraction layer
between the hardware and software stack and
is responsible for device process management
(driver model), memory management, network
management and system security [13].
Regarding the file system, currently most
of Android devices adopt YAFFS2 (Yet Another
Flash File System 2), which is a file system designed for flash memory and its peculiarities.
It is worth noting that the major forensic tools
available are not compatible with that file system, making it difficult to mount Android partitions and access data stored there. However, as
quoted by Andrew Hoog [14], in late 2010 it was
observed that some Android handsets were already using the EXT4 (Fourth Extended File System). There is a migration tendency to this file
system in order to support dual-core processor
and multiprocessing, and to use e-MMC memories, (Embedded MultiMediaCard), which already
work simulating block storage devices, that are
more robust, mature and have more commercial
acceptance.
The Android operating system uses the sandbox concept, where applications have reserved
areas, with isolated process execution environments and limited access to resources. This way,
applications cannot access areas that are not explicitly allowed [15]. However, access to features
may be authorized by the permissions set in the
"AndroidManifest.xml" file. At the time of application installation, that file tells the user what
resources will be used on the smartphone. He
can accept the installation of the application af-

ter being aware of the resources or simply refuse
the installation, if he does not agree with the features that the application wishes to access.
Another feature of the Android OS is the use
of the SQLite database, which is free and open
source. It is an easy to use relational database,
that stores in a single file the complete data object structure (tables, views, indexes, triggers)
[16]. Such database does not need any configurations and uses file system permissions to control access to its stored data.
One of the tools available in the Android SDK
is the Android Debug Bridge (ADB). It provides a
communication interface to an Android system
using a computer. When connected through this
interface, a computer is able to access a command shell, install or remove applications, read
log files, transfer files between the station and
the device, among other actions.
Access to system partitions is restricted to the
Android operating system. By default, users do
not have permission to access system reserved
areas. The system is shielded in order to prevent
malicious or poorly developed applications to affect the OS's stability and reliability. However, it
is possible to exploit a set of system or device
vulnerabilities to obtain super user (root) privileges. Thus, it is possible to use applications or
a shell that has full and unrestricted access to
the system. As a result, a forensic analyst can
make a mirror copy of all of the system partitions
as well as access files which were not accessible
by using Android conventional credentials. The
techniques vary depending on each Android version and may also depend on the device manufacturer and model. Moreover, those techniques
are often invasive and may even damage data
stored on the device, so they should be used
wisely.
The operating system has authentication
mechanisms that use passwords, tactile patterns
or biometric information. According to the NIST
guide on cell phones forensics [17], there are
three possible methods to unlock a device: investigative, software-based or hardware-based.
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Those can be applied to Android equipment depending on the seizure circumstances, device
model and system version.

IV. Data Acquisition Method for Android Smartphones

Given the characteristics described, in order to
conduct a forensic data extraction, besides having knowledge about the Android platform, an
analyst should evaluate the procedures to be adopted. For instance, there are scenarios in which
the phone may be turned on or off, have internal
or removable memory, be locked or unlocked,
have access through USB debug mode or not,
have some applications running that contain useful information for an investigation, and even may
have root privileges enabled. Thus, the analyst
must assess the correct procedures to be adopted
depending on the Android smartphone status.

Considering the Android platform’s unique
characteristics and different scenarios which
a forensic analyst may come across, a data
acquisition method is proposed and its workflow is shown in Figure 3. In the figure, different scenarios are presented, along with the
respective procedures that an analyst should
perform. By using the proposed method, a
forensic analyst may retrieve maximum information from the mobile device, so that the
evidence may be documented, preserved and
processed in the safest and least intrusive
manner as possible.

Figure 3. Workflow with the process of acquiring data from a smartphone with the Android operating system.
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A. Initial procedures for data preservation in
a smartphone
The Figure 4 illustrates the initial steps in data
acquisition and preservation in Android devices.
Upon receiving a smartphone, the forensic analyst must follow the procedures in order to preserve the data stored in the seized equipment.
So, he should check if the phone is turned on
or not. If the phone is powered off, one should
evaluate the possibility of extracting data from
its memory card. It should be pointed that some
Android phones have an internal memory card,
so it is not possible to remove it in order to copy
its data through the use of a standard USB card
reader. On the other hand, if it is feasible to detach the memory card, it should be removed and
duplicated to an analyst memory card to ensure
its preservation. To copy data from the memory
card, one may use the same approach used with
thumb drives. The forensic expert could use forensic tools to copy the data or even run a disk
dump and then generate the hash of the duplicate data. At the end of the process, the analyst's memory card holding the copy should be
returned to the device.
The next step is to isolate the telephone from
telecommunication networks. The ideal situation
is to use a room with physical isolation from electromagnetic signals. However, when one does
not have such an infrastructure, he should set
the smartphone to flight or offline mode. From
the moment the power is on, he must immedi-

ately configure it to such connectionless mode,
thus avoiding data transmission, receiving calls
or SMS (Short Message Service) after the equipment seizure time. If by any chance, before it is
isolated from the network, the phone receives an
incoming call, message, email or other information, the analyst should document and describe
it in his final report, which will be written after
the data extraction, examination and analysis
processes.
With the smartphone isolated from telecommunication networks, the forensic analyst
should check if the Android has been configured
to provide an authentication mechanism, such
as a password or tactile pattern. Afterwards, he
should carry out the procedures described in the
following sections, which depend on the access
control mechanism which is configured on the
device.
B. Smartphone without access control
The least complex situation that an examiner
may encounter is the one which the mobile is
not locked and is readily able to have its data
extracted. In this situation, one must first
extract data from memory cards, if they have not
been copied, and in case of removable memory
cards, reinstall into the device the cards that
have received the copies, preserving the original
ones. Data acquisition processes of Android
devices without access control are illustrated in
Figure 5.

Figure 4. Initial procedures in data acquisition and preservation in Android devices.
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Figure 5. teps of data acquisition of an Android smartphone without access control.

With the data from memory cards extracted
and properly preserved, the examiner should
check if the Android has super user privileges
enabled. The application called "Superuser" can
be installed to provide access to such privileges.
From the moment the analyst is faced with an
Android phone with super user privileges, he
can gain access to all data stored in the device
without any restrictions. By using the USB
debugging tool, ADB, present in the Android
SDK, one can connect to the device, access a
command shell with super user privileges and
make a copy of the system partitions stored in
its internal memory, as illustrated in Figure 6.
C:\Android\android-sdk\platform-tools>adb devices
List of devices attached
040140611301E014
device
C:\Android\android-sdk\platform-tools>adb -s 040140611301E014
shell
$ su su –
# mount | grep mtd
mount | grep mtd
/dev/block/mtdblock6 /system yaffs2 ro,relatime 0 0
/dev/block/mtdblock8 /data yaffs2 rw,nosuid,nodev,relatime 0 0
/dev/block/mtdblock7 /cache yaffs2 rw,nosuid,nodev,relatime 0 0
/dev/block/mtdblock5 /cdrom yaffs2 rw,relatime 0 0
/dev/block/mtdblock0 /pds yaffs2 rw,nosuid,nodev,relatime 0 0
# cat /proc/mtd
cat /proc/mtd
dev:
size
erasesize name
mtd0: 00180000 00020000 "pds"
mtd1: 00060000 00020000 "cid"
mtd2: 00060000 00020000 "misc"
mtd3: 00380000 00020000 "boot"
mtd4: 00480000 00020000 "recovery"
mtd5: 008c0000 00020000 "cdrom"
mtd6: 0afa0000 00020000 "system"
mtd7: 06a00000 00020000 "cache"
mtd8: 0c520000 00020000 "userdata"
mtd9: 00180000 00020000 "cust"
mtd10: 00200000 00020000 "kpanic"
# ls /dev/mtd/mtd*
ls /dev/mtd/mtd*
…
/dev/mtd/mtd6
/dev/mtd/mtd6ro
/dev/mtd/mtd7
/dev/mtd/mtd7ro

/dev/mtd/mtd8
/dev/mtd/mtd8ro
…
# dd if=/dev/mtd/mtd6ro of=/mnt/sdcard/mtd6ro_system.dd bs=4096
dd if=/dev/mtd/mtd6ro of=/mnt/sdcard/mtd6ro_system.dd bs=4096
44960+0 records in
44960+0 records out
184156160 bytes transferred in 73.803 secs (2495239 bytes/sec)
# dd if=/dev/mtd/mtd7ro of=/mnt/sdcard/mtd7ro_cache.dd bs=4096
dd if=/dev/mtd/mtd7ro of=/mnt/sdcard/mtd7ro_cache.dd bs=4096
27136+0 records in
27136+0 records out
111149056 bytes transferred in 41.924 secs (2651203 bytes/sec)
# dd if=/dev/mtd/mtd8ro of=/mnt/sdcard/mtd8ro_userdata.dd
bs=4096
dd if=/dev/mtd/mtd8ro of=/mnt/sdcard/mtd8ro_userdata.dd bs=4096
50464+0 records in
50464+0 records out
206700544 bytes transferred in 74.452 secs (2776292 bytes/sec)
# ls /mnt/sdcard/*.dd
ls /mnt/sdcard/*.dd
mtd6ro_system.dd
mtd7ro_cache.dd
mtd8ro_userdata.dd

Figure 6. Commands to list connected devices, display
partition information, and generate the partitions dump.

It should be pointed that, by carrying out the
procedure described in Figure 6, the mirrored
partition images will be written to the memory
card which is installed in the device. In some
situations, it may not be possible to replace
the original memory card by an analyst’s one.
Nevertheless, regardless of its replacement,
removable media's data must have been mirrored
prior to system mirroring and copying. By doing
that, data stored in the original memory card,
seized with the smartphone, are preserved and
the forensic expert should point that in his
report that will be produced by the end of data
analysis.
After mirroring the partitions, one should observe the running processes and assess the need
to get run-time information, which is loaded in the
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device's memory. Hence, it is possible to extract
memory data used by running applications to access sensitive information, such as passwords
and cryptographic keys. By using a command
shell with super user credentials, the “/data/misc”
directory's permissions must be changed. Afterwards, one must kill the target running process,
so that a memory dump file for the killed process
is created [18]. Data extraction of a telephone
with available "super user" credentials may be finished in this moment. Figure 7 displays the technique described by Thomas Cannon [18].
# chmod 777 /data/misc
chmod 777 /data/misc
# kill -10 6440
kill -10 6440
# kill -10 6379
kill -10 6379
# kill -10 6199
kill -10 6199
# kill -10 5797
kill -10 5797
# ls /data/misc | grep dump
ls /data/misc | grep dump
heap-dump-tm1303909649-pid5797.hprof
heap-dump-tm1303909632-pid6199.hprof
heap-dump-tm1303909626-pid6379.hprof
heap-dump-tm1303909585-pid6440.hprof
#
…
C:\android-sdk\platform-tools>adb -s 040140611301E014
data/misc/heap-dump-tm1303909649-pid5797.hprof
2206 KB/s (2773648 bytes in 1.227s)
C:\android-sdk\platform-tools>adb -s 040140611301E014
data/misc/heap-dump-tm1303909632-pid6199.hprof
2236 KB/s (3548142 bytes in 1.549s)
C:\android-sdk\platform-tools>adb -s 040140611301E014
data/misc/heap-dump-tm1303909626-pid6379.hprof
1973 KB/s (3596506 bytes in 1.779s)
C:\android-sdk\platform-tools>adb -s 040140611301E014
data/misc/heap-dump-tm1303909585-pid6440.hprof
1968 KB/s (2892848 bytes in 1.435s)

pull /

pull /

pull /

pull /

Figure 7. Presents the commands to alter a directory's
permissions, kill processes to create processes' memory
dump files and copy those files to the analyst's station.

It is noteworthy that, in order to inspect
the acquired data, the analyst should have an
examination environment with tools that are
capable of mounting images having the device's
file system, which is in most cases the YAFFS2.
The technique described by Andrew Hoog
may be used to examine that file system [19].
Nevertheless, it is recommended that a logical
copy of system files is made directly to the
analyst's workstation, as shown in Figure 8.
C:\android-sdk\platform-tools> adb pull /data pericia/
Pull: building file list…
…
684 files pulled. 0 files skipped
857 KB/s (194876514 bytes in 226.941s)

Figure 8. Copy of logical files stored in the device's "/
data" directory to the "pericia" directory in the analyst's
workstation.

The data stored in the "/data" directory, for
instance, contain information regarding the installed applications and system configuration.
Logical copy of files will create redundancy that
may be useful during the examination phase, especially in situations when it is not necessary to
delve into system partitions. In addition, some
applications may be active in the system, in such
a way that a simple visual inspection may provide information which would be difficult to access by means of analyzing the created image.
Moreover, forensic extraction tools may be used
to interpret stored data.
In situations when the smartphone "super
user" privileges are not available, data extraction
from its internal memory should be carried out
by visually inspecting and navigating the device’s
graphic user interface. Alternatively, forensic
tools and applications may be used to assist the
analyst in extracting device's data. Nevertheless,
it is important to check the information gathered by such tools, because the Android OS has
different versions, as well as manufacturer and
telephone carrier customizations, which may interfere in the automated tools' proper functioning. There are numerous applications that may
store meaningful information for an investigation, whose data extraction is not supported by
forensic tools. It is clear that the forensic analyst needs to have proper knowledge regarding
the Android platform and its applications, since
relevant information extraction should be conducted in the most complete way.
Some Android smartphones allow their internal memories to be copied using boot loader
or recovery partitions vulnerabilities, without
having "super user" credentials. It is up to the
analyst to evaluate if it is possible and viable to
apply such techniques for that kind of device. It
is suggested that the investigation team should
discuss the need of using such procedures and
consider the risks and impacts to the examination results.
Regarding existing forensic tools, the viaForensics company developed a free tool to law
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Figure 9. Processes of data acquisition of an Android smartphone with access control.

enforcement agencies called “Android Forensic
Logical Application” (AFLogical) [20], whose goal
is to extract information from Android smartphones. In addition, recently the commercial
tool viaExtract was released and, according to
viaForensics, it has more consistent and relevant
features, such as generating reports. Another
very useful tool is the "Cellebrite UFED", whose
version 1.1.7.5, released in July of 2011, carries out physical extraction from a few models
without the need of "super user" privileges. The
same tool has a plugin to view Android's SQLite
databases and other application files, such as
Gmail, SMS, MMS and contacts.
C. Smartphone with access control
In the likely event the Android smartphone
has access control, such as a password or tactile
pattern, there are still techniques to be used to
access the device.
According to NIST [17], there are three ways
of gaining access to locked devices. The first
one is the investigative method, whereby the
researcher seeks possible passwords in the
place where the smartphone was seized or even
interview its alleged owner so that he cooperates
voluntarily by providing his password. Another
way is to gain access via hardware, when the
analyst performs a research on that specific
given model to determine whether it is possible
to perform a non-destructive procedure in
order to access device data. In this sense, one
may request support from manufacturers and
authorized service centers. Finally, there are

software access methods that, even though
they depend on the handset model and Android
version, are usually the easiest ways and can
be applied in the forensic analyst's own test
environment. Figure 9 illustrates the process
of extracting data from an Android device with
access control enabled.
To access the system, the analyst must
do it the least intrusive manner possible in
order to avoid compromising the evidence. If
the password or the tactile pattern has been
obtained when the device was seized, those
should be readily tested. Alternatively, one may
use the technique to find the tactile pattern by
means of examining the smudge left on the
device screen [21], before attempting any other
way to bypass access control, preventing screen
contamination.
If the analyst does not succeed, he should
check if the Android is configured to accept USB
debugging connections using a tool available in
the SDK, the ADB. If he succeeds, he attempts
to obtain "super user" access credentials to
resume the acquisition process, the same way
that it would be performed in cases which the
mobile device was not locked, because with such
permissions, one could get all the stored data in
the device, as described previously.
Even when there is no "super user" access to
the handset, it is still possible to install applications through the ADB tool to overcome the access control system. The technique described
by Thomas Cannon [22] is to install the "Screen
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Lock Bypass" application, available in the Android
Market. In this technique, one needs the Google
account’s password to be saved in the Android
device, as well as Internet access to be enabled,
which is considered inadvisable. In this sense, it is
recommended that the application is downloaded
from another Android device and then installed
via ADB on the examined mobile device. Thus,
it is possible to perform the screen unlock using
Cannon's technique without the need of having
the device's Google account password or connecting it to the web. Figure 10 shows Cannon's
application installation, as well as its activation,
which depends on the installation of any other
application, to perform access control unlocking.
C:\android-sdk\platform-tools>adb -s 040140611301E014 shell
$ su su Permission denied
$ exit
...
C:\android-sdk\platform-tools>adb -s 040140611301E014 install
screenlockbypass.apk
224 KB/s (22797 bytes in 0.100s)
pkg: /data/local/tmp/screenlockbypass.apk
Success
C:\android-sdk\platform-tools>adb -s 040140611301E014 install
AndroidForensics.apk
716 KB/s (31558 bytes in 0.046s)
pkg: /data/local/tmp/AndroidForensics.apk
Success

mented, in order to facilitate the examination
and analysis of extracted data. Regardless of the
path followed by the expert in the workflow illustrated in Figure 3, the process should be recorded, enabling auditability and reliability of
the procedures performed by the expert analyst.
The analyst should be careful to register the
hash codes of the data generated and extracted
during the acquisition process, as well as state in
his report any caveats that he considers important to carry out the examination and analysis
stage, like an e-mail or SMS received before the
smartphone has been isolated from telecommunication networks or even the existence of applications that contain information stored in servers on the Internet, such as cloud computing.
The forensic expert, while executing his activities, should consider that the better reported
the acquisition process, the more trust will be
given to the examination results. The simple
condition of the processes be well documented
is the first step to conduct an impartial, clear
and objective data analysis.

Figure 10. Connection via ADB, root access check and application installation in order to ignore access control.

V. Examination and Analysis Process

In situations where it is not possible to bypass the authentication system or USB debugging access is disabled, it is left to the analyst to
copy the data contained in the removable memory card that may be installed on the handset.
In those situations, it is very important to report
the impossibility to access the device with the
used procedures. In addition, if there is another
technique that may be applied, be it more invasive or complex, that fact should be informed
to whoever requested the exams. Consequently,
the implications of applying such techniques
should be discussed, considering the risks to the
given situation, such as permanent damages to
the examined smartphone.

The steps to examine and analyze the data
of a smartphone with the Android system are
illustrated in the workflow in Figure 11.

D. Acquisition documentation
It is recommended that all the techniques and
procedures used by the analyst should be docu-

A. Goals definition
Before beginning the analysis of data extracted
in the previous step, the forensic analyst should
be concerned about the study objectives, based
on what is being investigated. This definition
is important because, depending on what is
being investigated, the examination on the
extracted data may follow different paradigms.
For example, the focus may be just pictures and
videos, contacts or geolocation.
B. Smartphone individualization
After the examination goals have been
defined, the expert should seek information
that can point to the device’s owner in extracted
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data and even in the very smartphone when
necessary, individualizing it. Searches are
performed on the extracted data, such as the
Google account username, e-mails, IM users,
notes, calendar, digital business cards, among
others. The phone individualization determines
who the user of the device is, so one can link the
evidence found through the analysis to a suspect
in an unquestionable way.
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If they have been extracted using a forensic
tool, one must analyze the produced output,
observing the report files generated and retrieved. Specific tools for a particular platform
usually can achieve good results, since they
simulate a manual extraction, automating the
process. However, in the acquisition phase,
the analyst must have performed a comparison of what was extracted by the application
with the information contained on the phone,
complementing the forensic report generated
by the tool.
If the extracted data were obtained from
a system image using a super user access,
the examiner could make use of hex editors
and forensic tools to analyze the memory
card and other forensic techniques, in order
to perform the analysis. One could also rely
on ".dex" file disassemblers to audit installed
applications.
In order to analyze the databases extracted from the phone’s memory card or internal
memory, the analyst must use the SQLite software, since the Android platform adopted this
relational database as default. The analysis for
the SQLite files is very important, since almost
all data stored by applications are in that database management system. Thus, depending on
the situation, it is possible, for instance, to get
information about the maps cached by Google
Maps Navigation [23].

Figure 11. Workflow of the examination and analysis process.

C. Device data analysis
The analysis starts with the data extracted
from memory cards. With a memory card image,
which was obtained in the acquisition phase, it
is possible to use forensic tools commonly used
for computers for viewing the file structure,
search by keywords, search for regular expressions, viewing photos and videos or examining
to try to achieve a specified objective.
Thereafter, smartphone data examination
may vary depending on how it was obtained.

VI. The proposed method validation
The proposed method was tested by using
a sample containing six smartphones that had
the Android OS. Among those handsets, four
different scenarios were identified, summed up
and presented in Table 1.
Will be considered, as the examination
objective, the extraction of information deemed
as relevant by the expert. This could be text
messages, call logs, emails, images, videos
or anything else that could be fed to the
investigative procedure.
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TABLE II. Scenarios used to validate the proposed method.
Scenario
1st Scenario
(Motorola Milestone II A953)
2nd Scenario
(Sony Ericson Xperia X10 miniPro)
3rd Scenario
(Motorola Defy)
(Samsung Galaxy S 9000a)
4th Scenario
(Motorola I1)
(Motorola Milestone A853)
a

Turned on

Removable card

Locked

Unlockable

Super user

No

Yes

Yes

Yes

No

Yes

No

No

Does not apply

No

No

Yes

No

Does not apply

Yes

No

Yes

No

Does not apply

No

In addition to the removable microSD card, that phone has a built-in memory card which is not removable

A. 1st scenario
In the first scenario, as the device was turned
off, first its memory card was removed and mirrored. Then, the memory card holding the copy
was inserted into the handset. Subsequently,
the smartphone was switched on and set immediately in flight mode. It was noticed that the
cell phone was locked, but its USB debugging
access was enabled. By using the ADB tool, a
shell was obtained but that there were no "super
user" permissions available, preventing mirroring system partitions. However, from the ADB, it
was possible to install the "Screen Lock Bypass"
application [22], which was used to unlock the
device, as well as the "Logical Android Application Forensics" [20], a data extraction tool. In
addition, the extracted data were visually inspected.

an average user’s smartphone, without deep
platform knowledge, there was no information
available that would justify further investigation.
Finally, used tools and techniques were documented.
B. 2nd scenario
In the following scenario, the smartphone was
not locked and was put into flight mode in order
to isolate it from the network. The device had a
memory card that was not removable. The card
data were mirrored (copied entirely), and its own
memory was used to extract its information by
the "Logical Android Application Forensics" forensic software. Afterwards, data were extracted
the same way as the previous scenario.

In the exam and analysis stage, the cell phone
was individualized through its Google account,
since the investigated person used his own
name in his email account. It was also possible
to obtain images from the memory card data.
Some of them appeared to be family photos. It
was not able to retrieve metadata from the photos though, such as GPS coordinates of where
they were taken.

In this scenario, it was observed that there
were, in the Bluetooth memory card folder, 60
"vcf" files, known as business cards. They had
probably been sent to the phone via Bluetooth
and then were incorporated to the phone’s contacts. There was a file named "Home.vcf" stored
with a landline number, which possibly indicated
the residence of the smartphone owner. Moving
on to a deeper data analysis from the memory
card, two photographs were found, which had
geographic coordinates metadata.

From the data extracted from the smartphone, it was possible to get the phonebook
contacts. In addition, it was observed that the
user made little use of SMS messages and often
used the calendar for his appointment records,
like when he supposedly was at the gym, theater
and pharmacy. Besides, 500 records of received
and missed calls were obtained. Since this was

In addition, several received and missed call
records were obtained, as well as contacts and
text information. As in the first scenario, since
this was a smartphone from an average user,
there was no information available that would
justify further investigation. Eventually, the
tools and techniques that were used were documented.

André Morum de L. Simão, Fábio C. Sícoli, Laerte P. de Melo, Flávio E. de Deus, Rafael Sousa
C. 3rd scenario
The same way as done in the first scenario, in
the third, the memory card was removed and replaced by a mirror, since the device was received
turned off. Later, the smartphone was turned on
and immediately put into flight mode. It was noticed that the mobile device was unlocked and
also had a second memory card embedded. That
memory card was also mirrored. The smartphone
had the "Superuser" application, which provides
super user credentials. Then, the USB debug
mode was enabled, an ADB was established, obtaining a shell with "super user" permissions to
carry out the smartphone partitions mirroring
(system, userdata and cache). A logical extraction of important files was also performed, as
the ones related to applications, including databases and system configuration files [24]. RAM
data were not copied, because the handset was
received switched off and the analysts considered unnecessary to perform such procedure.
Then, the Cellebrite UFED System 1.1.7 tool was
used to extract forensic data from the phone,
followed by visual inspection to complement the
extracted data.
About the exam and analysis stage, the Motorola Defy results will be presented. The system,
cache and userdata partitions mirrors (complete
copies), were examined in FTK [25] with the data
carving option, since there was no support for
YAFFS2, which limited the analysis.
From the logical analysis of the data copied
in the directory /data/system, it was possible to
obtain the list of applications installed on the
system (file "package.list") and the account set
up for the Google phone with encrypted password ("accounts.db” file"). In the /data/misc
folder, Wi-Fi settings and WPA2 passphrases
were found stored in clear text in the "wpa_supplicant.conf" file.
Examining the cache files retrieved from the
directory /data/data, payment and money transfer receipts, current account statements and
credit card limits were found in the "br.com.
bb.android" application data. It was noted that
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the phone had the "Seek Droid" ("org.gtmedia.
seekdroid") application, which allows location,
blocking and data deletion remotely through the
www.seekdroid.com web site. In this application’s installation directory, the "prefs.xml" file
was found, which contained information about
its configuration, username and password. The
"Gtalk" application provided, in the "talk.db" file,
chat history and friends list. Information about
sent and received e-mails, along with date, times,
sender and recipient were obtained from the
“mailstore.<googleusername>@gmail.com.db”
file of the "com.google.android.gm" application.
SMS messages were stored in the "mmssms.db"
file of the "com.android.providers.telephony"
application. Calendar events were found in the
"calendar.db" file of the "com.android.providers.
calendar" application. From the "webview.db"
file of the "com.android.browser" application, it
was found that the phone user had logged on
websites such as Facebook (http://m.facebook.
com), Yahoo (http://m.login.yahoo) and MercadoLivre (https://www.mercadolivre.com). From
the "DropboxAccountPrefs.xml" file of the "com.
dropbox.android" application, it was possible
to obtain the configured user name, as well as
the "db.db" file which had a directories and files
list, with their respective sizes. The system configurations were found in the "settings.db" file of
the "com.android.provider.settings" application.
Much more information can be obtained from the
cache and database files, when the expert must
further examine the device to achieve his goal.
D. 4th scenario
Last but not least, in the fourth scenario,
the memory card was removed, mirrored and
replaced while the device was still turned off.
Then, the phone was turned on and immediately
put into flight mode. The phone was unlocked.
Thus, the Cellebrite UFED System 1.1.7 tool
was used to extract forensic data from the
phone, with subsequent visual inspection to
complement the extracted data. Then, the data
were examined and analyzed and the procedures
were documented.
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The procedures cited in the method could be
directly translated into actions performed onto
the examined devices. Thus, it was possible to
perform data acquisition of every tested smartphone, demonstrating the suitability and validity
of the proposed method for each encountered
scenario.

VII. Conclusion
The Android smartphone platform is already
the most present among mobile communication
devices. However, the existing approaches to forensic examine cell phones and computers are not
completely adequate to the peculiarities of that
class of devices. Moreover, the existing models of
forensic analysis on cell phones do not consider
the peculiarities of each platform.
A specific method was proposed to address
data acquisition of devices that use the Android
Platform, taking into account operating system
characteristics, its most popular applications and
hardware features.
By means of defining an Android system data
acquisition method, it was possible to foresee the
difficulties forensic experts might face, preparing
them to perform an entire evidence acquisition,
given the situation the handset was forwarded,
avoiding mishaps in the data extraction process
and missing forensic evidence.
The method was proposed in a broad fashion,
so that the techniques, procedures and specific
tools chosen by the analyst during the workflow do
not interfere with its application. So, as new techniques arise, with different approaches to perform
a given task, such as unlocking the device, bypassing access control or mirroring partitions, they will
be covered by the proposed method, which focuses on the result that each activity produces.
The proposed method was validated by its
application onto the examination of six Android
smartphones, which were grouped into four scenarios, involving different situations that an analyst might encounter.

For future work, it is suggested that the method
be validated for the Android 3, evaluating its effectiveness in the Google system for tablet devices, as
well as in Android 4, making the adjustments that
may be required. Another interesting work to be
developed would be the creation of a forensic tool
that supported the YAFFS2 file system, focused on
NAND flash memory, facilitating data extraction
and access and also mounting images from those
storage media.
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Abstract - The quantity of malicious artifacts (malware) generated by the combination
of unique attack goals, unique targets and various tools available for the developers,
demands the automation of prospecting and analysis of said artifacts.
Considering the fact that one problem handled by experts in analysis of executable code
is packing, this paper presents a method of packing detection through the appliance of
statistical and information theory metrics.
The tool developed in this study, called BinStat, generated a high recognition rate of
executable packing status within the test samples, proving its effectiveness.
Keywords - Packing, Packed Executables, Malware Analysis

I. IntroductIon
With the advent of the Internet and the resulting offering of sensitive online services, the
action of malicious artifacts was raised to a new
level. The breach of data confidentiality became
more widely persecuted for its financial potential gain. The complexity of those artifacts follows the trend of growth of available online services, through the application of more refined
techniques of attack and obfuscation.
A sector greatly affected by criminal activity
is that of online banking. Data presented by

[1] indicates that in 2009, the Brazilian banks
losses from online fraud reached the figure
of nine hundred million dollars. Moreover, [2]
says that Brazil is a major source of malicious
artifacts of trojan type aiming at internet banking activity. Corroborating this idea of brazilian
leadership in malware production, [3] presents
data that points Brazil as the source of four
percent of all new malicious artifacts captured
in the world.
Migrating from public to private sector, one
can observe an intense movement of the major
world powers in order to build safeguards against
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cyber attacks aimed at critical national infrastructure. The raise of the worm Stuxnet which,
according to [4], [5] and [6] was developed with
the specific intention of maiming Iran's nuclear
program as its target was the embedded control
components of nuclear centrifuges, was considered by many information security experts as cyber war´s first movement.
The quantity of malware generated by the
combination of unique attack goals, unique targets and various tools available for the developers, demands the automation of prospecting and
analysis of said artifacts. Thus, the development
of tools that extract information from all stages
of executable analysis be it static or dynamic becomes essential.
One type of tool that can be used by developers is the Packer. These may, in addition to
obfuscate the source code from an executable,
reduce its size. Therefore, developers can use
them with the legitimate purposes of reducing
the space occupied by a program as well as safeguarding their intellectual property.
However, regarding the development of malware, packers are used in order to circumvent
the mechanisms of recognition on signatures
based antivirus and hinder or prevent access to
malware source code, employing various methods such as multi-layered packing and anti-unpacking techniques: anti-dumping, anti-emulating and anti-debugging [7].
So one of the issues to be addressed by researchers who wish to carry out the analysis of
the source code of a particular executable is exactly to check whether it is packed or not.
Thus, this paper discusses the development
of a tool named BinStat, which aims to, through
analysis of statistics and information theory formulas, sort executables as packed or unpacked.
This paper presents the following structure:
In Packing Recognition Methods, we present
various packing recognition methods, including
the one used in the development of the BinStat
tool.
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In Application Architecture, we discuss the
architecture of BinStat and the implementation
characteristics of each of its modules.
In Preliminary Results, we present a comparison between the statistics and information theory formulas calculated for a given executable
and a packed version of the same executable.
In Results and Discussion, we analyze the results generated in the development and testing
of BinStat.
Finally, follows the conclusions and references used.

II. Packing Recognition Methods
Some tools available for checking the packing status of binaries, such as PEiD [8], apply the
methodology of verification of packing through
signatures.
If on the one hand the use of signatures not
only permits the assessment of the packing status of the executables but also the tool used for
that, on the other hand, the technique does not
recognize the tools that are not yet available in
its database of signatures as [9] and [10] show.
In addition to that, recognition through signatures is subject to attempts of fraud such as the
case of packing tools that mask their signature,
hiding it or making it similar to other tools.
Another technique presented by [10] suggests the adoption of tracking of operations
performed in memory using an emulated environment. The main idea is to control write operations performed on a given region of memory
used by a process running on an emulated environment. A region of memory that was written at
runtime is marked as "dirty."
To be executed, the malware original obfuscated code must undergo some kind of transformation and be written in a given memory
address, that will store the original unpacked instructions, and those instructions will eventually
be send to execution. Therefore, “dirty” memory
regions which stores data sent for execution can
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contain only multi-level packing instructions or
obfuscated original instructions.

be able to receive requests for classification of
executables with unknown packing status.

The disadvantage of this methodology lies in
the need to run the executable to be analyzed
inside virtual machines.

In the production phase, the decision module
does not work. Thus, calculations generated by
the statistical module about the executable to be
analyzed are passed to the classification module,
the result of which feeds the parser module, responsible for formatting the output in a predetermined manner convenient for further processing.

Another possibility is the use of statistics and
information theory formulas in order to extract
information about the binary files of executables, seeking to construct a decision tree used
to classify them as packed or not. This methodology was applied to this work and was also
used by [11] in an attempt to identify executables with malicious behavior, showing promising results.

III. Application Architecture
The application is divided into four modules,
as Figure 1:

A. Statistical Module
The statistical module segments the input
binary artifact in blocks of 1024 bytes. For each
block, the number of occurrences and frequency
histogram for all possible values of of unigram,
bigram, trigram or four-gram will be calculated,
i.e. the occurrences and frequency histogram of
the values found for the combinations of one
byte (0-255), two bytes (0 - 65,535), three bytes
(0-16777215) and four bytes (0 - 4,294,967,295)
will be calculated.
This frequency histogram is used as input
for thirteen statistical and information theory
calculations [12]:
1) Simpson´s Index

Figure 1.

Application Modules

The application works in two ways. In the
training phase, every single executable will be
packed and both versions, the original unpacked
and packed, will serve as input for the statistical
module which in turn feeds the decision module,
where the decision tree will be trained.
Once the tree is built, it is passed to the
classification module, which in turn will then

Where bi refers to the ith block of the
executable to be analyzed, n reaches the
maximum value of the n-gram to be analyzed
less one, kf is the number of occurrences of the
n-gram of value f inside the block and N is the
total number of bytes of the block. It is important
to note that the last block of an executable to be
analyzed may not have all the 1024 bytes.
2) Canberra´s Distance

Where bi refers to the ith block of the
executable to be analyzed, n reaches the
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maximum value of the n-gram to be analyzed
less one, Xf refers to the frequency of the n-gram
of value f, Xf +1 refers to the frequency of the
n-gram of value f + 1.
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less one, Xf refers to the frequency of the n-gram
of value f, Xf +1 refers to the frequency of the
n-gram of value f + 1.
7) Angular Separation

3) Minkowski´s Order of Distance

Where bi refers to the ith block of the
executable to be analyzed, n reaches the
maximum value of the n-gram to be analyzed
less one, Xf refers to the frequency of the n-gram
of value f, Xf +1 refers to the frequency of the
n-gram of value f + 1. The adopted value of is
3 as defined in [11].
4) Manhattan´s Distance

Where bi refers to the ith block of the
executable to be analyzed, n reaches the
maximum value of the n-gram to be analyzed
less one, Xf refers to the frequency of the n-gram
of value f, Xf +1 refers to the frequency of the
n-gram of value f + 1.
5) Chebyshev´s Distance

Where bi refers to the ith block of the
executable to be analyzed, Xf refers to the
frequency of the n-gram of value f, Xf +1 refers to
the frequency of the n-gram of value f + 1.
6) Bray Curtis´s Distance

Where bi refers to the ith block of the
executable to be analyzed, n reaches the
maximum value of the n-gram to be analyzed
less one, Xf refers to the frequency of the n-gram
of value f, Xf +1 refers to the frequency of the
n-gram of value f + 1.
8) Correlation Coefficient

Where bi refers to the ith block of the
executable to be analyzed, n reaches the
maximum value of the n-gram to be analyzed
less one, Xbi refers to the mean frequency of
n-grams in block bi, Xf refers to the frequency of
the n-gram of value f, Xf +1 refers to the frequency
of the n-gram of value f + 1.
9) Entropy

Where Δn represents the images, i.e., all valid
values for a given n-gram and t(rv) is the frequency
of the v-value n-gram.
10) Kullback – Leibler´s Divergence

Where bi refers to the ith block of the
executable to be analyzed, n reaches the
maximum value of the n-gram to be analyzed

Where bi refers to the ith block of the
executable to be analyzed, n reaches the
maximum value of the n-gram to be analyzed
less one, Xf refers to the frequency of the n-gram
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of value f, Xf +1 refers to the frequency of the
n-gram of value f + 1.
11) Jensen-Shannon´s Divergence

Where

Where bi refers to the ith block of the
executable to be analyzed, D refers to Kullback –
Leibler Divergence, Xf refers to the frequency of
the n-gram of value f, Xf +1 refers to the frequency
of the n-gram of value f + 1.
12) Itakura – Saito´s Divergence

Where bi refers to the ith block of the
executable to be analyzed, n reaches the
maximum value of the n-gram to be analyzed
less one, Xf refers to the frequency of the n-gram
of value f, Xf +1 refers to the frequency of the
n-gram of value f + 1.
13) Total Variation

the classification module previously powered by
the decision trees generated during the training
phase.
B. Decision Module
To implement the decision module, applying
the techniques of decision tree building,
we used the public source code versions of
the C5.0/See5 tools, whose operations are
described in [13].
C. Classification Module
The classification module takes as input the
calculations of each of the blocks that compose
the executable to be tested and the decision
trees generated by the decision module. Note
that one must decide which n-gram will be tested, as there is a decision tree for each of the
n-grams used.
Based on these data, the module classifies
each block as packed ("yes") or unpacked
("no").
D. Result Parser
The parser module receives the result
generated by the decision module and formats
it in order to provide a format better suited for
further use.
It is important to note that this module can be
adapted, enabling application integration with
other mechanisms.

Where bi refers to the ith block of the
executable to be analyzed, Xf refers to the
frequency of the n-gram of value f, Xf +1 refers to
the frequency of the n-gram of value f + 1.
In the training phase, for each of the n-grams
(unigram up to four-gram) used this module calculates the thirteen measures presented for each
block that composes the executables pertaining
to the training base. This information is then
passed to the decision module for the construction of a decision tree for each of the n-grams.
In the production phase, the result generated
by the statistical module will be passed on to

IV. Preliminary

results

As a pre assessment of the calculations that
compose the statistical module, a specific executable (identified by the md5 e4a18adf075d
1861bd6240348a67cce2) was selected and
packed with UPX packer (identified by the md5
745528339c38f3eb1790182db8febee1). The origin al application and its packed version were
used as input for this module. The distributions of normalized results (for values i n the
range 0 to 1) were then compared graphically:
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Figure 2. Comparison of the Frequency of the Normalized
Values for Simpson´s Index Based on Unigram Distribution
for the Original Executable (Left) and Packed Executable
(Right).

Figure 6. Comparison of the Frequency of the Normalized
Values for Chebyshev´s Distance Based on Unigram Distribution for the Original Executable (Left) and Packed Executable (Right).

Figure 3. Comparison of the Frequency of the Normalized
Values for Canberra´s Distance Based on Unigram Distribution for the Original Executable (Left) and Packed Executable
(Right).

Figure 7. Comparison of the Frequency of the Normalized
Values for Bray - Curtis´s Distance Based on Unigram
Distribution for the Original Executable (Left) and Packed
Executable (Right).

Figure 4. Comparison of the Frequency of the Normalized
Values for Minkowsky´s Distance Based on Unigram
Distribution for the Original Executable (Left) and Packed
Executable (Right).

Figure 5. Comparison of the Frequency of the Normalized
Values for Manhattan´s Distance Based on Unigram
Distribution for the Original Executable (Left) and Packed
Executable (Right).

Figure 8. Comparison of the Frequency of the Normalized
Values for Angular Separation Based on Unigram Distribution
for the Original Executable (Left) and Packed Executable
(Right).

Figure 9. Comparison of the Frequency of the Normalized
Values for Correlation Coefficient Based on Unigram
Distribution for the Original Executable (Left) and Packed
Executable (Right).

50 BinStat - Tool for Recognition of Packed Executables

Figure 10. Comparison of the Frequency of the Normalized
Values for Entropy Based on Unigram Distribution for the
Original Executable (Left) and Packed Executable (Right).

Figure 14. Comparison of the Frequency of the Normalized
Values for Total Variation Based on Unigram Distribution for
the Original Executable (Left) and Packed Executable (Right).

The degree of change observed in the calculations between the original and packed executables justifies their adoption as inputs for the
decision tree building process.

V. Results
Figure 11. Comparison of the Frequency of the Normalized
Values for Kullback - Leibler´s Divergence Based on Unigram
Distribution for the Original Executable (Left) and Packed
Executable (Right).

and

Discussion

A. Training Phase
For the training phase, we selected four
hundred and fifty six (456) unpacked executables:
Table 1:
Data on the Training Base Selected Executables

Executables

Figure 12. Comparison of the Frequency of the Normalized
Values for Jensen – Shannon´s Divergence Based on Unigram
Distribution for the Original Executable (Left) and Packed
Executable (Right).

Figure 13. Comparison of the Frequency of the Normalized
Values for Itakura – Saito´s Divergence Based on Unigram
Distribution for the Original Executable (Left) and Packed
Executable (Right).

Minimum
Size (bytes)
817

Medium Size
(bytes)
124981.96

Maximum
Size (bytes)
3558912

Table 2:
Data on Adopted Packers
Packers
mew11
upx
cexe
fsg
pecompact
mpress
xcomp97

MD5
cbfbb5517bf4d279cf82d9c4cb4fe259
745528339c38f3eb1790182db8febee1
fa0e3f80b8e188d90e800cb6a92de28e
00bd8f44c6176394caf6c018c23ea71b
21180116c1bc30cda03befa7be798611
18cabd06078dc2d7b728dbf888fe9561
e28f888ec49ff180f24c477ca3446315

After this step, the original and packed
executables are received by the statistical
module, which generates the information
needed for the training of the decision tree.
The information is stored in a text file following
the pattern of data entry adopted by the C5.0
program, as given by [13]:
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0.005388,95.159503,0.029534,0.646484,0.0
19531,0.326108,0.746169,0.344504,7.59228
8,0.130506,0.041571,101.373204,0.323242,
yes,BLOCK29,3afb6adccb65b1c4284833080e8
78db3
Where each line presents – comma separated
- the thirteen statistical and information theory
calculations over a given block, the block status
("yes" when packed, "no" otherwise), the block id
within the executable and the MD5 value of the
original executable.
For the preliminary test, each of the training
sets for the n-grams adopted are provided as
input to C5.0, and two training options are
selected. The first is the default option, and
the second determines the construction of the
decision tree using boost consisting of 10 steps,
where the error cases of previous steps are
reviewed and used as new inputs to those that
follows, generating subsequent changes in the
current decision tree in an attempt to improve
the final decision tree´s efficiency.

Table 5:
Data for Decision Trees Generated Over Unigram
Distribution and Various Steps Boost Option.
Number of Boost Steps
10
20
30
40

Error Rate
9.30%
8.80%
8.60%
8.60%

Therefore, the decision tree built over the
distribution of unigrams and boost of 30 steps
was adopted as input for the classification
module.
Part of the adopted decision tree can be
viewed in the following figure:

Table 3:
Data for Decision Tree Generated With Default Options.
N-gram
Unigram
Bigram
Trigram
Four-gram

Size of the
Decision Tree
680
618
554
575

Error Rate
10.40%
10.90%
11.20%
11.40%

Table 4:
Data for Decision Tree Generated With
10 Step Boost Option.
N-gram

Error Rate

Unigram
Bigram
Trigram
Four-gram

9.30%
9.70%
10.20%
10.50%

Based on these data, the statistics generated
over the distribution of unigrams was adopted
for the new training attempts with boost option
with more steps:

51

Figure 15. Segment of the Adopted Decision Tree
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B. Production Phase
In order to test this phase, we used a set of
22 unpacked executables that do not belong to
the training base of the decision tree.
In addition to the seven previously used
packers, packer Themida (identified by md5
6e8ef3480f36ce538d386658b9ba011a),
NakedPack (identified by md5 2012b87a57e1b9e4c05126a1fdc6ed99)
and
Morphine
(identified by md5 fc0c8387125ab4eaada551b71d274f8b) were used in the construction of sixty-six (66) packed executables in order
to test the robustness of the proposed method
in detecting packers which were not part of the
original training set.
Table 6:
Test Results for Unpacked Executables.
Blocks
Recognized
As Packed
(false
positives)

Blocks
Recognized
As
Unpacked

09c7859269563c240ab2aaab574483dd

14.085%

85.915%

1a9b51a0d07be16bc44a4f8ff6f538fd

26.667%

73.333%

Executable MD5

Table 7:
Test Results for Executables Packed with Mew11.
Blocks
Recognized
As
Unpacked
(false
negatives)

Executable MD5

Blocks
Recognized
As Packed

09c7859269563c240ab2aaab574483dd

92.500%

7.500%

1a9b51a0d07be16bc44a4f8ff6f538fd

62.500%

37.500%
30.000%

1f06d05ef9814e4cb5202c197710d2f5

70.000%

1f171553f1138dc0062a71a7d275055a

94.737%

5.263%

2cffa74f01e50f2fc07d45dbe56561bb

82.353%

17.647%

378da78d3d3c981b38fb4d10b049d493

78.571%

21.429%

41fb70824080b8f9774f688532a89e01

78.571%

21.429%

5723ccbd541e553b6ca337a296da979f

95.588%

4.412%

6d12a84c55f20a45c78eb1b5c720619b

78.571%

21.429%

8cace33911b71d63fca920cabda3a63a

75.000%

25.000%

8e93cdf0ea8edba63f07e2898a9b2147

85.714%

14.286%

97297c74d02e522b6a69d24d4539a359

85.714%

14.286%

9872199bec05c48b903ca87197dc1908

76.923%

23.077%

9a6a653adf28d9d69670b48f535e6b90

88.889%

11.111%

9d1f6b512a3ca51993d60f6858df000d

83.333%

16.667%
18.750%

b2099fbd58a8f43282d2f7e14d81f97e

81.250%

b65a1a4b606ec35603e98d7ca10d09d7

75.000%

25.000%

c07f1963e4ff877160ca12bcf0d40c2d

76.923%

23.077%

de7cf7de23de43272e708062d0a049b8

86.957%

13.043%

96.471%

3.529%

1f06d05ef9814e4cb5202c197710d2f5

27.778%

72.222%

e8b0a9ecb76aaa0c3519e16f34a49858

1f171553f1138dc0062a71a7d275055a

7.285%

92.715%

ecef404f62863755951e09c802c94ad5

79.167%

20.833%

fbd6b3bb2a40478df5434a073d571cae

75.000%

25.000%

2cffa74f01e50f2fc07d45dbe56561bb

11.111%

88.889%

378da78d3d3c981b38fb4d10b049d493

37.037%

62.963%

41fb70824080b8f9774f688532a89e01

12.903%

87.097%

5723ccbd541e553b6ca337a296da979f

6.515%

93.485%

6d12a84c55f20a45c78eb1b5c720619b

31.034%

68.966%

8cace33911b71d63fca920cabda3a63a

40.000%

60.000%

8e93cdf0ea8edba63f07e2898a9b2147

15.556%

84.444%

97297c74d02e522b6a69d24d4539a359

16.667%

83.333%

9872199bec05c48b903ca87197dc1908

23.077%

76.923%

9a6a653adf28d9d69670b48f535e6b90

41.463%

58.537%

9d1f6b512a3ca51993d60f6858df000d

10.256%

89.744%

b2099fbd58a8f43282d2f7e14d81f97e

11.765%

88.235%

b65a1a4b606ec35603e98d7ca10d09d7

29.167%

c07f1963e4ff877160ca12bcf0d40c2d

29.167%

de7cf7de23de43272e708062d0a049b8

Table 8:
Test Results for Executables Packed with UPX.

Executable MD5

Blocks
Recognized As
Packed

Blocks
Recognized
As Unpacked
(false
negatives)

09c7859269563c240ab2aaab574483dd

93.478%

6.522%

70.833%

1a9b51a0d07be16bc44a4f8ff6f538fd

70.000%

30.000%

70.833%

1f06d05ef9814e4cb5202c197710d2f5

76.471%

23.529%

16.667%

83.333%

e8b0a9ecb76aaa0c3519e16f34a49858

21.466%

78.534%

1f171553f1138dc0062a71a7d275055a

93.333%

6.667%

ecef404f62863755951e09c802c94ad5

44.737%

55.263%

2cffa74f01e50f2fc07d45dbe56561bb

80.000%

20.000%

fbd6b3bb2a40478df5434a073d571cae

21.739%

78.261%

378da78d3d3c981b38fb4d10b049d493

77.778%

22.222%

41fb70824080b8f9774f688532a89e01

81.250%

18.750%

5723ccbd541e553b6ca337a296da979f

95.062%

4.938%

6d12a84c55f20a45c78eb1b5c720619b

76.471%

23.529%

8cace33911b71d63fca920cabda3a63a

73.684%

26.316%

8e93cdf0ea8edba63f07e2898a9b2147

84.000%

16.000%

97297c74d02e522b6a69d24d4539a359

83.333%

16.667%

9872199bec05c48b903ca87197dc1908

69.231%

30.769%

9a6a653adf28d9d69670b48f535e6b90

90.323%

9.677%
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Blocks
Recognized As
Packed

Blocks
Recognized
As Unpacked
(false
negatives)

9d1f6b512a3ca51993d60f6858df000d

86.364%

13.636%

b2099fbd58a8f43282d2f7e14d81f97e

78.947%

21.053%

b65a1a4b606ec35603e98d7ca10d09d7

81.250%

Executable MD5
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Table 10:
Test Results for Executables Packed with FSG.
Blocks
Recognized
As
Unpacked
(false
negatives)

Executable MD5

Blocks
Recognized
As Packed

18.750%

09c7859269563c240ab2aaab574483dd

91.111%

8.889%

1a9b51a0d07be16bc44a4f8ff6f538fd

66.667%

33.333%
27.273%

c07f1963e4ff877160ca12bcf0d40c2d

75.000%

25.000%

de7cf7de23de43272e708062d0a049b8

84.615%

15.385%

1f06d05ef9814e4cb5202c197710d2f5

72.727%

e8b0a9ecb76aaa0c3519e16f34a49858

93.478%

6.522%

1f171553f1138dc0062a71a7d275055a

95.313%

4.688%

ecef404f62863755951e09c802c94ad5

82.759%

17.241%

2cffa74f01e50f2fc07d45dbe56561bb

84.211%

15.789%

fbd6b3bb2a40478df5434a073d571cae

73.333%

26.667%

378da78d3d3c981b38fb4d10b049d493

81.250%

18.750%

41fb70824080b8f9774f688532a89e01

80.000%

20.000%

Table 9:
Test Results for Executables Packed with CEXE.

Executable MD5

09c7859269563c240ab2aaab574483dd

Blocks
Recognized As
Packed

Blocks
Recognized
As Unpacked
(false
negatives)

95.161%

5723ccbd541e553b6ca337a296da979f

96.250%

3.750%

6d12a84c55f20a45c78eb1b5c720619b

81.250%

18.750%
27.778%

8cace33911b71d63fca920cabda3a63a

72.222%

8e93cdf0ea8edba63f07e2898a9b2147

87.500%

12.500%

97297c74d02e522b6a69d24d4539a359

86.957%

13.043%

9872199bec05c48b903ca87197dc1908

80.000%

20.000%

9a6a653adf28d9d69670b48f535e6b90

90.000%

10.000%

4.839%

9d1f6b512a3ca51993d60f6858df000d

85.000%

15.000%

83.333%

16.667%

1a9b51a0d07be16bc44a4f8ff6f538fd

71.429%

28.571%

b2099fbd58a8f43282d2f7e14d81f97e

1f06d05ef9814e4cb5202c197710d2f5

27.778%

72.222%

b65a1a4b606ec35603e98d7ca10d09d7

78.571%

21.429%

80.000%

20.000%
12.000%

1f171553f1138dc0062a71a7d275055a

96.341%

3.659%

c07f1963e4ff877160ca12bcf0d40c2d

2cffa74f01e50f2fc07d45dbe56561bb

88.462%

11.538%

de7cf7de23de43272e708062d0a049b8

88.000%

378da78d3d3c981b38fb4d10b049d493

86.364%

13.636%

e8b0a9ecb76aaa0c3519e16f34a49858

94.624%

5.376%

85.185%

14.815%

71.429%

28.571%

41fb70824080b8f9774f688532a89e01

86.364%

13.636%

ecef404f62863755951e09c802c94ad5

5723ccbd541e553b6ca337a296da979f

97.170%

2.830%

fbd6b3bb2a40478df5434a073d571cae

6d12a84c55f20a45c78eb1b5c720619b

81.818%

18.182%

8cace33911b71d63fca920cabda3a63a

81.818%

18.182%

8e93cdf0ea8edba63f07e2898a9b2147

91.176%

8.824%

97297c74d02e522b6a69d24d4539a359

88.235%

11.765%

9872199bec05c48b903ca87197dc1908

86.364%

13.636%

9a6a653adf28d9d69670b48f535e6b90

89.474%

10.526%

9d1f6b512a3ca51993d60f6858df000d

86.667%

13.333%

b2099fbd58a8f43282d2f7e14d81f97e

84.615%

15.385%

b65a1a4b606ec35603e98d7ca10d09d7

81.818%

18.182%

Table 11:
Test Results for Executables Packed with PECompact.

Executable MD5

Blocks
Recognized
As Packed

Blocks
Recognized
As Unpacked
(false
negatives)

09c7859269563c240ab2aaab574483dd

91.304%

8.696%

c07f1963e4ff877160ca12bcf0d40c2d

86.364%

13.636%

1a9b51a0d07be16bc44a4f8ff6f538fd

75.000%

25.000%

de7cf7de23de43272e708062d0a049b8

89.474%

10.526%

1f06d05ef9814e4cb5202c197710d2f5

73.333%

26.667%

e8b0a9ecb76aaa0c3519e16f34a49858

97.273%

2.727%

1f171553f1138dc0062a71a7d275055a

93.220%

6.780%

ecef404f62863755951e09c802c94ad5

86.667%

13.333%

2cffa74f01e50f2fc07d45dbe56561bb

86.364%

13.636%

fbd6b3bb2a40478df5434a073d571cae

86.364%

13.636%

378da78d3d3c981b38fb4d10b049d493

80.000%

20.000%

41fb70824080b8f9774f688532a89e01

78.947%

21.053%

5723ccbd541e553b6ca337a296da979f

96.000%

4.000%

6d12a84c55f20a45c78eb1b5c720619b

75.000%

25.000%

8cace33911b71d63fca920cabda3a63a

63.636%

36.364%

8e93cdf0ea8edba63f07e2898a9b2147

85.714%

14.286%

97297c74d02e522b6a69d24d4539a359

81.481%

18.519%

9872199bec05c48b903ca87197dc1908

78.947%

21.053%

9a6a653adf28d9d69670b48f535e6b90

88.235%

11.765%
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9d1f6b512a3ca51993d60f6858df000d

87.500%

Executable MD5

Blocks
Recognized
As Packed

Blocks
Recognized
As
Unpacked
(false
negatives)

12.500%

b2099fbd58a8f43282d2f7e14d81f97e

81.818%

18.182%

b65a1a4b606ec35603e98d7ca10d09d7

72.222%

27.778%

c07f1963e4ff877160ca12bcf0d40c2d

77.778%

22.222%

de7cf7de23de43272e708062d0a049b8

89.655%

10.345%

2cffa74f01e50f2fc07d45dbe56561bb

80.000%

20.000%

e8b0a9ecb76aaa0c3519e16f34a49858

93.407%

6.593%

378da78d3d3c981b38fb4d10b049d493

82.353%

17.647%

ecef404f62863755951e09c802c94ad5

90.323%

9.677%

41fb70824080b8f9774f688532a89e01

81.250%

18.750%

fbd6b3bb2a40478df5434a073d571cae

77.778%

22.222%

Table 12:
Test Results for Executables Packed with MPress.

Executable MD5

Blocks
Recognized
As Packed

Blocks
Recognized
As
Unpacked
(false
negatives)

5723ccbd541e553b6ca337a296da979f

93.671%

6.329%

6d12a84c55f20a45c78eb1b5c720619b

82.353%

17.647%

8cace33911b71d63fca920cabda3a63a

63.158%

36.842%

8e93cdf0ea8edba63f07e2898a9b2147

83.333%

16.667%

97297c74d02e522b6a69d24d4539a359

82.609%

17.391%

9872199bec05c48b903ca87197dc1908

81.250%

18.750%

9a6a653adf28d9d69670b48f535e6b90

87.097%

12.903%

9d1f6b512a3ca51993d60f6858df000d

85.000%

15.000%

b2099fbd58a8f43282d2f7e14d81f97e

78.947%

21.053%

09c7859269563c240ab2aaab574483dd

90.698%

9.302%

b65a1a4b606ec35603e98d7ca10d09d7

80.000%

20.000%

1a9b51a0d07be16bc44a4f8ff6f538fd

72.727%

27.273%

c07f1963e4ff877160ca12bcf0d40c2d

75.000%

25.000%

1f06d05ef9814e4cb5202c197710d2f5

76.923%

23.077%

de7cf7de23de43272e708062d0a049b8

84.615%

15.385%

1f171553f1138dc0062a71a7d275055a

94.643%

5.357%

e8b0a9ecb76aaa0c3519e16f34a49858

95.506%

4.494%

2cffa74f01e50f2fc07d45dbe56561bb

80.952%

19.048%

ecef404f62863755951e09c802c94ad5

82.759%

17.241%

378da78d3d3c981b38fb4d10b049d493

78.947%

21.053%

fbd6b3bb2a40478df5434a073d571cae

73.333%

26.667%

41fb70824080b8f9774f688532a89e01

83.333%

16.667%

5723ccbd541e553b6ca337a296da979f

95.714%

4.286%

6d12a84c55f20a45c78eb1b5c720619b

83.333%

16.667%

8cace33911b71d63fca920cabda3a63a

75.000%

25.000%

8e93cdf0ea8edba63f07e2898a9b2147

84.000%

16.000%

97297c74d02e522b6a69d24d4539a359

88.000%

12.000%

9872199bec05c48b903ca87197dc1908

83.333%

16.667%

9a6a653adf28d9d69670b48f535e6b90

90.323%

9.677%

9d1f6b512a3ca51993d60f6858df000d

86.364%

13.636%

b2099fbd58a8f43282d2f7e14d81f97e

76.190%

23.810%

b65a1a4b606ec35603e98d7ca10d09d7

81.250%

c07f1963e4ff877160ca12bcf0d40c2d

Table 14:
Test Results for Executables Packed with NakedPack.

Executable MD5

Blocks
Recognized
As Packed

Blocks
Recognized
As
Unpacked
(false
negatives)

09c7859269563c240ab2aaab574483dd

87.719%

12.281%

1a9b51a0d07be16bc44a4f8ff6f538fd

53.333%

46.667%

18.750%

1f06d05ef9814e4cb5202c197710d2f5

64.706%

35.294%

82.353%

17.647%

1f171553f1138dc0062a71a7d275055a

92.000%

8.000%

de7cf7de23de43272e708062d0a049b8

85.185%

14.815%

2cffa74f01e50f2fc07d45dbe56561bb

76.923%

23.077%

e8b0a9ecb76aaa0c3519e16f34a49858

95.349%

4.651%

378da78d3d3c981b38fb4d10b049d493

72.727%

27.273%

ecef404f62863755951e09c802c94ad5

86.667%

13.333%

41fb70824080b8f9774f688532a89e01

72.727%

27.273%

fbd6b3bb2a40478df5434a073d571cae

75.000%

25.000%

Table 13:
Test Results for Executables Packed with Xcomp97.

Executable MD5

Blocks
Recognized
As Packed

Blocks
Recognized
As
Unpacked
(false
negatives)

5723ccbd541e553b6ca337a296da979f

93.069%

6.931%

6d12a84c55f20a45c78eb1b5c720619b

72.727%

27.273%

8cace33911b71d63fca920cabda3a63a

65.385%

34.615%

8e93cdf0ea8edba63f07e2898a9b2147

80.645%

19.355%

97297c74d02e522b6a69d24d4539a359

80.645%

19.355%

9872199bec05c48b903ca87197dc1908

71.429%

28.571%

9a6a653adf28d9d69670b48f535e6b90

83.784%

16.216%

9d1f6b512a3ca51993d60f6858df000d

77.778%

22.222%

b2099fbd58a8f43282d2f7e14d81f97e

76.000%

24.000%

09c7859269563c240ab2aaab574483dd

91.111%

8.889%

b65a1a4b606ec35603e98d7ca10d09d7

70.000%

30.000%

1a9b51a0d07be16bc44a4f8ff6f538fd

70.000%

30.000%

c07f1963e4ff877160ca12bcf0d40c2d

61.905%

38.095%

1f06d05ef9814e4cb5202c197710d2f5

66.667%

33.333%

de7cf7de23de43272e708062d0a049b8

78.788%

21.212%

1f171553f1138dc0062a71a7d275055a

93.103%

6.897%

e8b0a9ecb76aaa0c3519e16f34a49858

93.162%

6.838%
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Blocks
Recognized
As Packed

Blocks
Recognized
As
Unpacked
(false
negatives)

ecef404f62863755951e09c802c94ad5

82.500%

17.500%

fbd6b3bb2a40478df5434a073d571cae

70.000%

30.000%

Executable MD5

Table 15:
Test Results for Executables Packed with Morphine.

55

Table 16:
Test Results for Executables Packed With Themida.

Executable MD5

Blocks
Recognized As
Packed

Blocks
Recognized As
Unpacked
(false
negatives)

09c7859269563c240ab2aaab574483dd

99.254%

0.746%

1a9b51a0d07be16bc44a4f8ff6f538fd

99.298%

0.702%

1f06d05ef9814e4cb5202c197710d2f5

99.318%

0.682%

1f171553f1138dc0062a71a7d275055a

99.496%

0.504%

Blocks
Recognized
As Packed

Blocks
Recognized
As
Unpacked
(false
negatives)

2cffa74f01e50f2fc07d45dbe56561bb

99.126%

0.874%

378da78d3d3c981b38fb4d10b049d493

99.212%

0.788%

41fb70824080b8f9774f688532a89e01

99.388%

0.612%

5723ccbd541e553b6ca337a296da979f

99.241%

0.759%

09c7859269563c240ab2aaab574483dd

97.959%

2.041%

6d12a84c55f20a45c78eb1b5c720619b

99.326%

0.674%

1a9b51a0d07be16bc44a4f8ff6f538fd

78.947%

21.053%

8cace33911b71d63fca920cabda3a63a

99.235%

0.765%

1f06d05ef9814e4cb5202c197710d2f5

86.364%

13.636%

8e93cdf0ea8edba63f07e2898a9b2147

99.178%

0.822%

1f171553f1138dc0062a71a7d275055a

97.436%

2.564%

97297c74d02e522b6a69d24d4539a359

99.241%

0.759%

2cffa74f01e50f2fc07d45dbe56561bb

92.500%

7.500%

9872199bec05c48b903ca87197dc1908

99.220%

0.780%

378da78d3d3c981b38fb4d10b049d493

90.625%

9.375%

9a6a653adf28d9d69670b48f535e6b90

99.222%

0.778%

41fb70824080b8f9774f688532a89e01

88.571%

11.429%

9d1f6b512a3ca51993d60f6858df000d

99.382%

0.618%

5723ccbd541e553b6ca337a296da979f

99.035%

0.965%

b2099fbd58a8f43282d2f7e14d81f97e

99.410%

0.590%

6d12a84c55f20a45c78eb1b5c720619b

90.909%

9.091%

b65a1a4b606ec35603e98d7ca10d09d7

99.294%

0.706%

8cace33911b71d63fca920cabda3a63a

90.000%

10.000%

c07f1963e4ff877160ca12bcf0d40c2d

99.337%

0.663%

8e93cdf0ea8edba63f07e2898a9b2147

94.000%

6.000%

de7cf7de23de43272e708062d0a049b8

99.385%

0.615%

97297c74d02e522b6a69d24d4539a359

93.617%

6.383%

e8b0a9ecb76aaa0c3519e16f34a49858

98.139%

1.861%

9872199bec05c48b903ca87197dc1908

86.667%

13.333%

ecef404f62863755951e09c802c94ad5

98.501%

1.499%

9a6a653adf28d9d69670b48f535e6b90

91.111%

8.889%

fbd6b3bb2a40478df5434a073d571cae

99.128%

0.872%

9d1f6b512a3ca51993d60f6858df000d

90.909%

9.091%

b2099fbd58a8f43282d2f7e14d81f97e

92.105%

7.895%

b65a1a4b606ec35603e98d7ca10d09d7

89.286%

10.714%

c07f1963e4ff877160ca12bcf0d40c2d

89.286%

10.714%

de7cf7de23de43272e708062d0a049b8

94.231%

5.769%

e8b0a9ecb76aaa0c3519e16f34a49858

98.462%

1.538%

ecef404f62863755951e09c802c94ad5

92.857%

7.143%

fbd6b3bb2a40478df5434a073d571cae

89.286%

10.714%

Executable MD5

We present below the histogram of false
positives for the original unpacked executables
and the histograms of false negatives for the
packed executables:

Figure 16. Histogram of False Positives for the Original
Unpacked Executables
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Figure 17. Histogram of False Negatives for the Mew11
Packed Executables

Figure 18. Histogram of False Negatives for the UPX Packed
Executables

Figure 19. Histogram of False Negatives for the CEXE Packed
Executables

Figure 20. Histogram of False Negatives for the FSG Packed
Executables

Figure 21. Histogram of False Negatives for the PECompact
Packed Executables

Figure 22. Histogram of False Negatives for the MPress
Packed Executables

Figure 23. Histogram of False Negatives for the XComp97
Packed Executables

Figure 24. Histogram of False Negatives for the NakedPack
Packed Executables
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as packed, with positive rates in the range of
ninety-nine (99) percent.

VI. conclusIon
The paper presented a methodology for
determining the packing status of executables
by analyzing their binary content.
Figure 25. Histogram of False Negatives for the Morphine
Packed Executables

The data presented demonstrates that
among the four n-grams adopted, the one that
presented the best result for the construction of
the decision tree was the unigram, paired with
the option of algorithm boosting with 30 steps.
With these options and considering the
classification criteria adopted for packaging - 50%
of blocks recognized as such – only one binary
packed with CEXE suffered misclassification.

Figure 26. Histogram of False Negatives for the Themida
Packed Executables

In the analysis of the original binaries, we
see three cases of false positives in about 40 to
45% of the blocks analyzed. Still, considering the
classification criteria adopted for packing - 50%
of blocks recognized as such - no binaries suffer
misclassification.
In the analysis of binaries packed with
Mew11, FSG, PECompact, Xcomp97 and Mpress,
the false negative rate is lower, reaching a maximum around 37%. Again, no binaries suffered
misclassification.
For binaries packed with CEXE, there is one case
of misclassification out of the twenty-two analyzed,
where the false negative rate reached 72.222%.
For the data generated with the usage of packers that where not in the set of packers used for
the training of the BinStat application, we can
see that no binary packed with NakedPack and
Morphine suffered misclassification.
Finally, one can see that the binaries generated with Themida packer were easily identified

Additionally, all executables packed with
NakedPack, Morphine and Themida where
correctly classified even though those packers
were not part of the training base of the BinStat
application.
In the case of Themida, all binaries had more
than ninety-nine (99) percent of their blocks
recognized as packed, showing that this packer
mechanism is easily recognized by BinStat tool.
These results demonstrate the robustness of
the methodology presented in this paper.
It is noteworthy that the presented method
does not use the signature technique presented
on tools such as PEiD. Because of that, it is able
to detect executables packed with tools that
circumvents such technique.
For future work, we intend to broaden the
base of training and testing with more binaries
and the use of other packing tools in addition to
the seven used.
In addition, we intend to investigate the
impact on the methodology described of the
introduction of techniques for binary processing
considering some peculiarities of the PE (Portable
Executable) format, before subjecting them to
presented statistical module.
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Abstract - Geo-positional systems have gained in technological prominence over previous
years. These systems provide location based information to applications which, in some
cases, record geographic coordinates within Exif data in files. One such application of this
is in the iPhone camera facility which records the location of an image. This information
can be relied upon in an investigation. However, this study, shows that there are question
marks over the accuracy and reliability of this data. In this study we demonstrate two
methods wherein the geographic coordinates of a picture taken with an iPhone can be
modified and therefore prove unreliable.
Keywords - Geo-positional forensics; geo-tags; Exif data; GPS;

I. INTRODUCTION
Geographical Positioning Systems (GPS) technology has become prevalent in many areas of
life and increasingly continues to become an
important technological function in many electronic devices. This technology is generally used
to provide location awareness and in turn provides particular user services. A similar technology (cell site analysis) has also existed in mobile
phones, which indirectly allows such devices
to be tracked to within 10m of their use at any
given point in time. One of the more popular
applications of GPS technology is in Satellite
Navigation (SatNav) based systems wherein GPS
systems interface with applications which guide
travellers through a journey. Such systems take

various forms, however the more popular are the
built-in (factory-fit) systems and mobile devices.
These technologies have played an important
part in the investigation of incidents, particularly
where tracking the location of individuals is a
key factor. We refer to this area of investigation
as geo-positional forensics.
Research into geo-positional forensics can be
divided into three categories:
• Legal engineering
• Operating system/application analysis
• Physical extraction and data analysis
Legal engineering is the process of ensuring
that the investigation is conducted in a sound
manner and where the process conducted and the
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results obtained thereof can be admissible in a
court of law. The issues involved here are not very
dissimilar to a 'dead-box' Windows investigation.
However, there are clear issues and problems
in certain aspects of GPS systems technology
which need to be resolved and presented to the
digital forensics community. Some of the legal
challenges in Geo-positional forensics are quite
new, for instance, the reliability of evidence
extracted from GPS memory systems can be
questioned for a number of reasons:
• Accuracy and reliability of GPS data
• GPS Jamming [1, 2]
• Improper legal engineering
The first of these issues is the subject of the
present study wherein we question the reliability of geo-tags which may be contained within
photographs taken with an iPhone. Geo-tags
are geographic coordinates which are stored as
metadata - or more specifically Exif (Exchangeable Image format) data, which points particularly to the geographical coordinates of the location where the photograph was taken. Note that
we use the term metadata to refer collectively
to the geo-tags (which are contained within the
Exif data) and the MAC timestamps (which are
recorded within the operating system file attributes for the file in question). For the geo-tags
to be recorded in this way, the location services
function has to have been enabled.
Investigators should be aware that there are
a number of other issues (outside of the scope
of the present study) related to the reliability of
GPS related data. Some of these inaccuracies of
GPS data are explored by Strawn [3] and are addressed in part by technologies such as Assisted
GPS (AGPS) [4-6]. GPS receivers can be 'spoof-attacked' wherein a signal is generated making the
GPS receiver "believe that it is in motion" [7] and
in return result in unreliable coordinates which
may be recorded within the Exif data. The devices and the data contained therein can be tampered with and that in turn could lead to claims
against the data storage systems being provably
secure [7].

In the present study, a number of interviews
with police digital forensic officers were conducted in order to establish and explore cases
in which geo-tags from iPhones had been used.
Through this research we were able to explore a
number of cases for instance where:
• Indecent images of a child contained geotags which were used to identify the location
of where the images were believed to have
been taken.
• Pictures were found of a building believed to
be used to grow drug plants hydroponically.
The police were able to trace the building and
subsequently the group alleged to be growing
the plants from the geo-tags within the pictures.
The present study demonstrates that the
geo-tags contained within pictures taken with an
iPhone are unreliable. We present two methods
whereby the geo-tags can be forged and in doing
so be nearly impossible to trace. We show that
on modifying the coordinates, the resulting
change in MAC (Modified/Accessed/Created
timestamps) can be altered easily so as to make
the modification impossible to trace.
The structure of the rest of this paper is as
follows: In section II we detail the equipment and
software used for the two experiments, we also
state the limitations of the experiments. In section
III we present and explain the first experiment in
which we extract, modify and then reinstate an
image to an iPhone. In section IV we present an
alternative method of achieving the same, this
time by using the iTunes backup facility.
II. HARDWARE, SOFTWARE AND LIMITATIONS

These experiments were performed on a
jailbroken Apple iPhone 3Gs 16GB. The device
had an operating system version 4.1 (8B117) and
a firmware with version 05.14.02. The carrier
was recorded as: O2 8.0
Two laptop computers were used:
a. Sony Vaio VGN-AR71S 2.50 GHz, 4GB DDR2
SDRAM, 500GB HDD Laptop with Microsoft
Windows 7 Professional 32Bit
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b. Fujitsu Amilo Pro V1000 Intel Celeron 2.5
GHz, 512MB DDR SDRAM, 40GB HDD Laptop
with Ubuntu 10.04.1 LTS (Lucid Lynx)
The specialist software and equipment used
was as follows:
•Evigator TAGView v1.1.0 [8]  
•Google Earth 5.2.1.1588 [9]  
•PhotoME Photo Metadata Editor Version
0.79R17 (Build 856) [10]
•Irfanview 4.27 with plug-in“iv_misc.zip”[11]  
•Micro Systemation .XRY Logical Software 5.3
and associated hardware [12]
• SQLite Database browser Version 2.0b1 [13]
•SQLite3.exe  [14]  
•SQLite Expert Personal [15] (for second
experiment)
•XRY Logical and Physical mobile forensic
system [12]
•Apple iTunes 10.1 [16] (for the second
experiment)
•iBackupBot
3.0.9
[17]
(for
second
experiment)
These experiments altered two items of
data: geographic coordinates (namely longitude
and latitude) and the MAC timestamps. Prior
to and after each experiment these metadata
were verified using two different tools; no other
metadata was altered during the course of these
experiments.
Some of the software used above (excluding
in particular XRY) is not verified for use in digital
evidence extraction. This means, for instance,
that the use of tools such as Irfanview may not
be readily accepted in a court of law and we
cannot be sure of any adverse effects that use
of the software may have on the systems/files.
However we can be sure that the two items of
data we specifically modified were not in any
other way adversely affected other than in our
modification as described herein.
Both our experiments were conducted on
a jailbroken iPhone. In our experiments, it
proved impossible to mount the phone on an
Ubuntu system unless it was jailbroken. The
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experiment was repeated with a non-jailbroken
iPhone running iOS 4.2, but wherever mounting
was necessary, Windows was used to mount
the phone. In this case the result was identical,
thereby proving that the phone does not have to
be jailbroken for the modifications to have been
made.
We believe that there are mechanisms (such
as those described by Bernd Marienfeldt [18])
wherein we may be able to mount the iPhone on
an Ubuntu system without having jailbroken it in
the first place.
III. EXPERIMENT 1: MANIPULATING THE GEO-TAGS
USING EXTERNAL SOFTWARE/HARDWARE

The objective of the first experiment was to
demonstrate an effective process that modifies
geo-tags within the metadata of images
contained on an iPhone, and leaves no evidence
of the change having taken place. In the first
experiment, the image is modified externally
and then uploaded back onto the iPhone.
In most digital forensic examinations, the
examined device must be isolated from the
network as per the ACPO guidelines [19]. This
is generally achieved by cloning the SIM card
or the use of a Faraday box or similar shielding
method. In this case the device was not isolated
as the call records and SMS data (the only data
that could be modified inadvertently) are outside
the scope of this project. As such, the iPhone
can be mounted using any operating system (in
our case Ubuntu and Windows). The geo-tags for
instance cannot be modified inadvertently if the
iPhone is receiving signals.
A. Record of Exif Data
A JPEG image that had been taken by the
iPhone’s camera was selected for modification.
This image had to have been taken with the
location services function enabled and its
coordinates needed to be intact. The relevant
Exif data and MAC times were recorded and
confirmed using two different applications:
Micro Systemation XRY [12] (Figure 1) and then
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TagView (since replaced with TagExaminer [8]
Figure 2).

c. The MAC timestamps of the file which in
this case were 18-10-12 (date) and 13:10:12
(time).
Following this, a logical extraction was
performed using XRY and the image was selected
and exported to external storage media.

Figure 1. Analysis of the image using TagView

The XRY examination took place with the
phone mounted on a Ubuntu machine and the
TagView examination took place once the image
had been copied onto an external storage system
and in this case on a Windows machine.
Important data was recorded at this point as
follows:
a. The file path of the image on the iPhone
which in this case (and generally in most
cases on the iPhone – at least in this version
of the operating system) was:
\Computer\iPhone\InternalStorage\DCIM\
NNNAAAAA

b. The coordinates of the selected image
as recorded within the Exif data (in
this case the longitude and latitude
was 52.0196666666667 and -1.2901666
6666667 respectively).

B. Modification of Exif Data
The latitude and longitude coordinates of the
JPG on the external storage system were changed
using PhotoME [10] which (amongst various other
functions) allows for the modification of Exif
data. These were changed to point to 77.055961
and 38.870988 respectively (Figure 3).
The reader should be aware of the various
points at which the MAC times have changed
throughout this and other experiments. These
are as follows:
• When a file is backed up using the iTunes
facility, through XRY or manual copying
• When the file is modified using any of the
utilities specified herein
The MAC times need to be changed back to
the original timestamps after any modifications
to the geo-data are made. To achieve this, we
used a utility called Irfanview [11] (Figure 5) which
allowed for the modification of this metadata.
C. Verification/Validation
Following modification of the Exif data, we
needed to verify the changes. As stated earlier,
the approach we took was to use at least two
utilities to do this. Furthermore, we analysed
the Exif data both before and after copying the
modified image back onto the iPhone. Prior to
copying the image onto the iPhone, we analysed
the image as follows:
• XRY. The image was examined using XRY.
The new Exif data confirmed the latitude/
longitude changes and the examination confirmed that the MAC timestamps had been
changed back to the original timestamps.

Figure 2. Analysis of the image using XRY

• PhotoMe. The image was viewed again using PhotoMe which integrates coordinate
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plotting with Google maps. The Exif coordinates and MAC timestamps confirmed
the same. The in-built Google map facility
pointed to the new coordinates.

the images may not display correctly or at all. The
locations on the iPhone of the relevant files are:

Once the image had been modified it was
copied back onto the iPhone (by mounting the
iPhone using Ubuntu and copying back to the
original directory) and replaced the original image.

We can verify the contents of these files by
mounting the iPhone and accessing the files
using a tool such as SQLite Expert Personal
[15] (Figure 4). The info.plist file was extracted
using XRY in order to keep a precise record of
the contents. Most important in this were the
primary keys which determined the order in
which images are displayed through the camera
roll → places function.

A further analysis was conducted to assess
whether the MAC timestamps and coordinates
had been correctly modified and/or in any way
adversely affected when the image was copied
back onto the iPhone. The way in which the
image metadata was confirmed in this case was
as follows:
• iPhone. The modified image was viewed using the Camera Roll → Places, however as
we shall see, at this point this still points to
the original coordinates and this required a
further modification which will also be discussed.
• Through a Windows machine. The iPhone
can be mounted using a Windows machine
and the image properties accessed thereof
from the directory. The Exif data in this case
can be viewed as with any normal Windows
accessed image by right clicking on the image and selecting properties.

/PhotoData/Photos.sqlite
/PhotoData/PhotosAux.sqlite
/DCIM/.MISC/Info.plist (a hidden file)

The info.plist file was deleted. This forced the
iPhone operating system to recreate the file on
rebooting. It does this by traversing the DCIM
folder and rebuilding the data. Once recreated,
we modified the entries back into the original
order. It should be noted at this juncture, that
by modifying the plist file, we have inadvertently
modified the MAC times and these should
be changed in the same manner as we have
identified elsewhere. This is something that an
investigator should be aware of when analysing
the device.
The image Exif data can be validated again
using the process previously described to show
that the data has not changed from the point we
made the changes.

D. Modification of sqlite and plist files on
iPhone
Whilst the modification has been correctly
reflected in the metadata of the image, the
iPhone still displays the original coordinates
when viewed through the Camera Roll → Places
feature. This is because the iPhone stores data
relating to images within an SQL database and
a plist (property list), both of which require
modification at this point. The entries in these
files seemingly override the Exif data.
The plist file is an XML based file which contains information on how the device should display the images listed in the SQLite databases. If
info.plist becomes corrupted then some or all of

Figure 4. Image coordinates as represented in the sqlite
database

Following the process described above, we
have managed to modify the metadata within
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an image without any of the changes being
traceable. We now proceed to demonstrate
another method whereby this could be achieved
by using a normal backup function within iTunes.

-1.827667 respectively. Whilst the date would
of course be kept the same, the destination
coordinates would be modified to be 38.871067
and 77.05555 respectively.

IV. EXPERIMENT 2:
MANIPULATING THE GEO-TAGS USING
APPLE ITUNES

The objective of the second experiment was
to prove an effective process through which
one can modify geo-tags within the metadata of
images using the Apple iTunes backup facility
and to subsequently restore the backup to an
iPhone. The process should leave no evidence
on the iPhone of the modification ever having
taken place.
The first two stages of the process are the
same as for the previous experiment wherein
we examine the device to identify a suitable
image (using XRY) and then extract the source
image to an external storage system in the same
way. Again, we verify the metadata by using
two different utilities both before and after
modification.

Figure 6. Backing up an iPhone using iTune

A. Backing up the iPhone
Following the extraction of the image, the
iPhone was backed up using the iTunes feature
(Figure 6) and then a copy made of that backup
onto an external storage system. The default
iTunes application backup directory is normally:
<DRIVE:>\Users\<User>\AppData\
Roaming\AppleComputer\MobileSync\
BackUp\<foldername>\

The folder name in this case is 79d479ced
4d925c4bbc5e05fcd22a470d1b76cad.
B. Identifying and modifying the target image

Figure 5. Timesstamp modification in IrfanView

A different file from that used in experiment 1
was selected and copied onto an external storage
system. The metadata of this file was confirmed
and recorded in the same way as in experiment
1. The date and time of the image in this case
were 25-11-12 and 17:21:25 respectively and
the latitude and longitude were 52.68367 and

Figure 7. Exporting Plist and Sqlite files in iBackupBot

Each file within the backup has a long
alphanumeric hex filename and none of these
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filenames corresponded to the filename that we
had extracted using XRY. Furthermore, none of
these files had an extension which might indicate
the file-type. This was clearly important as the
modified image must replace its corresponding
file in the iTunes backup.
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onto the iPhone displays the modified coordinates.
An alternative mechanism however (now that the
whole phone has been backed up) is to modify
these two files directly within the backup directory.
However as we have already established, files in the
iTunes backup directory are listed as alphanumeric
hex names making it difficult to identify the file to
be modified. In order to identify the correct file, we
used a utility called iBackupBot [17] which allows
specifically for the export of sqlist and plist files.
The sqlite and plist files were selected from
the media/Photodata directory and exported to
an external storage system. The export with back
up information option must be selected (Figure
7) in order to enable the files to be imported
after modifying.

Figure 8. Hash files name within the iTune Backup folder

There are at least two ways in which we can
identify the target file. One is by performing a
header analysis/file signature analysis on each
of the files. This can be accomplished by using
a hex based file viewer or a tool such as EnCase
[20] or FTK (Forensic Toolkit) [21]. An alternative
albeit more crude method is as follows:
•
•
•

Copy all the files from this directory into
another directory
Rename all the files within this new
directory to have an extension of .jpg
JPG files will be displayed in the Windows
Explorer thumbnail view whilst others will
not.

The files in our case were saved with the
following filenames:
Media_PhotoData_PhotosAux.sqlite.info
Media_PhotoData_Photos.sqlite.info

Each of these files (sqlist and plist) contain
a hash entry which corresponds to the
alphanumeric hex name of this file within the
iTunes backup folder (see §IV.A above and
Figure 8). This filename must be recorded and
the corresponding files located from within the
following directory:
<DRIVE:>\Users\<User>\AppData\Roaming\
AppleComputer\ MobileSync\BackUp\

The procedure for modifying the coordinates
on the file was exactly the same as followed in
experiment 1.
With the modifications having been made to
the target JPEG file, it can be renamed to the
original filename (i.e. JPG extension removed)
and then copied back to the backup directory.

Figure 9. Restoring iPod from Backup

C. Modification of sqlite and plist files in
iTunes backup directory
The sqlite and plist files can be modified in exactly the same way as in the first experiment in
order to ensure that the image once copied back

Having located the file, the tables are
emptied using SQLite Expert Personal, recall that
rebooting the iPhone will rebuild the deleted
entries based on the data in the Exif tags. This
can be achieved by highlighting each table and
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then selecting the empty table <name> option
(through the data tab). Whilst this removes
the data from within the tables the database
structure remains the same.

timestamp. The impact of this is that the modified image has metadata that has timestamps
matching those of the other images in the
backup folder.

The iPhone is now reconnected and we use
iBackupBot to restore the backup (File→Restore
- Figure 9).

There are numerous ways in which this research can be taken forward. It was recently
reported that the iPhone stores geo-tags relating to an individual’s every movement [24].
One way in which the current research is being
taken forward is to establish whether this can
be modified en-masse.

When the Camera Roll→Places function is
selected within iPhones, the map now displays
the new location created by modifying the
latitude and longitude coordinates.
We can validate the timestamp-reset and
coordinate modification using the same steps as
we followed in experiment 1.
V. CONCLUSIONS

In both experiments the outcomes proved
successful. In both cases the coordinates of the
two images were modified, as were the associated MAC timestamps and then successfully
copied back onto the iPhone. We recovered no
artefacts from the iPhone. However, artefacts
were created on the Ubuntu and Windows machines.
The deletion of files left no artefacts on the
iPhone operating system (certainly not through
investigation using XRY), however it may be
possible to recover such artefacts using the Zdiarski method [22, 23], due to it making a bitby-bit copy of the user partition. A discussion
of this technique for recovering forensic artefacts within the current context is outside of the
scope of this paper and it may be worth considering for future development of this work.
The only exception to this rule was in Experiment 2, where the “Last Modified” timestamp
was not changed. The reason for this was that
all of the other images in the iTunes Backup
folder had that timestamp, so it seemed correct that it should be the same as those. This
was created during the creation of the backup
files. All of the backup files, with their alphanumeric hex file names are copies of those on
the device but are renamed, hence the new
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