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GUIDE FOR AUTHORS

The Journal seeks to publish significant 

and useful articles dealing with the broad in-

terests of the field of Forensic Computer Sci-

ence, software systems and services related to 

Computer Crimes, Computer Forensics, Com-

puter Law, Computer Vision, Criminology, 

Cryptology, Digital Investigation,  Artificial 

Neural Networks, Biometrics, Image Analysis, 

Image Processing, International Police Coop-

eration, Intrusion Prevention and Detection, 

Machine Learning, Network Security, Pattern 

Recognition, and Signal Processing. Matters 

of digital/cyber forensic interest in the social 

sciences or relating to law enforcement and 

jurisprudence may also be published. 

Our goal is to achieve an editorial balance 

among technique, theory, practice and com-

mentary, providing a forum for free discussion 

of Forensic Computer Science problems, solu-

tions, applications and opinions. Contributions 

are encouraged and may be in the form of ar-

ticles or letters to the editor.  

The Journal neither approves nor disap-

proves, nor does it guarantee the validity or 

accuracy of any data, claim, opinion, or conclu-

sion presented in either editorial content, ar-

ticles, letters to the editor or advertisements.

CONTENT

A paper may describe original work, discuss a 
new technique or application, or present a survey of 
recent work in a given field. Concepts and underlying 
principles should be emphasized, with enough 
background information to orient the reader who 
is not a specialist in the subject. Each paper should 
contain one key point, which the author should be 
able to state in one sentence. The desired focus 
should be on technology or science, rather than 
product details. It is important to describe the value 
of specific work within its broader framework. 

Replications of previously published research 
must contribute sufficient incremental knowledge 
to warrant publication. Authors should strive to 
be original, insightful, and theoretically bold; 
demonstration of a significant “value-added” advance 
to the field’s understanding of an issue or topic is 
crucial to acceptance for publication. Multiple-
study papers that feature diverse methodological 
approaches may be more likely to make such 
contributions.

We attach no priorities to subjects for study, nor do 
we attach greater significance to one methodological 
style than another. For these reasons, we view all our 
papers as high-quality contributions to the literature 
and present them as equals to our readers.
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PRESENTATION

A paper is expected to have an abstract that 
contains 200 words or less, an introduction, 
a main body, a conclusion, cited references, 
and brief biographical sketches of the authors. 
A typical paper is less than 10,000 words and 
contains five or six figures. A paper should be 
easy to read and logically organized. Technical 
terms should be defined and jargon avoided. 
Acronyms and abbreviations should be spelled 
out and product names given in full when first 
used. Trademarks should be clearly identified. 
References should be numbered sequentially in 
the order of their appearance in the text.

SUBMISSION INFORMATION

Manuscripts should be submitted in an editable 
format produced by any word processor (MS Word 
is preferred). PDF files should be submitted only 
if there is no alternative.

By submitting a manuscript, the author certifies 
that it is not under simultaneous consideration by 
any other publication; that neither the manuscript 
nor any portion of it is copyrighted; and that it has 
not been published elsewhere. Exceptions must 
be noted at the time of submission. Submissions 
are refereed (double-blind review).

PUBLICATION PROCESS

A submitted paper is initially reviewed to 
determine whether the topic and treatment are 
appropriate for readers of the Journal. It is then 
evaluated by three or more independent referees 
(double-blind review).  The policy of double-blind 
review means that the reviewer and the author do 
not know the identity of each other.  Reviewers 
will not discuss any manuscript with anyone 
(other than the Editor) at any time.  Should a 
reviewer have any doubt of his or her ability to be 
objective, the reviewer will request not to review 
a submission as soon as possible upon receipt.  

After review, comments and suggestions are 

forwarded to the author, who may be asked to revise 

the paper. Finally, if accepted for publication, the 

paper is edited to meet Journal standards. Accepted 

manuscripts are subject to editorial changes made 

by the Editor. The author is solely responsible for all 

statements made in his or her work, including changes 

made by the editor. Proofs are sent to the author 

for final inspection before publication.  Submitted 

manuscripts are not returned to the author; however, 

reviewer comments will be furnished.

Reviewers may look for the following in a manu-

script:

Theory: Does the paper have a well-articulated 

theory that provides conceptual insight and guides 

hypotheses formulation? Equally important, does the 

study informs or improves our understanding of that 

theory? Are the concepts clearly defined?

Literature: Does the paper cite appropriate 

literature and provide proper credit to existing 

work on the topic? Has the author offered critical 

references? Does the paper contain an appropriate 

number of references (e.g., neither over – or under – 

referencing does not occur)?

Method: Do the sample, measures, methods, 

observations, procedures, and statistical analyses 

ensure internal and external validity? Are the statistical 

procedures used correctly and appropriately? Are the 

statistics’ major assumptions reasonable (i.e., no 

major violations)?

Integration: Does the empirical study provide a 

good test of the theory and hypotheses? Is the method 

chosen (qualitative or quantitative) appropriate for 

the research question and theory?

Contribution: Does the paper make a new and 

meaningful contribution to the management litera-

ture in terms of all three: theory, empirical knowl-

edge, and management practice?

Citation in a review: Finally, has the author given 

proper reference or citation to the original source of 

all information given in their work or in others’ work 

that was cited?

For more information, please visit www.IJoFCS.org
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1. INTRODUCTION

Applications at the tactical level of security in 

analog voice channel communications have been 

established as a topic of interest in relation to 

the activities of not only the armed forces on our 

borders but also of the federal and civil police in 

several regions of our country. This paper presents 

a voice cryptography system based on a scrambler 

that lends itself to this purpose, providing: 

significant resistance to the breach of information, 

the ability to reconfigure internal modules and 

encryption algorithms, and a low cost product.

Time-frequency scramblers have been an 

object of study for more than three decades 

leading analog technology into digital technology. 

Speech scrambler applications in the time domain 

may be found in literature (Mitchell and Piper, 

1985; Lee and Chou, 1984; Huang and Stansfield, 

1993). The voice signal is segmented and 

temporally scrambled. The size of the segment 

and the scramble order may follow a pseudo-

random scheme. In the frequency domain, the 

first algorithms based on digital signal processing 

techniques used a Fast Fourier Transform (FFT). 

The FFT coefficients are permuted frame to 

frame and a frame synchronization becomes 

necessary regularly (Sakurai, Koga, and Muratani, 

1984; Woo and Cyril, 1997; Ehsani, and Borujeni, 

2002). Proposals using the discrete cosine and 

the Hadamard transforms are also found in 

Abstract - This work presents a real-time frequency voice scrambler algorithm and its 
implementation in TMS 320C6X - TEXAS Instruments DSP (Digital Signal Processor) architecture. 
The voice channel cryptography system is based on a scrambled discrete Hartley Transform. It 
includes large energy random components inserted into the voice channel bandwidth. As result it 
is not possible to identify pauses between words, and it is also observed that the speaker could 
not be identified. The proposal uses low cost hardware architecture adapted for tactical level 
security in network voice communications. Real-time experimental results have been performing 
well in a variety of analog voice channels.

Index Terms - Real-time algorithms, Cryptography, Digital signal processors, Discrete 
Hartley transforms, Fast transforms.

Paper submitted on February 2nd, 2012
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literature (Dawson, 1991; Milosevic, Delic, and 

Senk, 1997).

Techniques combining the time-domain and fre-

quency-domain speech scrambler have also been 

applied with the intention of making the algorithm 

more robust, minimizing residual intelligibility in 

the scrambled signal and dispensing with the need 

for synchronization (Milton, 1989). Approaches 

using band-split audio scramblers (Ali, and Alawi, 

2004), time-frequency analysis using wavelet trans-

form (Ma, Cheng, and Wang, 1996; Sadkhan et al.,  

2007), and using Principal Components Analysis 

(PCA) (Abbas, 2009) have also been the subject of 

studies. Examples of algorithms implemented in 

digital signal processor (DSP) architecture for appli-

cations in narrowband channels point to frequency 

scramblers performing well in respect to cost-bene-

fit characteristics for operating in real time.

A voice scrambler is proposed in this 

work which is based on the pseudo-random 

permutation of frequency components in the 

discrete Hartley transform domain implemented 

with a fast algorithm (Bracewell, R. N., 1983; 

Nascimento and Malvar, 1990). The scrambler 

also allows configuring the insertion of 

frequency components with the aim of masking 

the identity of the speaker as well as keeping the 

signal energy constant during the entire period 

of communication, preventing the beginnings 

and endings of words from being identified. 

This work proposes a pseudo-random scrambler 

based on the discrete Hartley transform and 

shows its real time implementation in a low cost 

platform based on a TMS320C6713 processor 

(Texas Instruments, 2005).

Section 2 presents, briefly, the discrete Hartley 

transform which is the most important module 

of the scrambler.

2. THE DISCRETE HARTLEY 
TRANSFORM

The Discrete Hartley Transform (DHT) maps 

a real sequence of size N samples in another 

sequence that is also real and of size N in the 

frequency domain (Bracewell, R. N., 1983). 

Similar to the discrete Fourier transform which 

may be implemented by a fast algorithm known 

as FFT (Fast Fourier Transform), the discrete 

Hartley transform may also be implemented 

with another fast algorithm known as FHT (Fast 

Hartley Transform). The FHT has a computational 

complexity of O(Nlog
10(N)) like FTT, but it 

involves only real operations (Nascimento and 

Malvar, 1990).  The pair of the discrete Hartley 

transforms may be written as:

  (1.a)

  (1.b)

where H[k] represents the Hartley coefficient of 

index k, x[n] the input real sequence of N size, 

and  identifies the basis 

function of the respective transform.

In recent years, the Hartley transform has 

reemerged as a possible alternative to the 

Fourier transform. Among its applications, it 

may be used for spectral estimation, for signal 

interpolation and for designing cyclic codes. The 

great advantage of FHT resides in the absence 

of complex arithmetic and the direct Hartley 

transform is the same as the inverse, meaning 

that it does not have direction. This occurs 

because, besides being orthogonal, the Hartley 

basis functions are also symmetrical, causing 

the discrete matrix transformation to be equal 

in its inverse. Computationally, this means that 

the fast algorithm used in the direct transform is 

the same used in the inverse transform.

The Hartley transform has properties similar 

to those in the Fourier transform. The kernel 

of the Hartley transform is periodic and the 

convolution in the time domain corresponds to 

two multiplications in the frequency domain. 

The transform and other operations in the 

Hartley space take less processing time than 

corresponding operations in a Fourier space. 
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Multiplying complex numbers in a digital pro-

cessor requires four multiplications and two fixed-

point (or floating) additions due to the very nature 

of complex operations. The amount of memory 

required and the number of necessary operations 

make the Fourier transform less suitable from a 

computational efficiency point of view in embed-

ded applications for transforming real sequences 

into the frequency domain (Bracewell, R. N., 1983).

The Discrete Hartley Transform (DHT), in turn, 

transforms a sequence of real numbers in the 

time domain into a sequence of real numbers in 

the frequency domain.  In this sense, the Hartley 

transform may be seen as an algorithm that re-

moves the redundancy of Fourier by packing the 

complex coefficients through this relationship: 

  (2)

where H[k] is the k-th Hartley transform 

coefficient, and X[k] is the k-th Fourier transform 

coefficient. 

Observing the sequences that make up the 

Fourier and Hartley basis, a great similarity 

may be noted between the two which may be 

formalized mathematically. The real part of the 

Fourier coefficients may be obtained from the 

Hartley coefficients through: 

  (3.a)

  (3.b)

  (3.c)

Analogously, the imaginary part of the Fourier 

coefficients may be obtained from the Hartley 

coefficients through:      

  (4.a)

  (4.b)

  (4.c)

The Fourier coefficient magnitude and phase 

are also related to the Hartley coefficients in the 

following form: 

 22 ]0[]0[ HX =  (5.a)

 { }222 ][][
2
1][ kNHkHkX −+=  (5.b)

 22 ]2/[]2/[ NHNX =  (5.c) 

  (6.a)

  (6.b)

  (6.c)

Owing to the similarities in respect to the 

properties and mainly due to its computational 

efficiency, the Hartley transform was chosen 

to be used when implementing the voice 

cryptography system based on the pseudo-

random permutation of frequency bands in the 

transform domain.

3. DESCRIPTION  
OF THE CRYPTOGRAPHY ALGORITHM

The encoding corresponds to the process of 

spectral scrambling of the voice signal in the 

Hartley space which consists of several functional 

modules. Figure 1 illustrates, in a block diagram, 

how the encoding works. 

Initiating the encryption system process 

requires synchronization between the encoder 

and the decoder and the transmission of a 

training sequence for adapting a channel 

equalizer, which will be commented on in the 

next section when the decoder is presented. A 

periodic resynchronization between encoder and 

decoder is necessary to prevent a frame slip. The 

synchronization signal uses a PSK modulation 

technique. The receiver must be waiting for the 

transmitter to send the signal given that this 

system does not have handshake implemented.

After being digitalized at a rate of 8000 

samples/second, the voice signal undergoes 

dynamic range conditioning in order that overflow 

is not caused in the Fast Hartley Transform 

(FHT) algorithm which is implemented in fixed-

point arithmetic. This module corresponds to 
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automatic gain control shown in figure 1. Next, 
the discrete Hartley transform is applied to a 
window of 256 conditioned voice signal samples, 
also leading to a vector with 256 coefficients in 
the frequency domain (Bracewell, R. N., 1983).

To accomplish the pseudo-random scram-
bling, the Hartley coefficients are grouped to-
gether to form “frequency bands” with the same 
250 Hz width (5 Hartley coefficients for each 
band). The process of scrambling is implement-
ed symmetrically in relation to the coefficient of 
index N/2, creating a scrambled signal identi-
cal to the discrete Fourier transform. Observe 
that similar to the Fourier transform, the Hart-
ley transform maps the unit circle in the inter-
val (0, 2π) radian, and in Fourier transform, the 
coefficients between (π, 2π) are symmetrical 
conjugates of those located on the other half 
circle (0, π). In order to maintain the characteris-
tic properties of scrambling using Fourier, sym-

metrical scrambling in relation to the index N/2 

coefficient was chosen.

A pseudo-random scrambling with uniform 

probability density function is then applied 

symmetrically to the set of bands. Figure 2 il-

lustrates this process. Optionally, the system al-

lows inserting random frequency components. 

This practice increases the robustness of the 

algorithm since it maintains the signal energy 

and eliminates the pauses in conversation.  The 

insertion of random frequency components can 

make difficult the identification of the begin-

nings and ends of phonemes and words. 

After, the inverse Hartley transform algorithm 

is applied to the frequency scrambled Hartley 

coefficients which in this specific case is equal 

to the direct algorithm transform. The time 

scrambled signal is finally applied to the analog 

channel.

Fig. 1. Encoder block diagram.

Fig. 2. Organizational format of the voice frequency spectrum showing bands where random components are inserted.
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4. DESCRIPTION  
OF THE DECODING ALGORITHM

Figure 3 shows the diagram of the signal de-
coder with its main modules. The first module of 
the decoder is for detecting frame synchroniza-
tion which is performed for the first time at the 
start of the communication to adapt the channel 
equalization. Decoding begins after convergence 
of the algorithm and computing of the adaptive 
filter equalizer coefficients. The frame synchro-
nization detection module has to be prepared to 
receive a new resynchronization periodically. Pe-
riods of resynchronization from 30 seconds to 5 
minutes were tested. 

After synchronization, the signal, distorted 
and scrambled by the channel that reaches the 
decoder, is first equalized to restore the correct 
amplitudes. This is mainly done to correct the 
phase distortion from the channel which causes 
the frequency components to shift out of their 
respective temporal segment. The adaptive 
channel equalization is implemented in a classic 
transversal form with fifty coefficients. 

A segment of the scrambled and equalized sig-
nal is applied to the discrete Hartley transform. 
The coefficient vector undergoes an inverse per-
mutation and the inserted spurious components 
are removed. The inverse Hartley transform is 
applied to the descrambled coefficient vector ob-

taining a digital voice signal which finally takes 

its final analog form. Consecutive segments of 

the decoded signal are concatenated creating an 

analog signal which is then reproduced. 

5. REAL-TIME IMPLEMENTATION 
PLATFORM

The implementation of this cryptogra-

phy system was carried out using a C6713™ 

DSK (Development Starter Kit) which is a low-

cost development board based on the TM-

S320C6713 signal processor. The DSK com-

municates with a host microcomputer by a 

parallel port encapsulating a debugging pro-

tocol known as JTAG.

The DSK is made up of a 225 MHz signal 

processor with support for two clock signals, 

parallel port controller (bi-directional EPP or 

SPP), 16 Mb SDRAM memory and 512 kb FLASH 

memory, mapped-memory I/O, JTAG emulation 

and a 16-bit audio codec.

For the most part, the algorithms are 

implemented in ANSI C programming language. 

Only the critical and start-up codes were written 

in ASSEMBLY. To optimize the compilation of this 

code, some directives were also followed such as 

using pointers instead of arrays and simple if-

then-else structures, amongst others.

Fig. 3. Block diagram of the decoder.
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To manage the tasks of signal acquisition, 
encoding and decoding processing, we chose to 
use DSP/BIOS. DSP/BIOS is a dedicated scalable 
real-time kernel for applications that require 
task synchronization execution in real time, 
host-to-target communication and real-time 
instrumentation. DSP/BIOS provides preemptive 
multi-tasking, hardware abstraction, real-time 
analysis and configuration tools.

6. ExPERIMENTAL RESULTS

Figure 4 shows a segment of the original 
voice signal and just below that there is the same 
segment encrypted. Note how the encrypted 
signal loses the characteristics of a voice signal. 

Fig. 4. Above: original voice signal, and below: encrypted 
signal.

In figure 5, a longer segment is illustrated 
showing the appearance of an encrypted signal 
and below the respective Fourier magnitude 
spectrum is shown. It may be confirmed that 
the encrypted temporal signal does not present 
the typical pauses or the beginnings or endings 
of words and the amplitude spectrum occupies 
the entire channel band. A low-pass filter with a 
3.4 kHz cutoff frequency is used for bandwidth 
limiting.

Fig. 5. Above, coded signal and below the Fourier amplitude 
spectrum.

Figures 6 and 7 present decoded signal 

waveforms. Figure 6 emphasizes the effect of 

random frequency components that were added 

during the spectral permutation. In the decoding 

process, this band of frequency is eliminated 

and may be clearly observed in the figure. 

Fig. 6. Above: decoded signal, below: its Fourier amplitude 
spectrum.

Figure 7 shows the distortion effects related 

to losing the voice frequency band where random 

components were inserted.
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Fig. 7. Segments of the voice signal without cryptography, 
above: original, below: decoded.

The real-time full-duplex implementation 
(including adaptive channel equalizer) in the 
TMS320C6713 processor consumes 33% of the 
total capacity of processing. The encoding and 
decoding algorithms uses on average 2.5 milli-
seconds during for each voice segment of 256 
samples. 

7. CONCLUSIONS

A voice cryptography system was presented 
which may be implemented in simplified hard-
ware using signal processors from the C6X or 
C5X lines. Processors from the C5X line are more 
interesting in relation to their cost, their com-
putational capacity that meets the requirements 
of the project, the line interface already imple-
mented in the DSK module and the low power 
consumption.

The discrete Hartley transform was used with 
a fast algorithm due to its similarity to the Fou-
rier transform mainly in relation to the common 
properties. Besides this, in the implementation 
of the FHT, only real operations are used. In the 
specific case of the Hartley transform, the direct 
transform is equal to the inverse given that the 
basis 

The experimental results show that the cryp-
tography system performs well. Subjective eval-
uations demonstrate that the scrambled signal 
prevents the speaker from being identified. The 

insertion of random frequency components into 
the voice band, in addition to not causing a sig-
nificant loss in the decoded voice signal it also 
prevents identifying pauses in a conversation.
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1. INTRODUCTION

Any device used for calculation, computation, 

or information storage may be used for crimi-

nal activity, by serving as a convenient storage 

mechanism for evidence or in some cases as a 

target of attacks threatening the confidentiality, 

integrity, or availability of information and ser-

vices.   Computer forensic analysis [7,17] focuses 

on the extraction, processing, and interpretation 

of digital evidence. 

The tracing of an attack [7,11] from the victim 

back to the attacker often is very difficult and 

may, under certain circumstances, be impossible 

using only back tracing techniques. Although 

forensics investigations can vary drastically in 

their level of complexity, each investigative pro-

cess must follow a rigorous path. So a compre-

hensive tool for forensic investigations is im-

portant for standardizing terminology, defining 

requirements, and supporting the development 

of new techniques for investigators. Current ap-

proaches to Security System generate enormous 

amounts of data; higher priority must be given 

to systems that can analyze rather than merely 

collect such data, while still retaining collections 

of essential forensic data. 

The core concept of this paper is the impor-

tance of data fusion along with decision tree appli-

cation in computer forensics. It begins with defini-

tions of computer forensics and digital evidence, 

followed by a brief overview of the investigation 

tool “A Fusion based digital investigation tool” [18] 
developed using JDL data fusion model [4,9,10] and 

decision tree technique for analysis. Finally this 

paper justifies the use of the tool and application 

of decision tree rules in post incident analysis of a 

hypothetical case as well as validates it by statisti-

cally evaluating the rules used in the detection of 

suspicious user and hence justifies the method. 

The ability to model the investigation and its out-

come lends materially to the confidence that the 

investigation truly represents the actual events.

2. COMPUTER FORENSICS  AND LEGAL 
ADMISSIBILITY OF DIGITAL EVIDENCE 

COMPUTER FORENSICS [7,8]

Computer Forensics is the science of busting 

cyber criminals. It can be defined more pedan-

tically as the “investigation of digital evidence 

for use in criminal or civil courts of law.” Com-

puter Forensics is most commonly used after a 

suspected hack attempt, in order to analyze a 

computer or network for evidence of intrusion. 

It is the use of scientifically derived and proven 

methods toward the preservation, collection, 

validation, identification, analysis, interpreta-

tion, documentation, and for the purpose of pre-

sentation of digital evidence derived from digital 

sources in the court of Law to punish the crimi-

nal [7].  The major goals are to:

• Provide a conclusive description of all 

cyber-attack activities for the purpose of 

complete post-attack enterprise and critical 

infrastructure information restoration;

• Correlate, interpret, and predict adversarial 

actions and their impact;

• Make digital data suitable and persuasive 

for introduction into a criminal investigative 

process; and

• Provide sufficient evidence to allow the 

criminal perpetrator to be successfully 

prosecuted. 

A major issue to achieve these goals is how 

to rapidly collect and normalize digital evidence 

from a variety of sources including firewalls, hosts, 

network management systems, and routers. The 

information that is collected could then be used 

to predict or anticipate adversarial actions, under-

stand the current state of affairs, and help in de-

termining appropriate courses-of-action. 

Digital Evidence 
As with any investigation [8,14,6], to find the 

truth one must identify data that: 
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• Verifies existing data and theories (Incul-
patory Evidence)     

• Contradicts existing data and theories (Ex-
culpatory Evidence) 

To find both evidence types, all acquired 
data must be analyzed and identified. Analyzing 
every bit of data is a daunting task when 
confronted with the increasing size of storage 
systems [3]. Furthermore, the acquired data is 
typically only a series of byte values from the 
hard disk or any other source. The Complexity 
Problem is that acquired data are typically at 
the lowest and most raw format, which is often 
too difficult for humans to understand. Also the 
Quantity Problem in Forensics analysis is that 
the amount of data to analyze can be very large. 
It is inefficient to analyze every single piece of 
it. Computer forensics [7] is the application of 
science and engineering to the legal problem 
of digital evidence. It is a synthesis of science 
and law. At one end is the pure science of ones 
and zeros in which, the laws of physics and 
mathematics rule. At the other end, it is the court 
room. To get something admitted into court 
requires two things. First, the information must 
be factual. Secondly, it must be introduced by 
a witness who can explain the facts and answer 
questions. While the first may be pure science, 
the latter requires training, experience, and an 
ability to communicate the science.

3. FUSION BASED DIGITAL  
INVESTIGATION TOOL

A digital investigation tool [18] based on 
data fusion [4,5,9,10] (See Figure 1) has been 
developed by grouping and merging the digital 
investigation activities or processes that provide 
the same output into an appropriate phase and 
mapping them into the domain of data fusion. 
This grouping process of the activities can balance 
the investigation process and mapping them into 
data fusion domain along with decision mining 
can produce more quality data for analysis. 
The primary motivation for the development 

of the investigation tool is to demonstrate the 
application of data fusion in digital investigation 
model and use of decision mining rules improves 
the classification accuracy and enables graphical 
representation in computer forensics. Data 
cleaning, data transformation and data reduction 
features available in different levels of fusion in 
the tool can assist in improving the efficiency 
of digital investigations and narrowing down the 
search space. The documentation capabilities 
incorporated into it can help the investigating 
agencies to generate the report describing the 
nature of the case, steps used in analysis and 
finally result (decision) taken by the analyst, 
which can be used an expert testimony in the 
court of law. The data fusion process at different 
progressions is further explained in Table 1. 

Figure 1 Fusion based Forensic Investigation 
Tool

3.1 Preparing the Case (misuse of inter-
net) Data and Selecting the Relevant At-
tributes

Employees with access to the Internet via 
their computer system at work can use the World 
Wide Web as an important resource. However, as 
stated earlier, excessive Internet usage for non-
job purposes and the deliberate misuse of the In-
ternet, such as accessing web sites that promote 
unethical activities, has become a serious prob-
lem in many organizations. Since storage media 



19  Suneeta Satpathy, Sateesh K. Pradhan and B.B. Ray

are steadily growing in size, forensic analysis of 

a single machine is becoming increasingly cum-

bersome. Moreover, the process of analyzing or 

investigating a large number of machines has 

become extremely difficult or even impossible. 

However, chief importance in this environment 

is the detection of suspicious behavior. 

The sample of six users hard drives doing 

similar kind of work is studied. As the first 

principle of digital investigation is never to 

work on the original, Forensic Toolkit (FTK) [1] 

was used to create an image of the seized hard 

drives.  Once the images had been created, Files 

can be extracted from the imaged hard disk and 

analyzed using fusion based investigation tool 

for evidence. Since the case is to deal with misuse 

of Internet our main focus is to extract all the 

image files and video files and MP3 files. We use 

the FTK toolkit to collect all the image files and 

audio and video files even if the file extension has 

Table 1 Activities at different levels in Fusion based Investigation Tool

Data Fusion Levels Activities

Source Events of the crime scene. Sources are identified only when crime has been reported 
and authorization is given to the Investigating agencies.   

Data Collection and
Pre-Processing [4,5,9]

The first step where data collected from various sources are fused and processed to 
produce data specifying semantically understandable and interpretable attributes 
of objects. The collected data are aligned in time, space or measurement units and 
the extracted information during processing phase is saved to the knowledge 
database or knowledgebase. 

Low level fusion[4,5,9]

Concerned with data cleaning (removes irrelevant information), data transformation 
(converts the raw data into structured information), data reduction (reduces the 
representation of the dataset into a smaller volume to make analysis more practical 
and feasible). It reduces a search space into smaller, more easily managed parts 
which can save valuable time during digital investigation.

Data estimation

It is based on a model of the system behavior stored in the feature database and 
the knowledge acquired by the knowledgebase. It estimates the state of the event. 
After extracting features from the structured datasets, fusion based investigation 
tool will save them to an information product database.

High level fusion[4,5,9]

Develops a background description of relations between entities. It consists of event 
and activity interpretation and eventually contextual interpretation. Its results are 
indicative of destructive behavior patterns. It effectively extends and enhances the 
completeness, consistency, and level of abstraction of the situation description 
produced by refinement. It involves the use of decision tree functionalities to give 
a visual representation of the data. The results obtained would be indicative of 
destructive behavior patterns.

Decision level fusion[4,5,9]

Analyzes the current situation and projects it into the future to draw inferences 
about possible outcomes. It identifies intent, lethality, and opportunity and finally 
decision of the fusion result is taken in this level. Result can be stored in the log book 
in a predefined format from which evidence report can be generated. The same can 
be stored for future reference. In this level forensic investigator can interact with the 
tool so that more refined decision can be taken.

User interface
It is a means of communicating results to a human operator.  Evidence Report 
prepared and generated is represented as evidence to the problem solved by using 
the tool.

Forensic Log Book
[7,8,14]

The digital information are recorded with a pre-defined format like date and time 
of the event, type of event, and success or failure of the event, origin of request 
for authentication data and name of object for object introduction and deletion. A 
time stamp is added to all data logged. The time line can be seen as a recording of 
the event. The log book can be used as an expert opinion or legal digital evidence.
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been changed. Along with the file type to study 
the suspicious behavior we need to focus on the 
date and time of the day (working or non working 
hour) of browsing. Finally the following points 
can be considered for analyzing the above case.

1. From all the files (image files, video files, 
mp3 files) collected from various sources 
Investigator has to classify the files as 
Graphical Image files, MP3 files and other 
files. 

2. To examine the graphical image files we 
use 4 attributes of files as given in the 
following table. The following 4 attributes 
are considered as relevant to the study.

The symbolic attribute are on Table 2

Table 2.  Symbolic attributes and their values

      Attribute Possible values

File Type Image (bmp, jpeg, gif, 
tiff),MP3 files, Other Files

File Creation Date Older files(with earlier 
creation date), New files

File Creation Time

Early hours of 
morning(12am to 6am)
Day time(6am to 7pm)
Night (7pm to 6am)

File creation day

Beginning of the week 
(Monday, Tuesday)
Middle of the week 
(Wednesday, Thursday)
End of week (Friday, 
Saturday, Sunday)

File Size Small, Large

File Creation Date field has been expanded 
into three fields. 1. Creation Date (YYYYMMDD) 
2. Creation Day 3. Creation Time (HHMM). For file 
creation Date attribute values we have specified 
two values that is older file when file creation date 
<=c and New file when file creation date >=c. C 
is the date value which has been decided when 
the case was prepared and investigated. File type 
are used to indicate the function of a given set of 
files for analysis. File type has three attributes file 

creation date, File creation day, file creation time 
each of them specifying a specific purpose. We 
give importance to file creation time and day that 
specifies the time at which illegally internet use 
has been done in the work place.

3.2 Building the Decision Rules and predic-
tion of suspicious behavior

The next step is to build the classification rules 
using the decision tree method. The decision tree 
is a very good and practical method since it is rela-
tively fast, and can be easily converted to simple 
classification rules. The decision tree mining rules 
are adopted to analyze the case. A decision tree 
[2] is a tree in which each branch node represents 
a choice between a number of alternatives, and 
each leaf node represents a decision. Decision tree 
learning algorithm [12] has been successfully used 
in expert systems in capturing knowledge. The 
main task performed in these systems is using in-
ductive methods to the given values of attributes 
of an unknown object to determine appropriate 
classification according to decision tree rules. A 
cost sensitive decision tree learning algorithm [15] 
has also been used for forensic classification prob-
lem. It is commonly used for gaining information 
for the purpose of decision-making. In this paper, 
we form the decision tree rules based on the case 
under investigation to maximize the computer fo-
rensic classification accuracy. It starts with a root 
node on which it is for users to take actions. From 
this node, users split each node recursively ac-
cording to decision tree learning algorithm. The 
final result is a decision tree in which each branch 
represents a possible scenario of decision and its 
outcome. Decision tree learning is attractive for 3 
reasons [12,13,15,16]:

1. Decision tree is a good generalization for 
unobserved instance, only if the instances 
are described in terms of features that are 
correlated with the target concept.

2. The methods are efficient in computation 
that is proportional to the number of 
observed training instances.
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3. The resulting decision tree provides a rep-
resentation of the concept that appeals to 
human because it renders the classifica-
tion process self-evident.

In our investigation decision tree
1. Instance is represented as attribute-value 

pairs. For example, attribute ‘File Type’ 
and its value ‘image’, ‘MP3’, ‘otherfiles’. 

2. The target function has discrete output val-
ues. It can easily deal with instance which 
is assigned to a boolean decision, such as 
‘p (positive)’ and ‘n (negative)’. 

3. The training data may contain errors. A set 
of decision tree rules are formed based on 
File type analysis to know what values of 
attributes determine whether file is sus-
picious or not. The classification of an 
unknown input vector is done by travers-
ing the tree from the root node to a leaf 
node. A record enters at the root node of 
the tree and determines which child node 
the record will enter next. It is repeated 
until it reaches at a leaf node. All the re-
cord that ends up at a given leaf of the 
tree are classified in the same way. There 
is a unique path from root to each leaf. 
The path is a rule to classify the records. 
Following are the rules formed to indicate 
suspicious behavior.

In Table 3, the first column represents the rule 
number, the generated rules are presented in 
the second column, the number of the files for 
each user under study who successfully satisfy 
the rules is given in the third column depending 
on the number of files satisfying the rule. 
This ordering helps in determining the most 
significant rule. 

In order to achieve the goals set by this 
research, a system that facilitates the usage 
of the generated rules is built which allows 
investigating agencies to predict the suspicious 
behavior.

Table 3.  Decision mining rules

Rule 
no Rules

1

If it is an image file created/modified/
accessed early in the week (mon, tue) 
during 12am to 6am and 7pm to 12 
am(early morning, late night) then it is 
suspicious.

2

If it is an image file created/modified/
accessed early in the week (mon, tue) 
during 6am to 7pm(working hr) then it is 
not suspicious.

3

If it is an image file created/modified/
accessed middle in the week (wed, 
thurs) during 12am to 6am and 7pm to 
6am(early morning, late night) then it is 
suspicious.

4

If it is an image file created/modified/
accessed middle in the week (wed, thurs) 
during 6am to 7pm(working hr) then it is 
not suspicious.

5

If it is an image file created/modified/
accessed late in the week (fri, sat, sun)
during 12am to 6am and 7pm to 12 
am(early morning, late night) then it is 
suspicious.

6

If it is an image file created/modified/
accessed late in the week (fri, sat, sun)
during 6am to 7pm (day time working 
hour) then also it is suspicious.

7

But if the logical file size is large and if it 
is downloaded during working hours on 
any day of the week need investigation. 
Same rule is applicable for MP3 files 
downloaded at any time on day of the 
week.

3.3 Result Analysis and Evaluation
Once all the graphical images and MP3 files 

had been located, the information regarding 
these files are saved to the database. The tool 
can generate the tree report as in Figure 2 (tree 
diagram for one user); shows the behavior of user 
by classifying the files into positive and negative 
to detect the illegal use of internet. Like wise the  
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tree diagram for other users can be generated. 

When the files were analyzed using above tool, 

following conclusions are drawn.

1. Maximum internet usage occurs during 

weekends Friday, Saturday and Sunday 

during 6am to 7pm. And during Monday, 

Tuesday Wednesday and Thursday most 

of the internet use occurs during late in 

the night (7pm to 12am) or during (12am 

to 6am). 

2. From the file content it was also clear that 

majority of the files are graphical images 

and mp3 files. MP3 files downloaded dur-

ing the period 6am to 7pm everyday are 

suspicious. This could be further refined 

using the date of the incident. So it clearly 

shows the suspicious activity done during 

weekends or during early morning hours 

or late night hours in weekdays. 

From the tree diagram one can easily analyze 

each and every file’s properties like when it is 

created, its type and it’s size. It also classifies 

them according to the decision tree rules to 

show the result as positive (p) or negative (n); 

which are formed keeping in mind requirement 

of the case under investigation. The evidence 

report can be generated and kept in forensic 

log book for further reference. Along with the 

evidence report the investigation procedure can 

also be generated i.e. the rules formed for the 

analysis can also be printed out to be used as an 

expert testimony in the court of law.

In order to measure the performance of a 

classification rules on the test set an evaluation 

methodology is needed to evaluate it. There are 

different parametric tests to test the classification 

accuracy of the hypothesis [19]. As our sample 

size under study is less than 30, in order to 

measure the performance of our classification 

rules on the sample set, the significance level 

is examined by using parametric test as t-test 

[19]. For the test set the null hypothesis (H0) is 

taken as population mean contains all normal 

files (all unsuspicious files (-ve files)). Alternative 

hypothesis (Ha) is taken as population mean 

may contain suspicious or unsuspicious file. 

Statistically we can write

H0 : µH0 =    all files are normal files(-ve files)

Ha : µH0  ≠   normal files(-ve files) i.e. files can be 

either –ve or +ve file based on the 

(table-2) seven decision mining rules 

formed.

Figure 2 User’s tree diagram
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So parametric t-test t is calculated as 

  (1) 

Where  = sample mean

µH0 = universe/population mean

 = Standard Deviation

n =  total no of samples

In the sample set the sample mean   is 

calculated as 153.67 and universal mean (µH0) is 

calculated as 1038.334. Standard deviation  

for the sample is calculated as 1038.664

The degrees of freedom (df) is 

  (2)

For the samples taken for this case study 

the observed value of t is calculated as -7.429. 

To test the significance  value is set as 0.05. 

The calculated t value for degree of freedom 9 

obtained from the statistics table is 2.571. 

As Ha is two sided, we will use two tailed test 

and should determine the rejection region at 5% 

level of significance. So the rejection region is 

set as 

  (3)

The above result shows that the observed t 

value does not lie in the acceptance region; So 

we reject H0 and accept Ha  i.e.  the image files 

being collected from the hard drives of the users 

may be suspicious (+ve) file or unsuspicious (-ve) 

file based on decision mining rules formed and 

hence the decision mining rules formed in the 

paper can be successfully used to detect the 

suspicious user.

4. CONCLUSION

Forensic digital analysis is unique because it is 

inherently mathematical and comprises of more 

data for an investigation than others. Data fusion 

along with decision tree techniques applied in 

the context of database and intelligence analysis 
can be correlated with various security issues and 
crimes. By presenting data in a visual and graphic 
manner, the tool can offer investigators a fresh 
perspective from which to study the data. It can 
also act as a bridge between the digital forensic 
investigation team and judicial bodies. In addition 
to visualization techniques, statistical evaluation 
of the method can facilitate justification of effi-
cient processing of evidential data. The applica-
tion of data fusion and decision mining can help 
to extract patterns and anomalies from the large 
sets of data and thus can help the investigator to 
add domain context information such as witness 
testimony, crime details into a set of data.
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1. INTRODUCTION

Computer forensics comes to the acquisi-
tion, preservation, analysis and presentation of 
electronic evidence. After evidence is seized or 
acquired, examination begins. A computer fo-
rensic examination is a procedure that is both 
broad and deep, performed by a specialist that 
is responsible and legally accountable for han-

dling the evidence, keeping the chain of custody 

and writing a report with his findings. Depend-

ing on the size and complexity of data, an ex-

amination may take a long time to complete. 

Two techniques commonly used to speed up 

examinations are data reduction [2] and text in-

dexing [20]. Data reduction consists of applying 

filters during pre-processing to exclude certain 

portions of data that are known to be safely ig-
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norable, usually by means of querying a hash da-

tabase, while text indexing consists of building 

a text index so that computer forensic artifacts 

can be searched quickly after the pre-processing 

phase.

The current process of text string search-

ing using computer forensic tools is basically 

the same: the forensic examiner inputs search 

strings and the application returns a number of 

search results, or hits, for the examiner to pe-

ruse. It is not uncommon for text searches to re-

turn hundreds to thousands of hits. All hits must 

be returned, because the application cannot dis-

tinguish the relevant ones from the irrelevant. 

The task of reviewing the hits is subjective in na-

ture and belongs to the domain specialist – the 

examiner. Thus, it becomes critically important 

for the application to present hits in such a man-

ner that the examiner may quickly and efficiently 

review them.

Unfortunately, current computer forensic 

applications employ a process not much more 

sophisticated than running the tool grep on the 

image file [3] and displaying a simplistic visu-

alization of its output, and at most categorize 

hits by file type. As storage capacity of seized 

computers and media begins to surpass the 

terabyte range, the need for better ways of dis-

playing and navigating search hits becomes 

even more apparent. Despite the importance of 

the research subject, relatively little research has 

been done to develop efficient searching mecha-

nisms with adequate presentation methods for 

the exploration of computer forensic text cor-

pora [4,5,6,7,8,9].

As stated, text is very important in forensic 

examinations. Computer forensic text corpora 

often consist of a very heterogeneous mix of ar-

tifacts, including but not limited to: office suite 

documents and spreadsheets, PDF files, email, 

web browser and instant messaging chat logs, 

and a huge list of text strings extracted from 

unallocated and slack space. It is very common 

to find all of these types of forensic artifacts in 

computers and discrete media seized by law en-
forcement. Finding, organizing and analyzing 
evidence from this diverse mix of artifacts often 
takes more time and effort than the resources 
available, especially considering the immense 
growth of storage capacity [1].

In this direction, this paper applies the Adap-
tive Resonance Theory (ART) with the ART1 algo-
rithm (ART with binary input vectors) to themati-
cally cluster digital documents returned from 
query tools used with forensic text corpora. 
Documents that would previously be presented 
in a disorganized and often long list are the-
matically clustered, giving the examiner a faster 
and effective way of obtaining a general picture 
of document content during forensic examina-
tions. Our experimental results are expressive 
to validate our approach, achieving good agree-
ment between the clustering solution processed 
with our software package and the gold standard 
defined by domain area experts.

The rest of this paper is organized as follows: 
in Section 2 we present the background of the 
research work; in Section 3 we describe our pro-
posed approach to deal with clustering in the 
computer forensics domain; in Section 4 we de-
tail the experiments and analyze the results; and 
finally, in Section 5 we present the conclusions 
and future work.

2. BACKGROUND

In this section we provide an overview of the 
literature associated with document clustering 
and ART in order to make the reader aware of 
the issues related to our proposed approach for 
clustering computer forensics documents. We 
also present a general view of some of the major 
limitations being conducted in text clustering 
for computer forensics analysis.

Text classification or text categorization is 
the process of assigning text documents to pre-
defined classes or labels. As the classes and the 
training instances that belong to them are known 
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beforehand, the classification problem is a task 
of supervised learning [10]. The process of docu-
ment clustering aims to discover natural group-
ings (clusters) so that documents within a cluster 
should be as similar as possible, while documents 
in one cluster should be as dissimilar as possible 
from documents in other clusters [11]. Cluster-
ing differs from classification in that it assumes 
no prior knowledge of categories or the existence 
of a training set, and as such it is a task of un-
supervised learning. Clustering may be applied 
in scenarios where classification is inadequate 
or impossible. This kind of scenario is common-
place in computer forensic examinations, where 
the knowledge obtained from text searches and 
stored in bookmarks (logical containers created 
by the examiner that reference files and other ar-
tifacts considered relevant to the case) in a case 
usually cannot be reused in other unrelated cases.

In literature we find many clustering algo-
rithms that differ in several aspects, among 
which one may cite computational complexity, 
cluster quality, and sensitivity to the order of 
presentation of the input patterns. While it is de-
sirable to build the best possible clusters, there 
is no way to define the best clusters, since there 
could be many correct, context-dependent ways 
to arrange the documents for a given corpus. 
Clustering quality may be evaluated by means of 
internal and external criteria. An internal criteri-
on measures intra-cluster similarity (documents 
belonging to the same cluster should be similar) 
and inter-cluster similarity (documents belong-
ing to different clusters should be dissimilar). 
While good scores on an internal criterion are 
desirable, they do not necessarily translate into 
good effectiveness in an application [11]. An 
external criterion, on the other hand, measures 
how well the clustering solution matches a set 
of classes produced by human judges, or gold 
standard. Thus, it is desirable for a clustering 
algorithm to produce clusters that approximate 
the gold standard classes.

Many clustering algorithms take vectors as in-
put. The vector space model can be used to rep-
resent text documents as vectors of terms [12]. 

The document collection is represented as a ma-
trix where each document is a row and each term 
is a column representing a different dimension. 
In this way, a document collection containing N 
documents and M terms can be represented by 
the N x M matrix presented in Table I, where a

nm 
is an attribute that represents the term frequency 
of term tm in document dn. This is also known as 
the bag-of-words model, or simply BOW. For the 
purpose of the present work, binary input vec-
tors will be used. The matrix will be modeled as 
a binary incidence matrix, where anm is 1 if term 
tm occurs in document dn and is 0 otherwise.

TABLE I.  Bag-Of-Words model

Even moderately sized document collections 
(with just a few hundreds of documents) often 
have several tens of thousands of different 
terms, with each document containing relatively 
few terms. The matrix is thus very sparse. This 
poses a problem for clustering algorithms 
because considerable resources are spent to 
represent and perform calculations on a large 
volume of data that is mostly empty except for 
a relatively small percentage of terms in each 
document. This and a number of other problems 
arise when analyzing high-dimensional data 
spaces; these problems are collectively referred 
to as the “curse of dimensionality” [13]. Several 
dimensionality reduction techniques have 
been proposed to deal with it in the domain of 
document clustering. These techniques aim to 
obtain a reduced representation of the original 
data set that is smaller in volume, yet closely 
maintains the integrity of the original data [14]. 

2.1. Search results
Document clustering can also be applied to 

a subset of the document collection. Search 
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result clustering can be used to cluster the 
documents that were returned in response to a 
query submitted to an Information Retrieval (IR) 
system.

A common representation of search results 
is a simple list the user must scan from top to 
bottom to find the information that addresses 
the specific information needs. In [37] we find 
the standard model of information access 
processes, which is presented in Fig. 1.

Figure 1. Standard model of the information access process [37]

Related to the search results, Baeza-Yates 
and Ribeiro-Neto in [37] state that “… many 
users dislike being confronted with a long 
disorganized list of retrieval results that do not 
directly address their information needs.” In the 
context of computer forensics examinations 
where each search request may return hundreds 
to thousands of results, it can be confusing and 
time-consuming to wade through all of them. 
Enhancement in the presentation of search hits 
could help examiners save time and deliver 
improved results.

In [15] van Rijsbergen presents the cluster 
hypothesis which states that “Closely associated 
documents tend to be relevant to the same 
requests.” In other words, if there is a document 
from a cluster that is relevant to a search request, 
then it is likely that other documents from the 
same cluster are also relevant. This is because 
clustering puts together documents that share 
many terms [11]. Thus, if the search results 
are clustered, similar documents will appear 
together in coherent groups, which are arguably 

easier to scan than a disorganized list. If the 

cluster hypothesis holds, when the examiner 

finds a cluster where the first few documents are 

relevant to the query then the whole cluster can be 

flagged for more detailed analysis; conversely, a 

cluster where the first few documents are judged 

irrelevant can be discarded right away.

Search result clustering has been found to 

offer promising results, both in traditional text-

based and in web-based information retrieval 

[16,17,18]. This paper focuses on the use of 

the ART1 algorithm to cluster search results 

returned from queries to computer forensic text 

corpora. The scenario investigated is that of 

hard clustering, where each document can be a 

member of exactly one cluster.

2.2. Adaptive Resonance Theory
ART, which was inspired by human cognitive 

information processing, was introduced by 

Grossberg in 1976 [25]. It describes a number 

of self-organizing artificial neural network 

architectures that employ an unsupervised 

learning process, and one of its main goals is to 

overcome the stability/plasticity dilemma. The 

stability/plasticity dilemma lies in that a system 

is desired which is able to learn new patterns 

without forgetting what it has already learned. A 

number of other previous neural network models 

are not plastic because they cannot learn from 

new patterns after the network is first trained. 

They are also not stable because even though 

they can be retrained from scratch to process 

new patterns, they do so at the cost of quickly 

forgetting old knowledge.

ART neural networks, on the other hand, are 

plastic because they can dynamically learn new 

patterns even after the network has stabilized, 

and are also stable since they preserve knowledge 

about past input patterns as new ones are 

presented. Each output neuron represents a 

cluster, and the algorithm creates and updates 

them on-the-fly as required by the input data, 

meaning the network is self-organizing. These 

properties make ART neural networks suitable 
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for incremental clustering of data. The present 

work focuses on document clustering with ART1, 

an ART neural network architecture designed to 

work with binary input vectors. The foundations 

of ART and the neural network architectures it 

describes are laid out in detail in a number of 

publications, together with ART1 and Fuzzy ART 

[26,27].

2.2.1. ART1 architecture
Fig. 2 presents a typical ART1 system using a 

block diagram. There are two main components, 

the attentional and orienting subsystems. The 

attentional subsystem contains, among other 

components, two layers of neurons, F1 and F2. 

The comparison layer F1 has N input neurons, and 

the recognition layer F2 has R output neurons. 

N is the input size, i.e. the number of input 

patterns (in our case, digital documents). R is the 

number of clusters produced by the algorithm, 

and is calculated dynamically. Neurons are fully 

connected with both feed-forward and feedback 

weighted links. The orienting subsystem 

contains the reset layer for controlling the overall 

dynamics of the attentional subsystem.

Figure 2. ART1 architecture [26]

Binary input patterns are presented to the 

F1 layer, and the feed-forward links present the 

inputs to the F2 layer. The feedback links from 

F2 to F1 store the prototype vectors, i.e. the 
vectors that represent the clusters embodied 
by the output neurons. The output neurons 
(clusters) in the F2 layer compete for activation. 
The neuron with maximum activation takes 
the value 1 and inhibits the others, which take 
the value 0. If the input presented in F1 and 
the winning neuron in F2 “match”, i.e. share 
enough dimensions in common, resonance 
occurs; reset occurs otherwise and the search 
is repeated. If no matching prototype vector is 
found, a new cluster is created based on the 
input vector. An input vector and a prototype 
vector are said to match if the vigilance test 
is passed. Vigilance (ρ) is a dimensionless 
parameter that dictates how close an input 
must be to a prototype vector for resonance to 
occur. ART1 neural networks are sensitive to 
the order of presentation of the input patterns, 
and may generate different clustering solutions 
when the same input patterns are presented in 
different order [24]. 

2.2.2. ART1 algorithm
The original work on ART1 describes its ar-

chitecture and operation by means of differen-
tial equations, and does not supply a reference 
implementation [26]. Algorithm 1 (Fig. 3) pre-
sents the Cluster-ART-I algorithm described in 
[28] and cited in [27], with additional remarks 
for clarification. This algorithm is used in this 
paper as the basis of the software package de-
veloped, that was validated in the experiments. 
The Cluster-ART-I algorithm will be referred to in 
this paper as ART1 algorithm.

The ART1 algorithm groups binary input 
vectors into categories or clusters. Each cluster 
has a prototype vector, and each input vector is 
classified into the cluster that has the nearest 
prototype vector. The algorithm will create as 
many clusters as required by the input patterns. 
The number of clusters and their size depend on 
two parameters, β and ρ:
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•	β is the choice parameter, a small positive 
number that is added to the denominator in 
step 2 of the algorithm in order to avoid di-
vision by zero should it happen that ‖Ti ‖1=0. 
The limit β→0 is called the conservative limit 
because small values of β tend to minimize 
recoding, i.e. updating of the prototype vec-
tors, during the learning process [27]. β is 
used in the category choice function descri-
bed in step 2 and also in the distance test in 
step 3 of the algorithm. 

•	ρ is the vigilance parameter, 0<ρ≤1, that 
tests the similarity between the input and 
prototype vectors in step 3’ of the algorithm 
and directly influences the number of clus-
ters the algorithm creates, as well as their 
size. Low vigilance leads to coarse-grained 
generalization and abstract prototype vec-
tors that represent many input vectors, the 
result being fewer clusters containing each 
a larger number of input vectors. High vi-
gilance leads to fine-grained generalization 
and prototypes that represent fewer input 
vectors, the result being more clusters con-
taining each a smaller number of input vec-
tors. Though ART1 operation is unsupervi-
sed, the user can exert critical influence by 
means of tuning the vigilance parameter. 
Such tuning is useful when the number and 
size of the clusters is considered too small 
or too large.

It is stated in [27] that both Fuzzy ART (a 
member of the ART family of neural network 
architectures) and ART1 take three parameters: 
a choice parameter α, a learning rate β, 0<β≤1, 
and vigilance ρ; although [28] mentions only 
two, choice parameter β and vigilance ρ. Despite 
the apparent difference [28] uses the same 
set of parameters as [27]. The ART1 algorithm 
described in [28] refers to the choice parameter 
as β instead of α and implements the fast learning 
mode described in [26], where the learning rate 
is fixed at 1. The parameters of the algorithm in 
this paper follow the description in [28].

Figure 3. ART1 algorithm [28]

2.3.  Related Work
Document clustering of forensic text corpora 

has been done by researchers using different 
techniques and models, such as Kohonen’s Self-
Organizing Maps (SOM) [6] and the k-means 
algorithm [19]. Beebe and Dietrich in [5] 
proposed a new process model for text string 
searches that advocated the use of machine 
learning techniques, clustering being one of 
them.
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Beebe and Clark in [6] used the Scalable Self-
Organizing Map (SSOM) algorithm, which takes 
advantage of the sparseness of input vectors, 
to cluster search hits returned from queries to 
computer forensic text corpora. The results were 
reported to be promising. Beebe researched 
the subject further in a PhD thesis [20], where 
some issues and limitations that warrant further 
discussion are described:

1. The author performed searches at a 
physical level, completely skipping the 
file system. This approach is likely to miss 
documents that are not stored as plain 
text (Microsoft Office 2007/2010 user 
files and PDF documents, among others), 
or stored in noncontiguous areas of the 
media being examined.

2. The author also argues against full-text 
indexing, and states that “Simply put, 
the startup cost for index creation is 
prohibitive – the return on investment is too 
low to make full text indexing worthwhile.” 
Both FTK and EnCase, two widely used 
computer forensic software packages 
[38,39], enable full-text indexing by 
default during pre-processing. This step 
is known to be resource-intensive, but 
by no means prohibitive when adequate 
hardware and software are available to the 
examiner.

3. The user was required to input the size 
of the 2-dimensional map that would 
display the clusters. The work does not 
mention how to determine or even suggest 
this value. The author states that “… the 
primary purpose of this research was to 
ascertain the feasibility of clustering digital 
forensic text string search results and draw 
general conclusions regarding possible 
improvement in Information Retrieval 
effectiveness, studying cluster granularity 
optimization was out of scope”, and follows 
stating that “Future research should 
experimentally examine optimal map and 
document vector sizes given various data 
set and query characteristics.” The present 

work builds on the ideas discussed on 
Beebe’s research [20].

The approach based on the k-means 
algorithm required the user to input the number 
of clusters, k , that the algorithm would create; 
Decherchi et al. [19] chose k=10, stating that “… 
this choice was guided by the practical demand 
of obtaining a limited number of informative 
groups,” and clustered the whole forensic text 
corpus they chose for their experiment. After 
the clustering was done, the words considered 
to be the most descriptive among the twenty 
most frequent words present in the documents 
belonging to each cluster were assessed 
and the results were reported to range from 
“interesting” to “extremely interesting”. The 
authors did not discuss the technical details of 
the implementation.

As far as we are concerned, no other work 
related to document clustering of forensic text 
corpora was found; although there is a very large 
number of published works about document 
clustering. L. Massey published several research 
papers [21,22,23] and a PhD thesis [24] on 
the subject of document clustering using the 
ART1 algorithm, focusing on clustering entire 
collections. Our work rather focuses on clustering 
search results returned from computer forensic 
text collections.

3. PROPOSED APPROACH

The proposed approach consists of the con-
ceptual model definition and the implementa-
tion of a software package with a modified ART1 
algorithm, implemented to improve the running 
time of the algorithm. The validation method 
used experiments with a real world case with a 
two-fold approach, considering a quantitative 
and a qualitative method of analysis. 

3.1. Conceptual Model
The conceptual model describes a pair of clus-

tering solutions and a measure to compare them. 
The descriptions that follow are based on [30].
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Definition 1. Let D={d1,d2,…,dN} be the set of 
N documents matching the query expression, 
and U={u1,u2,…,uR} and V={v1,v2,…,vC} two 
partitions of the documents in D such that 

 and  for 
 and . Partition  has 

 subsets (clusters) and represents a clustering 
solution, and partition  has  subsets (classes) 
and represents the gold standard. 

Definition 2. Let  and  be a pair of 
documents chosen from . The total number of 
possible combinations of pairs in  is , and 
the pairs can be of four different types:

•	a – objects in a pair are placed in the same 
cluster in   and in the same class in 

•	b – objects in a pair are placed in the same 
cluster in  and in different classes in 

•	c – objects in a pair are placed in different 
clusters in  and in the same class in 

•	d – objects in a pair are placed in different 
clusters in  and in different classes in  

A contingency table can be computed to 
indicate overlap between  and  as presented 
in Table II.

TABLE II. Contingency Table for Comparing Partitions U & V

In Table II,  represents the number of 
documents that were clustered in the ith subset 
(cluster) of partition  and in the jth subset (class) 
of partition . The values of a, b, c and d can be 
computed from the  values present in Table II.

Intuitively, a and d can be interpreted as 
indicators of agreement between  and , 
while b and c can be interpreted as indicators 
of disagreement. Several indices based on 
these four types of pairs have been proposed 

in the literature. This work uses an information 
theoretic based measure, the Normalized Mutual 
Information (NMI). According to Strehl et al. [31], 
the NMI is a measure with a strong background 
rooted in Information Theory that gives a sound 
indication of the information shared between a 
pair of clusterings. 

Definition 3. Let  be the Mutual 
Information (MI) between the discrete random 
variables described by clustering  and , and 

 be the entropy1 of the discrete random 
variable described by the cluster labeling . The 
Mutual Information, or MI, defined by  is a 
metric or distance. As it has no upper bound, a 
normalized version that ranges between 0 and 1 
is desirable [31]. The NMI is presented in Equation 
1, which needs to be estimated from the sampled 
quantities provided by the clusterings. To meet this 
need, the normalized mutual information estimate 

 presented in Equation 2 is used [31].

  (1)

  (2)

The NMI has a fixed lower bound of 0, and a 
fixed upper bound of 1. It takes the value of 1 
when two clusterings are identical and takes the 
value of 0 when they are independent, i.e. they 
do not share any information about each other.

3.2. Software package
In order to implement the conceptual model 

defined, two command line programs were 
produced. The first program, the indexer, was 
developed with the task of traversing a file system 
exposed from a mounted image file looking for: 
(i) all Microsoft Office user files (.doc, .docx, .xls, 
.xlsx, .ppt, .pptx, .pps, .ppsx); (ii) text files (.txt 
and .rtf) files; (iii) PDF files (.pdf); (iv) HTML and 
XML files (.htm, .html and .xml). The program 
also runs the following pre-processing steps:

1 A clear and concise review of the fundamental concepts involved can 
be found in [32].
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•	Compute and store the MD5 hash of each 

document, and discard duplicates;

•	Extract text from each document;

•	Look for text in Portuguese (documents 

without text in Portuguese were discarded);

•	Remove stopwords and numbers from the 

extracted text [37];

•	Tokenize and stem the extracted text [37];

•	Build an index with the metadata, e.g. Author 

and Company, from each file and its respecti-

ve extracted text for later query and retrieval.

The second program, the searcher, was de-

veloped with the task of querying the index and 

presenting the results, i.e., the documents that 

matched the query. Upon execution, the program 

would return up to 10,000 documents in the index 

that matched the query expression, cluster them 

together with the ART1 algorithm, and then write 

a number of HTML files presenting all clusters and 

their respective documents along with the terms 

present in the prototype vector and the most fre-

quent 20 terms present in the documents belon-

ging to each cluster, which allow the examiner to 

obtain a general picture of the documents in each 

cluster. The choice for returning a maximum of 

10,000 documents per query was made because 

the software package is research-oriented; a com-

mercial tool would eschew such a limit. The choice 

for displaying the most frequent 20 terms present 

in the documents belonging to each cluster is ba-

sed in [19]. Clusters are numbered sequentially 

and have no labels other than their numbers. The 

searcher program was written in Java and was ba-

sed on the source code available in [29]. The pro-

gram took five parameters:

a) Case number (mandatory);

b) Query expression (mandatory);

c) Document type filter (mandatory). Avail-

able document types were: structured text 

(MS Word, PDF and RTF), plain text, spread-

sheet, and markup language (HTML and 

XML). An additional option was made avail-

able to not filter and return all matching 

documents regardless of their type.

d) Vigilance value (optional);

e) Boolean flag to filter results from Windows 
system folders (optional). Turning on this 
flag filters out results returned from the 
folders “Program Files” and “Windows”.

After the searcher program is executed, it re-
trieves the documents that match the query ex-
pression and clusters them. The clustering solu-
tion must be compared to the gold standard with 
the classes defined by the domain experts using 
the validation method presented in Section 3.4.

3.3. ART1 Algorithm: Improvement
The ART software package available at [29] was 

not designed to handle input patterns that possess 
high dimensionality. The author of [29] states in 
[33] that ART algorithms are not ideal candidates 
for text clustering because they have problems 
with high-dimensional data. Our work shows that 
a modified ART1 algorithm can actually be used 
for text clustering with high-dimensional data in 
reasonable running time.

The data structure chosen to represent vectors 
(input patterns and prototypes) in [29] is the vec-
tor class template. For the purpose of document 
clustering with the ART1 algorithm, such an im-
plementation is inadequate because it is very time 
consuming, and spends a large portion of time 
doing no useful work. Steps 2, 3, 3’ and 4 of Al-
gorithm 1 iterate over all dimensions of the input 
vector, of the prototype vector, or both. It is not 
necessary to iterate over all dimensions, because 
the calculations only need the dimensions whose 
value is 1, and those are relatively few in typical 
text collections, as explained in Section 2. Since in 
computer forensic examinations, it is commonpla-
ce to find document collections with thousands of 
documents that contain from tens to hundreds of 
thousands of unique terms (dimensions), it would 
be beneficial to represent documents with a data 
structure that would allow fast iteration of nonze-
ro entries.

Since the C++ vector class template does not 
allow fast iteration of nonzero entries in vectors 
where most entries have a value of 0, our appro-
ach was to replace vector, which functions like 
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a dynamic array. In other words, we propose to 

use a data structure that is more suitable for the 

purpose of document clustering: a sparse vector. 

This data structure should support fast iteration 

of nonzero entries, skipping entries whose value 

is 0. In doing so, it would allow faster traversal of 

the documents represented in the binary inciden-

ce matrix.

Our approach is intuitively inspired in the 

work presented in [6] that uses the Scalable Self-

Organizing Map (SSOM) algorithm [34]. The SSOM 

algorithm is an implementation of Kohonen’s 

Self-Organizing Map (SOM) [35] modified to take 

advantage of the sparseness of input vectors in or-

der to reduce running time.

Figure 4. The C++ and Java implementations (running time in 
seconds with logarithmic scale)

In terms of implementation, the ART1 algori-

thm available in the ART software package [29] 

was rewritten in Java. The C++ vector class tem-

plate was replaced with the DefaultSparseBoolean-

Matrix data structure from the UJMP library [36]. 

DefaultSparseBooleanMatrix was chosen because 

it is equipped to iterate quickly over nonzero en-

tries. The new data structure was used to repre-

sent input vectors and cluster prototypes.

Tests were executed with subcollections ob-

tained from computer forensic text collections, 

ranging from 200 to 2,000 documents in incre-

ments of 200 documents. The experimental re-

sults are presented in Table III and Fig. 4, and 

display a substantial reduction in running time in 

comparison to the C++ implementation of [29]. 

As noted in Fig. 4, the relationship between in-

crease in document quantity and running time is 

not linear. A possible explanation is that running 

time is proportional to the number of cells in the 

binary incidence matrix that are iterated by each 

implementation. The C++ implementation iterates 

over all cells. The Java program iterates only over 

cells whose value is 1. This scenario is displayed 

in Fig. 5.

Figure 5. The C++ and Java implementations (number of 
iterated cells with logarithmic scale) 

3.3.1.Computational complexity
Massey states in [24] that the ART1 algorithm 

has computational complexity of order  

TABLE III. Comparison of C++ and Java ART1 algorithm implementations

N 200 400 600 800 1000 1200 1400 1600 1800 2000

Running time in seconds 
of art_1.exe (C++)

 2  9  22  49  87  398  1.777  3.641  7.214  10.372 

Running time in seconds 
of ART1.jar (Java)

 1  3  5  8  13  39  82  157  257  268 

Dimensions  1.313  1.969  2.403  2.760  2.975  4.578  7.269  8.902  10.961  13.384 

Cells in BOW (C++) 262.600  787.600 1.441.800 2.208.000 2.975.000 5.493.600 10.176.600 14.243.200 19.729.800 26.768.000 

Nonzero cells (Java)  13.258  26.400  41.481  55.993  71.326  89.963  112.418  140.458  166.880  183.812 
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in the worst case, where  represents the number 
of documents and  the dimensionality of the in-
put. At this point it is necessary to define  as the 
number of clusters created by the algorithm.

Factor  represents the stabilization loop, 
and  is . Factor  comes from the maximal 
number of clusters that can be created with -bit 
inputs which may have to be searched to find the 
cluster that most closely resembles the current in-
put vector. There can be at most  unique inputs 
of  bits each in the worst case, which implies that 
the algorithm can create at most  clusters con-
taining a single unique document each. In such a 
scenario, .

The algorithm seems to be prohibitively expen-
sive since  usually runs into the thousands in typ-
ical text collections and an exponential number of 
clusters is out of question in a real application. Re-
alistic scenarios are far from this, however. Massey 
states in [24] that  is a constant determined by the 
application and should be at least several orders 
of magnitude smaller than N since the purpose of 
clustering is to compress the information space. 
Since we can only have as many clusters as we 
have documents, we have that  in 
typical text collections, which is very distant from 
the worst case. Massey states that  is expected to 
take values from tens to hundreds depending on 
the application and wraps up his explanation stat-
ing that ART1 is in fact , s being the number 
of iterations needed for stabilization. Our experi-
mental results support this claim.

The complexity of our modified version is of 
the same order  as described by Massey 
[24], but had a much shorter running time than 
the ART software package available at [29] in our 
experiments because it skips dimensions whose 
value is 0.

3.4. Validation method
 As cited before, the validation method is 

based on a two-fold approach, considering a 
quantitative and a qualitative method of analysis:

•	First the search results for each query 
expression are classified by a human expert, 

i.e. a domain specialist, to form the classes 
that represent the gold standard. 

•	Then the clusters produced by the software 
package are compared to the classes, 
and the  estimate is computed 
(Equation 2).

 Since  is a quantitative measure, a 
subjective evaluation will also be performed 
by another domain specialist, who will assess 
the produced clusters to define whether they 
are “good” and “useful”. In other words, judge 
whether the algorithm managed to group similar 
documents and give a good general picture of 
their contents.

4. ExPERIMENTS

To validate the conceptual model presented 
in Section 3.1 and the software package imple-
mented (Section 3.2) we have conducted experi-
ments with real world forensic cases. An image 
file acquired from the hard drive of a comput-
er seized by a law enforcement agency during 
the course of an actual investigation was pro-
cessed. The computer contained a single hard 
drive which was seized while executing a search 
warrant for collecting evidence of fraud in public 
procurement contracts. The hard drive contained 
a single NTFS file system. Table IV presents the 
number of documents used in our experiments 
(3,455), categorized by document type, after 
pre-processing. A number of documents were 
discarded because they were either duplicates 
or did not contain any text in Portuguese.

TABLE IV. Total Number of Documents

File type # of documents

Microsoft Office user files (.doc, .docx, .xls, .xlsx, 
.ppt, .pptx, .pps, .ppsx) 578

Text files (.txt,.rtf ) 118

PDF files (.pdf ) 196

HTML and XML (.htm, .html,.xml) 2,563

TOTAL 3,455
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4.1. ART1 parameters
As presented in Section 2.2.2, the choice 

parameter β was set to the small value of 0.001 in 
step of Algorithm 1 (Fig. 3). This small value was 
chosen to avoid division by zero, while attempting 
to not disturb the value of the denominator in 
steps 2 and 3 of the Algorithm 1 (Fig. 3).

The default value for the vigilance parameter 
was set to . This value was set 
as a starting point as discussed in [24], where 
it is suggested that the value for the minimal 
useful vigilance  should be  
for a document collection with a maximum di-
mensionality of 2,600, and in practice much less 
(500 to 800). Such a value is not adequate for 
the purpose of this study because no dimensio-
nality reduction techniques other than stopword 
removal and stemming are performed, which 
causes search results returned by queries to 
possess high dimensionality (>3,000). Although 
the default vigilance was calculated at runtime, 
it was only used as a suggestion and the user 

could quickly review the produced clusters and 

run the software again as many times as desired, 

supplying a value for vigilance, in order to find 

clusters that the user considers more adequate. 

That said, after being informed of the possibility 

of supplying a custom value for the vigilance pa-

rameter, the domain experts chose not to do so.

Table V lists the results of the experiments 

using 3,455 digital documents related to a real 

case of fraud in public procurement contracts. 

Company and individual names were masked to 

protect their rights. Tables VI, VII and VIII are the 

contingency tables for each query expression (Per-

son#1, Company#1 and Company#2). Cells who-

se value is 0 were left blank to improve legibility.

Some preliminary results of our approach to 

cluster digital forensic documents were presen-

ted in [40]. The software package used in that 

publication did not discard duplicates and used 

a less accurate language detection software li-

brary, so the results were different.

TABLE V. Results

Query expression # of results # of classes (V) # of clusters (U) ρ
Person#1 70 16 19 0.76 0.075089

Company#1 185 23 27 0.719 0.07549

Company #2 63 10 13 0.5 0.077111

TABLE VI. Contingency Table for Query Expression “Person#1”

U/V 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 Sums

1 1 1

2 1 1

3 4 2 6

4 8 8

5 1 1 2

6 1 2 3

7 1 1 1 3

8 9 9

9 4 4

10 3 1 1 5

11 2 2

12 4 4

13 6 6

14 2 1 3

15 4 4

16 4 4

Continued
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U/V 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 Sums

17 2 2

18 1 1

19 1 1 2

Sums 1 1 1 8 1 5 1 1 19 1 2 18 8 1 1 1 70

Conclusion
TABLE VI. Contingency Table for Query Expression “Person#1”

TABLE VII. Contingency Table for Query Expression “Company#1”

U/V 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 Sums
1 2 2

2 1 1 1 3

3 13 13

4 4 1 1 6

5 1 1 2

6 2 2

7 1 2 3

8 1 1

9 3 4 7

10 2 9 6 1 18

11 22 22

12 1 2 3

13 34 5 39

14 7 7

15 5 1 8 14

16 1 1

17 1 1

18 2 2

19 1 2 3

20 11 8 19

21 1 1

22 1 1 1 3

23 2 2

24 3 3

25 4 4

26 1 1 2

27 2 2

Sums 1 2 34 1 1 4 1 52 1 1 2 1 1 6 1 4 10 8 28 22 2 1 1 185

TABLE VIII. Contingency Table for Query Expression “Company#2”

U/V 1 2 3 4 5 6 7 8 9 10 Sums
1 1 1 1 3

2 1 1

3 17 17

4 7 7

5 4 4

6 8 8

7 6 6

8 1 1 1 3

9 1 1

10 5 5

11 1 1

12 5 5

13 2 2

Sums 1 1 2 1 53 1 1 1 1 1 63
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4.2. Discussion
The results of the experiments raise a num-

ber of topics for discussion and present oppor-
tunities for future work. The presented contin-
gency Tables VI, VII and VIII will be commented 
according to their respective query expressions.

1) Table VI - query expression “Person#1”. 
There were 16 classes (V) and 19 clus-
ters (U).

a) Class #9 accounted for 19 of the 70 
results and was the biggest for this 
query expression. 17 out of its 19 re-
sults were concentrated in 3 of the 19 
clusters generated by the algorithm 
(U = 8, 9, 15), and the remaining 2 
results were assigned to a single clus-
ter (U = 17). Upon closer inspection, 
the prototype vectors of the 4 clus-
ters (U = 8, 9, 15, 17) were found to 
be very different from each other, as 
displayed in Table IX. The prototype 
vectors shared a number of common 
terms, as displayed in Table X.

TABLE Ix. Cluster and prototype vector term counts  
for query expression “Person#1”

Cluster Term count 
(cluster)

Term count 
(prototype 

vector)
1 4 4
2 6 6
3 380 19
4 17 2
5 139 8
6 222 13
7 75 3
8 185 10
9 247 16

10 125 8
11 60 51
12 777 35
13 641 22
14 244 15
15 486 18
16 671 46
17 658 73
18 5016 5016
19 4168 661

TABLE x. Term count intersection  
in the prototype vectors of class #9

Prototype 
vector for 

cluster
#8 #9 #15 #17

#8 10 10 10 10
#9 10 16 10 11

#15 10 10 18 14
#17 10 11 14 73

b) Class #12 was the second biggest 
with 18 documents scattered in 6 
different clusters, and 14 documents 
were concentrated in 3 clusters 
(U = 12, 13, 16). Visual inspection 
revealed that the prototype vectors 
of the clusters were very different, 
sharing few common terms.

c) Class #13 contains 8 documents, 
and they were all assigned to cluster 
#4. Upon closer inspection, it was 
found that the documents contained 
scanned images but did not contain 
any text, and its documents vectors 
contained only textual metadata, 
which was the same for all 
documents.

d) Each one of the 3 documents in 
cluster #7 comes from a different 
class. The documents differed in 
content but shared the 3 terms in 
the prototype vector, as displayed 
in Table IX. This was enough for 
the algorithm to assign them to the 
same cluster.

e) The algorithm created cluster #18 
for the single document in class #7, 
which is also the sole document in 
the cluster. The document contained 
a long text and many terms that 
could not be found in any other 
document in the collection.

The value of the ϕ(NMI) estimate was 0.76. 
Considering that the upper bound for NMI is 1, 
this can be considered a good result – there is 
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high agreement between the clustering solution 
and the gold standard. A subjective evaluation 
was made by three domain specialists, who 
made the following remarks:

•	 It is preferable to review the hits in clustered 
form than in an exhaustive list;

•	Numbered cluster labels by themselves 
did not immediately convey what kind of 
content was to be found in the documents 
present in the cluster, but cluster labeling 
is a research topic by itself and was not 
addressed in this work;

•	One of the specialists stated that, even 
in the case where it was required to 
review all documents from all clusters, 
the clustering approach had the merit of 
allowing documents with related content 
to be reviewed in sequence, whereas an 
exhaustive non-clustered list had no means 
to organize the documents in thematic sets;

•	One specialist, after realizing resemblance 
between two clusters whose prototype 
vectors shared common terms, inquired 
whether the software package could 
merge clusters (this functionality was not 
developed).

The combined results of the ϕ(NMI)  estimate 
(0.76 of 1) and the subjective evaluation sug-
gested that the proposed approach implement-
ed by means of the software package is useful.

2) Table VII - query expression “Company#1”. 
There were 23 classes (V) and 27 clusters 
(U). The 5 biggest classes account for 
146 of the 185 documents, and the 5 
biggest clusters contain 112 documents, 
with the ϕ(NMI)=0.719.

a) Class #8 is the biggest and also the 
most fragmented. Its 52 documents 
are scattered over 10 clusters. The 
class contained business statements 
of several disparate contents and 
purposes, and the clusters managed 
to capture related statements. This 
suggests that the class could be fur-
ther refined into a number of classes.

b) Class #3 contains 34 documents, 
and they were assigned to cluster 
#13. The class contained certificates, 
and its documents were almost iden-
tical, except for a sequence number 
which was not indexed during pre-
processing. Thus, from the point of 
view of the indexer and the searcher, 
the documents were identical. The 
perfect correspondence between the 
class and cluster caused the value of 
the ϕ(NMI) estimate to be higher.

c) Class #19 contains 28 documents 
which were assigned to 7 clusters. 
The 3 biggest clusters contained 21 
of the 28 documents. The prototype 
vectors for clusters #14, #15, #23, 
and #24 shared one term in com-
mon. The prototype vectors for clus-
ters #14 and #15 contained 10 and 
15 terms, respectively; the prototype 
vectors for clusters #23 and #24 con-
tained respectively 69 and 47 terms, 
as displayed in Table XI. This sug-
gest that the documents contained 
in clusters #14 and #15 were more 
generic, and the documents in clus-
ters #23 and #24 were more specific; 
upon closer inspection, this was veri-
fied to be true.

d) Class #20 contains 22 documents, 
and they were all assigned to cluster 
#11. Upon closer inspection, it was 
found that the documents contained 
scanned images but did not contain 
any text, and its documents vectors 
contained only textual metadata, 
which was the same for all docu-
ments.

e) Class #17 contains 10 documents 
that were scattered in 5 different 
clusters, 4 of them in cluster #9. The 
same cluster #9 contains 3 docu-
ments that belong in class #6. The 
classes contained documents per-
taining to quotations and bills of ma-
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terials, all pertaining to public con-
struction contracts. The prototype 
vector for cluster #9 contained 13 
terms, and 4 of them could be found 
in documents from both classes #17 
and #6.

TABLE xI. Cluster and prototype vector term counts  
for query expression “Company#1”

Cluster Term count 
(cluster)

Term count 
(prototype 

vector)
1 8 2
2 190 11
3 159 6
4 108 4
5 50 12
6 87 6
7 80 34
8 18 18
9 269 13

10 327 9
11 31 2
12 522 28
13 225 10
14 367 10
15 466 13
16 63 63
17 116 116
18 36 10
19 418 20
20 373 10
21 162 162
22 219 9
23 280 69
24 673 47
25 668 37
26 271 33
27 574 154

3) Table VIII - query expression “Com-

pany#2”. There were 10 classes and 13 

clusters.

a) Class #5, the largest, accounts for 

53 of the 63 documents returned by 

the query. The company name is a 

common word used in interpersonal 

communications. Many of the hits 

were instant messaging chat logs 

that were not related to the compa-

ny, and were considered to be false 

positives. The documents were scat-

tered in 8 different clusters.

The other classes were well represented by 

the other clusters. Still, the dispersion displayed 

in class #5 induced the lowest ϕ(NMI) = 0.5 of all 

experiments.

4.2.1. General remarks 
The ART1 algorithm managed to cluster 

together documents that shared common terms 

in all experiments. In order for the generated 

clusters to approximate the gold standard 

classes, their prototype vectors must contain 

the terms found in the documents belonging 

to each class, but the prototype vectors are not 

user-defined, rather being calculated on-the-fly 

by the algorithm. 

In all tests the running time of the algorithm 

was very low, taking less than 5 seconds for each 

subset returned by the software package from 

the total 3,455 documents (min. 63 and max. 

185 documents, see Table V). This is important 

because it allows the examiner to quickly peruse 

the results returned by a query expression and 

evaluate whether the clusters are too generic 

or too refined, and run the query again with a 

modified vigilance value. If the response time 

were slow, the algorithm could be considered 

unacceptable for interactive use and its appeal 

would be reduced.
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5. CONCLUSIONS AND FUTURE WORK

 This work presented research that is justified 
in the basis that it can be confusing and time-
consuming to wade through hundreds to thou-
sands of search results returned from queries 
to computer forensic text corpora. Document 
clustering in computer forensic examinations 
using ART1 neural networks was proved to al-
low forensic examiners to quickly and effectively 
obtain a general picture of document contents, 
leveraging van Rijsbergen’s cluster hypothesis 
[15], as cited in Section 2.1.

Unfortunately, we found little previous 
research in document clustering of forensic text 
corpora to compare results, but considering the 
related work (Section 2.3) we may cite: 

•	For sure it not enough to cluster only results 
obtained at the physical level as done in [20], 
since we would miss structured documents, 
which accounted for many of the hits as 
we show in our experiments (many of the 
returned documents were structured: .doc, 
.docx, rather than plain text: .txt, .html). 

•	 In opposition to the SOM [6] and k-means 
[19] algorithm with a fixed value for the 
number of clusters, it is possible to generate 
good clusters without the need to specify 
parameters beforehand (e.g., vigilance was 
calculated at runtime and could be tuned if 
desired).

Thus, our approach presents a clear advantage 
over other algorithms since it does not require 
a pre-defined number of clusters, resulting in 
a more flexible approach to clustering digital 
forensic documents. The vigilance parameter 
(ρ) is very important and we have empirically 
found a default value for it, but ideally a strong 
theoretical foundation is necessary, although the 
results were considered adequate by the group 
of specialists. 

There is still much more investigation to be 
done in this area. The use of the ART1 algorithm 
was found to be feasible and useful for cluster-
ing of computer forensic documents. That said, 

our experiments were conducted with a relatively 
small corpus, since it is very laborious to prepare 
the gold standard classes to use to validate the 
model. Experiments with larger corpora are nec-
essary and recommended for future work.

As future work we may cite also the use of 
soft and hierarchical clustering, generation 
of high quality cluster labels, development of 
methods for determining the optimal order of 
presentation of input patterns, and comparison 
with other clustering algorithms such as SOM, 
k-means and Expectation-Maximization (EM).
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1. INTRODUCTION

The digital world has penetrated every 
aspect of today’s generation, both in the space 
of human life and mind, not even sparing the 
criminal sphere of the world. Forensic science 

is the application of science to legal process 
and therefore against crime. It relates the use 
of science and technology, in the process of 
investigation and establishment of facts or 
evidence in the court of law. When crime is aided 
by or involves the use of digital device(s), the 
investigation is categorized under digital forensic 
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or cyber forensic. If the digital device involved is 
only a computer or digital storage medium, we 
refer to the investigation as computer forensic. 
Computer forensic is a branch of forensic 
science, whose goal is to explain the current 
state of the digital artifact. The pool of digital 
devices used by individuals – for work or for 
entertainment, on a day-to-day basis, includes 
cellular phones, laptops, personal digital 
assistants (PDAs), personal computers, wireless 
phones, wired landlines, broadband/satellite 
internet connection modems, iPods etc. Each 
individual today maintains more than one email 
account, is a member of many communities, 
virtual groups, takes active part in chat rooms 
and other networking sites with his/her identity 
or under an alias, juggles multiple flash drives 
and other digital storage media. Departments of 
the Government and Armed Forces, insurance 
organizations, telephone industries and banks 
are a few of the sectors which are eager to track, 
identify and defend themselves against any 
digital criminal activities.

Digital Forensic Research Workshop (DFRWS) 
has defined Digital Forensic Science as “the use 
of scientifically derived and proven methods 
toward the preservation, collection, validation, 
identification, analysis, interpretation, docu-
mentation and presentation of digital evidence 
derived from digital sources for the purpose of 
facilitating or furthering the reconstruction of 
events found to be criminal, or helping to antici-
pate unauthorized actions shown to be disrup-
tive to planned operations”

Digital Forensic Science covers computer 
forensics, disk forensics, network forensics, 
firewall forensics, device forensics, database 
forensics, mobile device forensics, software 
forensics, live systems forensics etc. Digital 
Forensic has been described as incident(s) 
specific and practitioner driven advances which 
are developed and then applied .The DFRW has 
identified media analysis as one of the three 
main distinct types of digital forensic analysis, 
the other two being Code Analysis and Network 
Analysis. This paper introduces a framework 

for the digital forensic investigation process of 
physical storage device. It also takes a specific 
case of accessing the flash drive as a device 
and analyzing its contents. The paper details 
the preprocessing steps adopted to bring out 
information of the data stored on the flash drive.

2. FRAMEWORK FOR DIGITAL 
FORENSIC INVESTIGATION PROCESS 

OF PHYSICAL STORAGE DEVICES

A framework, for seamless communication, 
between the technical members of the digital 
forensic investigation team and the non-technical 
members of the judicial team, is very necessary. 
Defining a generic model for digital forensic 
investigation, sometimes pose a problem taking 
into account the varied devices available today. 
This framework is logical

in its outline, scientific in its approach though 
it is to be adapted to comply with all the legal 
requirements of the country where the incident 
has occurred. It charts to add value in the specific 
case of portable storage digital devices. Made up 
of six stages, it is practical in approach, easy to 
implement when the digital device involved is 
any portable, storage device.

Stage 1: 
Preparation: The main focus is acknowledging 

then role of digital storage device(s) in the 
identified or untoward incident. This step 
recognizes the presence or absence of the digital 
forensic investigation. All suspected physical 
storage devices are to be physically secured to 
prevent tampering. The concerned authorities 
are to be notified about the presence of possible 
evidence(s) and the need for examination of the 
same, and hence permission to access the device. 
In case the evidence needs to be removed from the 
premises or site of the activity, steps for obtaining 
the necessary permissions for the removal are 
to be identified and executed. On the whole, 
based on the nature of the incident or crime, the 
investigation steps are to be chalked out.



44 Data Base Forensics of Mobile Phone 
 

Stage 2: 
Collection and preservation of digital device: 

The device collection phase opens with the 
identification of the ownership of the device 
along with the identification of supposed users 
of the device. All the digital devices and any 
other supporting evidences about the usage of 
these devices that are present at the scene of 
crime are to be confiscated for data collection. In 
case the physical device is password protected, 
the software necessary for accessing the device 
contents is identified and verifying that it does 
maintain the integrity of the data as it works 
on accessing the device. The device contents 
should be duplicated or imaged maintaining the 
integrity of the data in the device. Each step of 
the activity should be documented.

Stage 3: 
Data extraction and preprocessing: The 

device/disk that has been imaged or duplicated is 
to be accessed and examined for the presence of 
any hidden or encrypted data and system related 
data. Required software tools are to be used to 
decrypt or access the data. These tools should 
not tamper the original data. Ensure that nothing 
will/shall be written on to the device that is under 
scrutiny. Based on the nature of the incident, the 
investigation is to be categorized as goal based 
or non-goal based. The data should be extracted 
from the digital device and the steps for the 
preprocessing the data is to be outlined, justifying 
the reason for the same. The software required 
for the process is to be identified. All through the 
stages, concern about maintaining the integrity 
of data should be the key focus and each step is 
to be validated before executing. Documentation 
of the activities carried out should be precise and 
justified as this would act as the base document 
for justifying the integrity of the presence or 
absence of evidence leading to the crime.

Stage4:
Data examination and analyses: Before the 

data is subjected to examination and analyses, 
the data is to be crosschecked for authentication 

and integrity. The analyses that can be carried 
out on the extracted data, based on the nature 
of the data, are to be considered along with 
the required tools to perform the same. On 
justifying the analysis methodology, the actual 
analysis is to be carried out until stable results 
are achieved. Interpretation of data is the most 
difficult step, while at the same time the most 
important step in this flow.

Stage 5: 
Reporting and documentation: Though this 

has been cited as the stage 5, it is a continuous 
process, which needs to be reviewed and 
updated finally, before presentation in the 
court of law, for completeness and accuracy. 
The validity and the acceptance of the process 
or methodology in the scientific community 
should also be explored. Documentation of 
the analyses, conclusions and assumptions if 
any, are also of importance. The limitations of 
the procedures/analysis carried out are to be 
outlined clearly.

Stage 6:
Presentation in the court of law: The main 

focus of this step is to prove the presence or 
absence of digital evidence, from the digital 
devices collected from the scene of the incident 
under examination, in the court of law. While 
computer forensics is highly technology 
specific, people handling law in the court of 
justice are not technology specialists. Hence it 
is very important for technology specialists to 
understand the ramifications of the legal world 
and at the same time, communicate effectively 
and clearly the complete digital investigation 
process, emphasizing on the analysis of the 
findings. The documentation of the entire 
may also be submitted in the court of law to 
cross-examine the steps adopted during the 
investigation process. While this may suffice 
the needs of the court to arrive at a decision, it 
may sometimes be required to complete further 
analysis or redo a phase, as required by the 
court, to support any issues.
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3. MOBILE PHONE USAGE

Mobile phones are widely used in the United 

States. In the first six months of 2006, the Cellular 

Telecommunication and Internet Association 

(CTIA) stated that there were 219.4 million U.S. 

wireless subscribers, and wireless communication 

has penetrated more than 72% of the total U.S. 

population. CTIA also explained that customers 

used 857 billion Minutes of Use (MOUs). 

Additionally, CTIA reported that 64.8 billion SMS 

messages were sent, an increase of 98.8% from 

the first six months of 2005 (“CTIA Quick Facts.” 

2006).Digital evidence is becoming important, 

where 80% of current court cases have some sort 

of digital evidence associated with them (Rogers, 

2006, p.1). Summers (2003) explained “In the 

past five years, dozens of murderers have been 

convicted partly as a result of evidence about their 

mobile phones or those of their victims”. Mobile 

phones are becoming more than just simple 

phone devices. Numerous technologies are being 

integrated within them such as Bluetooth, digital 

cameras, Infrared, General Packet Radio Service 

(GPRS), E-mail and more. 

Evidence needs to be acquired from mobile 

phones when needed in a forensically sound 

manner. In the realm of digital forensics, software 

tools have dominated the market in the acquisition 

of digital evidence from mobile phones. These 

tools have not been tested and have no published 

error rates. The only notable tool testing initiative 

for mobile phone forensics was performed by 

the National Institute of Science and Technology 

(NIST). This initiative is by no means complete, 

especially since they were only able to test a 

limited number of mobile phones, seventeen to 

be exact (Jansen,Wayne, Cilleros & Daniellou, 

2005).

4. FORENSIC TOOL TESTING

Tool testing programs have been taken 

into consideration by various organizations. 

Tool testing is important from an Information 

Technology (IT) perspective to make sure that 

software and hardware operate as expected. The 
Institute of Electrical and Electronics Engineers 
(IEEE) has established standards since 1993 for 
tool testing. The International Organization 
for Standardization and the Electro technical 
Commission (ISO/IEC) then established the 
General Requirements for the Competence of 
Testing and Calibration Laboratories (ISO/IEC 
17025) in 1999 (“General Testing Methodology.”, 
2001).

NIST’s Computer Forensics Tool Testing 
(CFTT) program had the right intentions from 
a technical perspective, and NIST’s (“General 
Testing Methodology.”, 2001) states that the 
general requirements to test a tool are:

1. Establish categories of forensic requirements
2. Identify requirements for a specific category
3. Develop test assertions based on requirements
4. Develop test code for assertions
5. Identify relevant test cases
6. Develop testing procedures and method
7. Report test results

One can apply the aforementioned list to 
test a tool that is designed to work for a single, 
specific purpose, in an environment that is 
absolutely constant. However, in the case of 
mobile phones, numerous variables such as 
phone model, phone provider, cables used, even 
the fact that the mobile phone is on (data on 
a cell phone continuously changes when it is 
turned on) are all important factors that need to 
be properly documented.

5.TESTING IN DNA FORENSICS

Forensic sciences have flaws. DNA forensics 
for example, has been widely accepted, yet even 
the results obtained from DNA forensics are not 
perfect. In a study by Saks & Koehler (2005), the 
following factors were shown to play a role in 
the wrongful conviction of 86 DNA exoneration 
cases:

1. 71% Eyewitness error
2. 63% Forensic science testing errors
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3. 44% Police misconduct
4. 28% Prosecutorial misconduct
5. 27% False/misleading testimony by forensic 

scientists
6. 19% Dishonest informants
7. 19% Incompetent defense representation
8. 17% false testimony by lay witness
9. 17% false confessions

The two interesting statistics noted above are 
numbers 2 and 5. One can only imagine what 
the statistics would be like in the case of DFS, 
and it is our duty as Digital Forensic scientists to 
decrease those testing errors.

6. SYSTEMATIC DATABASE DRIVEN 
TESTING METHODOLOGY

The authors of this paper created a systematic 
database driven testing methodology for 
mobile phone tool testing. This will contribute 
to establishing repeatability estimates of the 
various tools that are used when acquiring digital 
evidence from mobile phones. With that comes 
a number of issues, mainly that mobile phones 
are proprietary. Therefore, a robust testing 
methodology for all mobile phones should take 
that into consideration.

Cellular Phones are Proprietary
New mobile phone models are released 

frequently by various corporations. It would 
be a difficult task to keep up with all these 
phone models and their various proprietary 
features. This poses a challenge in mobile phone 
forensic tool testing because a robust evidence 
acquisition system should be able to forensically 
acquire evidence from all mobile phone models 
even with the phone’s software and hardware 
proprietary natures.

Some of the proprietary mobile phone 
characteristics are outlined below. When dealing 
with mobile phone forensics, the following are 
important factors that should be recognized 
when performing a forensic acquisition:

1. Mobile phones have proprietary file systems.

2. Mobile phones have proprietary file transfer 

protocols.

3. Mobile phone providers lock down certain 

features of the device.

4. Different mobile phone providers might in-

stall different operating systems on the mo-

bile phone device.

5. Cables used in the forensic acquisition of a 

mobile phone can be different.

6. The mobile phone device’s clock changes 

data continuously on a device.

7. Different mobile phones have different fea-

tures.

8. A mobile phone being used is being provided 

a service through a carrier, and there are nu-

merous carriers.

9. Applications can be installed on certain cel-

lular phone models.

Process model for Cellular Phone Tool 
Testing

Based on the tool testing literature, a simplis-

tic tool testing process model was developed. 

We envision the implementation of this process 

model as a programmatic database driven sys-

tem. This process model is delineated in Figure 

1.

As shown in Figure 1, the process model 

is simplistic in nature. The data that needs to 

be wrapped around that process model can be 

tedious. The above scenario is not necessarily 

new, as it adheres to the NIST tool testing 

methodology. The model simply takes the usual 

tool testing standards and tweaks them so that 

the process model is programmatically driven by 

a database system. Based on the process model 

and the proprietary nature of mobile phones, a 

relational database schema was developed to aid 

in illustrating the different data requirements 

for the forensic tool testing of mobile phones. 

Entity Relationship Diagrams (ERDs) are useful 

in representing data requirements. They adopt 

a more natural view that the real world consists 

of entities and relationships (Chen, 1976).



47      Roshan Singh Thakur, Khyati Chourasia and Bhupendra Singh Thakur

Figure 1- Cellular Phone Tool Test.

The formulated database Entity Relationship Diagram is shown in Figure 2.

Figure 2- Proposed ERD



48 Data Base Forensics of Mobile Phone 
 

ERD Explanation
The ERD is merely the representation of the 

data that should be stored in the database. The 
ERD above enables the users of a system to have 
access to the following data (assuming that the 
data has been entered into the database):

• The various mobile phone models
• The various features supported by each specific 

mobile phone
• The various test case scenarios
• The various mobile phone forensic acquisition 

tools
• The various features supported by each cellular 

phone acquisition tool
• Various data cables used in the forensic acquisi-

tion process
• The mobile phone models supported by each 

data cable
• The locked down features of a mobile phone 

that might be locked down by a carrier
• The various mobile phone carriers
• The operating system of a mobile phone in-

stalled by carrier for a specific phone model
• The various applications that might be installed 

by carrier for a specific mobile phone model
• Whether or not the overall test case passed or 

failed
• The features of the mobile phone tool test that 

passed or failed (For example,
SMS acquisition passed, but call history failed)
• Various applications that could be installed on 

a mobile phone

The above data can help in obtaining specific 
information about the mobile phone being tested. 
It can also help in either validating or invalidating 
a forensic tool. For example, if a specific test case 
scenario were repeated, with the same conditions, 
yet with varying results, the tool would be deemed 
invalid. To know whether or not a tool is valid or 
invalid, error rates for the tools will have to be 
calculated.

Error Rate Types
Tool errors have been discussed in the 

literature (Carrier, 2002, 2003). The focus of this 

paper is not to create a topology of errors, but to 
illustrate a practical approach for the calculation 
of testing error rates. Using the database driven 
approach, one would be able to calculate the 
General Error Rate (GER) and the Feature Error 
Rate (FER) for every mobile phone test case 
scenario. These error rates can be calculated for 
every test case scenario as follows:

As a motivating example, assume that a mobile 
phone was analyzed and a test case scenario 
was performed. Different mobile phone devices 
that are of the same model were then used with 
the same test case scenario. For example, if 10 
different mobile phones that are all Sony Ericsson 
K800i’s were analyzed using the same test case 
scenario and the acquisition system worked only 
4 times, then the GER = 6/10, which would equal 
0.6 or 60%. Furthermore, if the software only 
fully worked 4 times, but it was able to acquire 
Short Message Service (SMS) messages, 7 times, 
then the FERSMS= 3/10 which would be 0.3 or 
30%.

7. DISCUSSION OF USING A DATABASE 
DRIVEN APPROACH

The proposed process model and database 
schema are advantageous for numerous reasons. 
Primarily, we as DFS scientists do not have access 
to any information about the tool error rates. 
This violates Daubert’s second procedure as 
outlined by Carrier (2002). A database solution 
that logs all of the forensic examinations and 
tool testing procedures for the various mobile 
phones can help in the establishment of some 
type of calculated error rates based on the 
historical stability of these tool sets. This can 
also help in establishing a reliability measure for 
the various tool sets. Once Computer Forensics 
professionals become aware of the error rates of 
the forensic tools, it will help them become more 
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objective with their decisions as to what tools 
perform the best functions. Furthermore, as 
mobile phone cases become more prominent in 
the courts, expert witnesses will be called upon. 
As an expert witness, it is vital to recognize 
the various error rates of the forensic tools to 
ensure that decisions are being made beyond a 
reasonable doubt.

Furthermore, having a standardized database 
driven approach for mobile phone forensics 
tool testing can help document the various 
testing scenarios that have been performed. The 
documentation of all the tests and their results 
create a historical repository that can be used for 
trend analysis, such as data mining. Statistical 
techniques can be applied to these historical 
results to help formulate predictions about the 
future forensic analysis of mobile phones by 
type, model, carrier etc. These results can further 
be used to ascertain the benefits inadequacies 
of the various mobile phone Forensics tools.

Proposed Model Challenges
There are certainly some issues with using 

our proposed model. The first question that can 
be posed is how often are forensic professionals 
going to forensically acquire data from a 
mobile phone, and record the results using 
our anticipated database driven methodology? 
The authors believe there are two answers to 
this question. Primarily, we notice an increase 
of mobile phone ownership amongst college 
students. Therefore, scientists have access to a 
significant number of test cases at their disposal 
in learning institutions. Furthermore, the number 
of mobile phone models, and the number of 
mobile phones to be analyzed can come from 
that random sample of students through a 
research initiative. A database solution as such 
can be used by various investigators for either 
looking up past test results, or for adding their 
test case results. Of course, for that to occur, 
these investigators should be willing and able 
to provide us with that data. The solution the 
authors propose is not a definitive resolution to 
the error rate problem, but should spark some 

interest for further research in the area. Again, 
our purpose is to be able to find ways of attaining 
tool error rates, and furthermore, an estimate 
for the repeatability of the results that each 
mobile phone forensic acquisition tool provides. 
Another issue with our proposed model is 
keeping the database up to date with the latest 
versions of the forensic acquisition tools and 
their capabilities. Some vendors release updates 
on a very frequent basis and their cooperation 
might be needed to keep the database current. 
A possible solution to this problem is to get the 
vendors involved in the process to continuously 
update the information in the database.

8. CONCLUSION

Mobile phone forensics is a novel field. When 
analyzing a mobile phone for forensic evidence, 
the process of doing so is different than the 
traditional computer forensics model. As 
forensic scientists, we should always be aware 
of the laws that deal with the admissibility of 
evidence, mainly the Daubert guidelines outlined 
by Carrier (2002) and in Daubert v Merrell Dow 
Pharmaceutical (1993). The first and second 
Daubert guidelines that deal with tool testing 
and error rates are the two major issues that this 
paper focused on. A database driven approach 
for the documentation of the mobile phone 
forensics procedures can ameliorate the process 
of documenting the testing methods. This will 
assist in acquiring results on the various test 
cases. These results can promote the calculation 
of tool testing error rates. This information will 
help DFS scientists validate or invalidate mobile 
phone forensics evidence acquisition tools and 
help expert witnesses make better decisions, 
beyond reasonable doubt about the evidence 
acquired from the mobile phones.
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Abstract - The recent trend in adhoc network routing is reactive on-demand philosophy 
where routes are established when required. In MANETs wireless links are subject to fre-
quent breakages due to nodes high mobility. AODV can operate at low network mobility 
condition but cannot operate at high mobility conditions. Therefore, considering mobility 
is a demanding task that should be performed efficiently and accurately. In this paper we 
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1. INTRODUCTION

A Mobile Adhoc Network is a collection 

of autonomous nodes, which communicate 

using wireless links without any fixed Network 

infrastructure and centralized administrative 

support. [1]

The Network Topology of MANETs is dy-

namic as their mobile nodes are free to move 

around and can even freely leave or join the 

networks. This makes MANETs very different 

from static wired networks that arose many 

challenging problems. One of them is to obtain 

a distributed routing scheme under network 

connectivity assumption any mobile host can 

transmit or receive data from any other host in 

the network. [2]

In MANETs host mobility can cause 

unpredictable network topology changes. 

Therefore finding and maintaining Route is very 

important. In general routing protocol can be 

classified into three classes: Table-Driven (or 

Pro-active), On-Demand (or Re-active) and Hybrid 

Routing Protocol. In Pro-active, every node 

continuously maintains complete information 

of a network. In Re-active, routing protocols are 

designed to reduce overhead in table driven by 

maintain information for active routes only as 

and when required. Hybrid Protocols combine 
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feature of both Proactive and reactive routing 

strategies to scale well with increase in network 

size and node density [3].

Here we are assuming that each backbone node 

is maintaining information about its neighbor 

which is less mobile and is one hop distance away. 

We are using AODV (Ad hoc On-Demand Distance 

Vector) where each node is GPS enabled and mobile 

aware agent is present which tells mobility status 

of a node. Process of Node detection and Routing 

can be done fastly in secure and effective manner.

2. RELATED WORK

2.1 Overview of AODV
AODV is a reactive protocol in which routes 

are created only when they are needed. It 

uses traditional routing tables. One entry per 

destination and sequence numbers to determine 

whether routing information is up-to-date and to 

prevent routing loops. An important feature is 

maintenance of time-based states in each node: a 

routing entry not recently used is expired. In case 

of a route is broken, the neighbor can be notified. 

Route discovery is based on query and reply cycles, 

and route information is stored in all intermediate 

node along the route in the form of route table 

entries. The following control packets are used: 

routing request message (RREQ) is broadcasted by 

a node requiring a route to another node, route 

reply message (RREP) is unicasted back to source 

of RREQ, and route error message (RERR) is sent 

to notify other nodes of the loss of the link. Hello 

message are used for detecting and monitoring 

links to neighbors [4].

2.2 Mobility Aware Agent
According to proposal of Idrees et al [5] in 

mobile adhoc Network, mobility of nodes plays a 

vital role in overall throughput of the network. If a 

node is moving on a regular basis it must not act 

as a router because it can cause path breakage. 

Mobility awareness about dynamic network 

topology can reduce this problem. They introduce 

a light weight mobility aware agent at each node. 
To achieve agent based mobility awareness all 
agent broadcast their current location in the 
network periodically. 

The status of those nodes, which are moving 
away from a particular node, is different from 
those, which are coming towards it. If node-A 
is moving away from a static node-B then agent 
placed at node-A predicts it and can exploit this 
information for rerouting and link establishment. 
In AODV the mobility status of any node is not 
considered at all while establishing a route between 
two nodes. So if a mobile node moves in such a 
way that it is no longer able to help in transferring 
data, a route error is generate causing a reroute 
discovery process. Same thing happen again and 
again establishing routes after quick intervals 
resulting in the reduction of overall throughput of 
the network. Mobility aware agent based ad hoc 
network prefers static nodes in route discovery. [5]

2.3 GPS 
Geographical distance can play a significant 

role in durability a stability of a path. If distance 
of two consecutive nodes was so far that with 
minimum movement they exit from transmission 
range of each other’s, the path has not proper 
durability and stability and maybe break in a short 
time. If all nodes have GPS, they will able to have 
their geographical position every time. Therefore 
a field that named Position is contrived in RREP 
packet. Each node when relay RREP packet, fill this 
field by their geographical position. So each node 
knows its previous node position and on the other 
hand knows its position. Since with below formula 
Eq. (1) can calculate distance between it and the 
previous node.

In this formula (x1, y1) is coordination of pre-
vious node and (x2, y2) is coordination of 
next node. Distmin is minimum distance that 
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is equal to 0 and distmax is maximum dis-
tance that is equal to “2 * transmission range 
of the nodes”. DD is distance objective which 
is normal between 0 and 1. [6]

2.4 Backbone Network
In [7] extra nodes have been used while creating 

backbone network and access network. Here it is 
suggested that our node having lower mobility will 
serve as Backbone Network nodes. And there will 
be more than one Backbone node in a particular 
area. Backbone network is used to form zones 
and further it is divided into access networks. 
Backbone network works like location server and 
it helps in forwarding packets to a particular area.

2.5 Directional Antennas
Directional Antennas or adaptive antennas 

are used to improve adhoc network capacity. 
Using Directional Antennas may offer several 
interesting advantages for adhoc networks. 
Routing Performance could be improved by using 
a directional antenna. To best utilize directional 
antennas, a suitable medium access control (MAC) 
protocol must be used. A directional antennas 
may be used together to cover all directions. The 
acknowledgements are sent using directional 
antenna [8].

3. PROPOSED STUDY

Our objective is to minimize the problem 
caused by mobility of the nodes in AODV (mainly 
link breakage problem). So below we are proposing 
a methodology where an optimal static path is 
chosen to send data from source to destination. 

Here we are assuming that all nodes are GPS 
enable and they are connected to each other 
through a directional antenna. Mobility Aware 
Agent is also introduced at each node that helps 
node to know the mobility status of other node. 
Mobility Aware Agent based Adhoc Network prefer 

static node or less mobile node in route discovery. 

It restricts highly mobile node to be part of the 

route. Static node help in establishing a route for 

longer period resulting in less re-route discoveries. 

So we use the concept of Backbone network. 

For this Initially Road side unit will act as Backbone 

node, we will say it as static node in forthcoming 

discussions. If that Backbone node is not in the 

direction of Destination, we will try to find out less 

mobile node which can act as Backbone node.

Backbone node is aware of Speed, GPS location 

and other required statistics of all the nodes in the 

network due to mobility aware agent. Backbone 

node will share this information with other 

Backbone node. If at any point of time our radio 

side unit is not within radio reach of sender then 

any less mobile node can be chosen as backbone 

node. All the information related to neighbors 

need to be updated at new Backbone node.

To find a route from source to destination in 

a timely manner, we divide our network area into 

several Zones. When Source has data to send 

then it will send RREQ packet to backbone node. 

If road side unit is in radio reach then road side 

unit will act as backbone node. If that node is not 

destination, then it will send RREQ to the new 

backbone node. Backbone node will roughly have 

the location of receiver. New backbone node is one 

hop distance away in the direction of destination 

having minimum speed. The process continues 

on until the destination is reached. And from 

Destination RREP is unicasted to Source. 

Below we are discussing an algorithm, where 

BN is backbone node and RSU is road side unit.

1. While [(Time to wait for last RREQ reply is 

completed) AND (RREQ Retries < = MAX)] 
2. {If (Node has data to send)
3. If (No valid entry in route table for destination)
4. {Generate RREQ;}
5. Initially BN = nil;

6. If (RSU in radio reach) {
7. BN = BN U RSU}

8. Else If { 
9. New BN = min_speed(node);}
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10. If BN listen a RREQ) {
11. If (same as forwarded in near past) 
12. {Discard ;}
13. Else {
14. Entry for Reverse Route ;} 
15. If (TTL > 1) {
16. Decrease the TTL field by one;
17. If [(BN is Destination for this RREQ) OR (BN 
has route to destination)]
18. {Send RREP;
19. Discard RREQ ;}
20} }}}

Algorithm 1: To find a route from source to 
destination.

4. ANALYSIS

Here we consider various scenarios which 
depend on selection of Backbone Node.

Scenario 1: When Road side unit or Fixed nodes 
act as Backbone node.

Figure 1: Through comparison of scenario 1

It is observed that average throughput of 
mobility aware agent based adhoc network is 
better than simple network.

Scenario 2: When less mobile node acts as 
Backbone node

Figure 2: Through comparison of scenario 2

In this scenario throughput of mobility aware 
agent is again considered better than the simple 
one. But this time degree of improvement is low.

Scenario 3: When road side unit is not in radio 
reach, then new backbone node is selected in 
the direction of destination having less mobility.

Figure 3: Through comparison of scenario 3

Throughput of the mobility aware agent based 
adhoc network is more than that of the simple 
network. But here in this scenario throughput 
of mobility aware agent based adhoc network 
is less than that of scenario one and more than 
that of scenario 2.
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Scenario 4: When any random node acts as 
Backbone node. 

Figure 4: Through comparison of scenario 4

Throughput of the mobility aware agent 
based adhoc network is nearly same as that of 
the simple network. Initially it is just below than 
that of the network of simple node. The reason 
is obvious because initially it may be the case 
that high mobile node act as backbone node.

5. CONCLUSIONS
 

After executing the different scenarios, it is 
observed that in scenario 1 where fixed node is 
acting as backbone node then it is giving a good 
enhancement. Scenario 2 is showing a enhance-
ment but lesser than that in scenario 1.Scenario 

3 is a hybrid network where throughput is less 
than scenario 1 but more than 2. In Scenario 4 
as Backbone node is any random node result-
ing in lesser, approaches to nil, enhancement in 
throughput of the network. As a result we can 
say that with the help of Mobility Aware Agent 
and Backbone node, which help in reducing the 
reroute discoveries. Therefore, it can be conclud-
ed that more fixed node in the routes will give 
comparatively better throughput of the MANET.
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