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GUIDE FOR AUTHORS

The Journal seeks to publish significant 

and useful articles dealing with the broad in-

terests of the field of Forensic Computer Sci-

ence, software systems and services related 

to Computer Crimes, Computer Forensics, 

Computer Law, Computer Vision, Criminolo-

gy, Cryptology, Digital Investigation, Artificial 

Neural Networks, Biometrics, Image Analysis, 

Image Processing, International Police Coop-

eration, Intrusion Prevention and Detection, 

Machine Learning, Network Security, Pattern 

Recognition, and Signal Processing. Matters 

of digital/cyber forensic interest in the social 

sciences or relating to law enforcement and 

jurisprudence may also be published. 

Our goal is to achieve an editorial balance 

among technique, theory, practice and com-

mentary, providing a forum for free discussion 

of Forensic Computer Science problems, solu-

tions, applications and opinions. Contributions 

are encouraged and may be in the form of ar-

ticles or letters to the editor. 

The Journal neither approves nor disap-

proves, nor does it guarantee the validity or 

accuracy of any data, claim, opinion, or con-

clusion presented in either editorial content, 

articles, letters to the editor or advertisements.

CONTENT

A paper may describe original work, discuss a 

new technique or application, or present a survey of 

recent work in a given field. Concepts and underlying 

principles should be emphasized, with enough back-

ground information to orient the reader who is not a 

specialist in the subject. Each paper should contain 

one key point, which the author should be able to 

state in one sentence. The desired focus should be 

on technology or science, rather than product details. 

It is important to describe the value of specific work 

within its broader framework. 

Replications of previously published research 

must contribute sufficient incremental knowledge to 

warrant publication. Authors should strive to be origi-

nal, insightful, and theoretically bold; demonstration 

of a significant “value-added” advance to the field’s 

understanding of an issue or topic is crucial to ac-

ceptance for publication. Multiple-study papers that 

feature diverse methodological approaches may be 

more likely to make such contributions.

We attach no priorities to subjects for study, nor 

do we attach greater significance to one methodolog-

ical style than another. For these reasons, we view all 

our papers as high-quality contributions to the litera-

ture and present them as equals to our readers.

IJoFCS (2013) 1, 6-7



7

PRESENTATION

A paper is expected to have an abstract that 
contains 200 words or less, an introduction, a 
main body, a conclusion, cited references, and 
brief biographical sketches of the authors. A typi-
cal paper is less than 10,000 words and contains 
five or six figures. A paper should be easy to read 
and logically organized. Technical terms should 
be defined and jargon avoided. Acronyms and 
abbreviations should be spelled out and product 
names given in full when first used. Trademarks 
should be clearly identified. References should be 
numbered sequentially in the order of their ap-
pearance in the text.

SUBMISSION INFORMATION

Manuscripts should be submitted in an edit-
able format produced by any word processor (MS 
Word is preferred). PDF files should be submitted 
only if there is no alternative.

By submitting a manuscript, the author certi-
fies that it is not under simultaneous consider-
ation by any other publication; that neither the 
manuscript nor any portion of it is copyrighted; 
and that it has not been published elsewhere. Ex-
ceptions must be noted at the time of submission. 
Submissions are refereed (double-blind review).

PUBLICATION PROCESS

A submitted paper is initially reviewed to de-
termine whether the topic and treatment are ap-
propriate for readers of the Journal. It is then 
evaluated by three or more independent referees 
(double-blind review). The policy of double-blind 
review means that the reviewer and the author 
do not know the identity of each other. Review-
ers will not discuss any manuscript with anyone 
(other than the Editor) at any time. Should a re-
viewer have any doubt of his or her ability to be 
objective, the reviewer will request not to review 
a submission as soon as possible upon receipt. 

After review, comments and suggestions are for-

warded to the author, who may be asked to revise the 

paper. Finally, if accepted for publication, the paper 

is edited to meet Journal standards. Accepted manu-

scripts are subject to editorial changes made by the 

Editor. The author is solely responsible for all state-

ments made in his or her work, including changes 

made by the editor. Proofs are sent to the author for 

final inspection before publication. Submitted manu-

scripts are not returned to the author; however, re-

viewer comments will be furnished.

Reviewers may look for the following in a manu-

script:

Theory: Does the paper have a well-articulated 

theory that provides conceptual insight and guides 

hypotheses formulation? Equally important, does the 

study informs or improves our understanding of that 

theory? Are the concepts clearly defined?

Literature: Does the paper cite appropriate litera-

ture and provide proper credit to existing work on 

the topic? Has the author offered critical references? 

Does the paper contain an appropriate number of 

references (e.g., neither over – or under – referencing 

does not occur)?

Method: Do the sample, measures, methods, ob-

servations, procedures, and statistical analyses en-

sure internal and external validity? Are the statistical 

procedures used correctly and appropriately? Are the 

statistics’ major assumptions reasonable (i.e., no ma-

jor violations)?

Integration: Does the empirical study provide a 

good test of the theory and hypotheses? Is the meth-

od chosen (qualitative or quantitative) appropriate for 

the research question and theory?

Contribution: Does the paper make a new and 

meaningful contribution to the management litera-

ture in terms of all three: theory, empirical knowl-

edge, and management practice?

Citation in a review: Finally, has the author given 

proper reference or citation to the original source of 

all information given in their work or in others’ work 

that was cited?

For more information, please visit www.IJoFCS.org
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1. INTRODuCTION

Over the years there has been an ever increas-

ing demand for more storage capacity and porta-

bility of  electronic devices. History has witnessed 

the change in storage  media technology from 

the floppy disk (1.44 Mb) to blue ray disc (25,000 

Mb). But the greatest  change of all revolutions in 

storage  media facility was the introduction of the 

pen drive and the Memory cards. These memory 

cards are manufactured in various dimensions  

and  specific technical aspects.  At present, in  

open market more than  20 types of media cards 

are available[1-3]. These media cards provide us-

ers with the ease of portability and compatibility 

with numerous digital devices. Memory card can 

be used as external memory in a mobile phone 

as well as in a digital camera. The memory card 

can also be inserted in a memory card reader that 

can transfer the  digital data captured from an 

electronic device to a computer. As  such devices  

are so commonly in use, they are frequently en-

countered in many crimes as  digital evidences 

having digital data  in the form of digital pictures, 

messages, phone book, or  even higher docu-

ments such as Microsoft office files. Retrieving 

data from such  media card can be of major sig-

nificance in providing clues  to solve  a crime. 

Abstract - In digital world memory cards are an extension to  user’s ability  for storing, transferring 
and sharing data. Many digital devices available in the open market are designed to support the 
requirement  of adding extra memory in the form of memory cards. With  increasing use of such 
types of data storage devices their value as a source of digital evidence cannot be  ignored. 
Multimedia memory cards may  be recovered from devices such as mobile phone, digital cameras, 
and PDA’s.  Password protection  to the  storage devices can  be a big challenge to  forensic 
examiners. In this paper an attempt has been  made to  provide solutions to  digital forensic 
examiners in handling cases where memory cards are protected with a secrete  password. The  
suggested procedure allows  the examiner to remove the password and to image the memory card 
for further analysis.

Key words: Memory card, digital evidence, password protection,  forensic examiner

Forensic Examination And  Imaging Of Password 
Protected Moveable Media Cards  

Waghmare, N.P(1), Toofany, M.A., Anubha lal(1), Eniysvan(1), 
Ajay Pande(1), R.K.Sarin(1)

(1)  Computer Forensic Unit, Forensic Science Laboratory,
GNCT, Sector-14,Rohini,Delhi-85..
Email: npwaghmare@rediffmail.com
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The aspect of increasing storing capacity  has 
also brought about  significant change in the con-
cept of security. Data which  is stored on mem-
ory cards can be very sensitive and may include 
credit card numbers, pin code numbers, phone 
books, encrypted messages and personal mes-
sages[4-8]. To prevent the theft or un-authorized 
access to a memory card, the introduction of en-
crypted password within digital devices provides 
a very secure means for the user. But  neverthe-
less, this has created  more difficulty in their fo-
rensic examination[9-14]. In this paper we  aim  
at explaining   the difficulties encountered   dur-
ing forensic examination of password protected 
moveable media cards and also providing a guide 
line to forensic examiners in case they come 
across such types of password protected devices.

2. METHODS AND MATERIALS

The analysis involved the  media cards such 
as Multimedia memory cards (MMC), Slot cards 
(SD Cards), Compact flash Card (CF cards), Sony 
pro duo stick, mini SD cards. The cards were first 
completely formatted by placing them in a 16 in 
1 memory card reader and using the hard erase 
function so as to remove any data that might be 
present on them. One reduced size memory card 
(reduced MMC) of 512Mb (Kingston) was then 
placed in a mobile phone of Nokia make (Nokia 
N70). Some data from the phone was then copied 
to the memory card and a password was applied 
to the memory card. The card was then removed. 
A second memory card of same model (512Mb 
Kingston) was then placed in the same phone 
(Nokia N70) and the same data was transferred on 
it but in this case no password was applied to it.

Figure 1. Compact flash, MMC card and 16 in 1 Memory card 
reader

Both cards were then placed in a memory card 
reader attached to a laptop (Compact Presario 
2200) and standard forensic software (EnCase 
and AccessData  Forensic Toolkit) was used in 
imaging the memory cards (refer Figure 1). The 
same steps were performed with different media 
cards using compatible  digital devices that sup-
port them. One copy was password protected 
while the other copy was left unprotected.

The digital devices that were used in pass-
word protecting the media cards were kept for 
further analysis and for retrieving data that could 
be relevant for  analyzing the memory cards. The 
devices were properly labeled to with their re-
spective memory cards and were switched off.

3. RESuLTS AND DISCuSSIONS

The analysis of memory cards,  both the pro-
tected and unprotected ones yielded some very 
interesting observations. A memory card that is 
not password protected would simply auto ex-
ecute and display the contents of the cards. The 
imaging can be done in a similar manner  as that 
of standard hard disk with no major complica-
tions. On the other hand a memory card that is 
password protected when inserted in the memory 
card reader does not auto executes. This is due 
to the fact that the password protection mecha-
nism also locks the auto.exe files. The protec-
tion mechanism will also cause the memory card 
not to be displayed. So, when trying to access, it 
will simply not open. This is a major problem, as  
the memory card cannot be accessed or cannot 
be displayed and forensic tools are not capable 
of producing  an image of the memory card. 

It  is also important to note that while in-
serting the memory card in the card reader the 
computer can give an indication that the media 
card is not formatted and the forensic examiner 
should be careful as not to format the card or 
data can be lost permanently.

The interesting fact about memory cards is 
that the key to unlock the password present is 
located within the memory card itself. Since the 
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protection mechanism denies access to card by 
not displaying the card,  it is not possible to un-
lock the card with any form of brute force  or 
dictionary attack. This literally means that it is 
not possible to unlock the password protected 
memory card by connecting it to a computer.

The process of imaging password protected 
memory cards firstly requires the removal of the 
protection key. The solution in removing this 
key lies within the digital device that was used to 
protect this memory card. This device may not 
be present in all cases or may not be know by 
the examiner so alternative solutions are recom-
mended.

3.1. Steps for removing a password from 
a memory card

1. Make an image of the whole system file 
of the phone memory or in cases where 
the device is not supported by data cable 
then make use of a phone registry sym-
bian software (FExplorer) and install it on 
the phone memory. This phone registry 
software will give full access to the whole 
registry system of the phone

2. Locate a file that is called MMCSTORE. 
This file contains a list of passwords that 
have been used to lock the memory cards

3. Copy the file or send if using Bluetooth to 
another folder

4. Rename the file to MMCSTORE.txt

5. Open the file and the password will be 
displayed in it. This number corresponds 
to the key that has been used in locking 
the memory card.

6. Insert the memory card inside the phone. 
If the password on the MMCSTORE file 

corresponds to the password within the 
memory card it will not ask for the pass-
word.

7. Now navigate to the memory card and 
remove any password by inserting the 
password recovered from the MMCSTORE 
file.

8. Take the memory card out and place it in 
the card reader and the imaging can be 
done.

In certain situations the key for unlocking the 
memory card might not be on the MMCSTORE 
file or the key found on the MMCSTORE file might 
not be the right key and this could be due to:

a) If the phone has been formatted that 
would also erase any key that were pres-
ent on the MMCSTORE file.

b) If the key doesn’t match the password of 
the memory card it might be that another 
digital device has been used in locking 
the memory card.

c) Another reason is that if more than  three 
wrong hits of the password is done then 
automatically the memory card password 
will be changed and locked. This would 
mean very minimal chances of  retrieving 
any data from it.

In cases where it is not possible to find the 
key to unlock the password it is recommended 
that the examiner performs a HEX dump of the 
memory card (see Figure 2). This is a very te-
dious work as it would require long hours for 
decrypting the data present from the HEX dump 
but it’s the best way at this time to keep a copy 
of the digital data that is present on the card.
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Figure 2. HEX dump format

Another method that we propose but that is 
more destructive in nature and that should be 
used in critical scenarios  is a type of reverse 
formatting. The concept is removing the key by 
erasing it. This also erases  some of the  data 
that is present on the card but the data can be 
brought back by using forensic data recovery 
software toolkit. The type of recovery that should 
be done is a RAW format recovery. RAW recovery 
will provide us with maximum information from 
the memory card. The only problem with RAW 
recovery is that the data can once again be in 
encrypted format and it would require great ef-
fort to decrypt it.  This method is also destruc-
tive and does not guarantee 100% recovery of 
data and this method should be performed in 
extreme cases.

4. CONCLuSION

When performing an imaging of a memory 
card, the examiner should confirm whether the 

memory card is password protected or not. A 
memory card that cannot be read by a comput-
er does not imply that it is physically damaged, 
it  could be an indication that it is password 
protected. The memory card has to be  placed  
in a phone that is supporting it and if a pass-
word is requested it confirms that memory card 
is locked. If the memory card is placed in the 
phone that is also sent along for examination 
and no password is requested and the contents 
of the memory card can be read from the phone 
it confirms that the password needed to open 
the memory card is saved on the MMCSTORE file. 
Extracting that file would allow the examiner to 
get hold of the key to unlock the memory card. If 
a password is not present in the MMCSTORE file 
then a HEX dump is firstly recommended and in 
extreme cases the  proposed  reverse formatting 
can be implemented.

Even though mobile forensic kits are now 
readily available and they have the potential 
of reading the memory card contents in mo-
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bile phones but there is no such device yet that 
would allow us to work directly on password pro-
tected memory cards alone. The only solution,  
at present for  in forensic imaging of password 
protected media cards are  the proposed meth-
ods mentioned  above.
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1.  INTRODuCTION

Forensic image analysis is the application of 

image science & domain expertise to interpret the 

content of an image and/or image itself in legal 

matters. Regardless, of the type of image analy-

sis performed, forensic experts need to perform 

mainly three tasks such as image interpretation, 

image examination and technical preparation in 

day today activities [2-7]. First, Interpretation is 

the application of specific subject matter exper-

tise to draw conclusions about subjects or objects 

depicted in images. Examples include a podiatrist 

drawing conclusions about foot shape from an 

image, a shoeprint expert drawing conclusions 

Abstract -  The large volume and variety of digital images currently acquired and used in different 
application domain has given rise to the requirement of image analysis. Images can be found in 
many application domains such as journalism, advertizing, medicine, weather forecasting, video 
surveillance, map production, remote sensing, computer aided designs etc. In particular, there 
is an increasing need for the development of image analysis in the forensic science, to place the 
perpetrator at the scene of a crime. While each application has requirements unique from the 
others, all are concerned with faster, cheaper, and more accurate results.
Ease with which the images can be created, they may be manipulated to sway opinions or for 
monetary gains; one needs to be aware that seeing does not always imply believing, especially 
in courtrooms. And also the human visual system is, at times remarkably inept at detecting 
simple geometric inconsistencies that might result from photo tempering. Even sometimes, 
simple differences may not be identified by the visual system. Analysis of images for information 
extraction has become very prominent area of interest in recent past. This article provides an 
overview of various issues used for forensic image analysis (FIA) using the three main components: 
Pre-processing, Feature extraction and the Image analysis. Embedding such capabilities of image 
analysis components in visual surveillance systems may automatically detect hostile intent in 
advance.

Key words: Forensic image analysis, Feature extraction, pre-processing, soft computing

Forensic Image Analysis - A Frame work  

R. B. Hanji(1), and Vijay S. Rajpurohit(2)

(1) Gogte Institute of Technology Belgaum, Karnataka (India), e-mail: hanji_rb@git.edu
(2) Gogte Institute of Technology Belgaum, Karnataka (India)
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about the provenance of a shoe, or a military ex-
pert drawing conclusions about force distribution 
from remote sensing data. Secondly, Examination 
is the application of image science expertise for 
extraction of information from images, the char-
acterization of image features, and the interpreta-
tion of image structure. Examples include image 
alteration evaluation, as well as the development 
of case-specific image exploration strategies. Im-
age enhancement, image restoration, and other 
image processing activities intended to improve 
the visual appearance of features in an image are 
also examination tasks. Lastly, Technical prepara-
tion is the performance of tasks such as prepara-
tion of evidence or images for examination, in-
terpretation, or output. Note that there is a wide 
gamut of technical decision making within the 
various responsibilities covered by technical prep-
aration actions. Some responsibilities may involve 
minimal technical decision making, such as feed-
ing paper into a scanner that has been previously 
calibrated. Some responsibilities may involve a 
great deal of technical decision making, such as 
determining appropriate color balance, sampling 
during acquisition, or output resolution [2-7]. 

Several solutions exist for machine image 
analysis; this paper tries to give a general frame 
work consisting of preprocessing, feature selec-
tion, image analysis and the other issues. The 
literature survey shows a need, for the develop-
ment of novel approaches to address forensic 
image analysis issues with soft computing tools. 
The processing, analysis and extracting image 
features provide decision support data from the 
images in question. 

2. FORENSIC IMAGE ANALYSIS

The objective of forensic Image analysis is to 
recognize the features, similarity measure com-
ponents in the image and to extract intended 
information from them for comparison and/or 
analysis. With the success of such machine im-
age analysis will provide the novel, non-obvious, 
and previously unknown features for better im-

age understanding.   Five categories of forensic 
image analysis can be defined.

2.1 Photo image comparison 
Photo comparison deals with the similarities 

among the given query image and known image, pri-

marily involves the tasks of:

- Determining the similarities and dissimilari-
ties  

- Finding a comparison of class and individu-
alizing characteristics in imagery from the 
criteria defined in terms of threshold. 

The issues of impression evidences such as shoe-

prints, tool marks, tire tracks, bite marks, and marks 

on a fired  bullet, injuries & marks on bodies, finger 

prints & other marks needs to be compared for indi-

vidualizing, uniqueness and for analysis.  

   

 
Figure 1:  (a) Tire marks (b) Shoe prints (c) Bullet marks (d) 

Tool marks (e) bite marks 

2.2 Image Content Analysis (ICA) 
ICA is the process of drawing conclusions 

about an image. Targets for content analysis in-
clude, but are not limited to: 

•	the subjects/objects within an image; 

•	the conditions under which, or the process by 
which, the image was captured or created; 

•	the physical aspects of the scene (e.g., light-
ing or composition); and/or 

•	the origin of the image. 

Examples in ICA include blood spatter analy-
sis, patterned injury analysis, correlation of in-
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juries inflicted in an image sequence with au-
topsy results, determination of the presence 
of computer-generated imagery in an alleged 
“snuff” film, vehicle license plate number iden-
tification, and determination of the type of cam-
era used to record a specific image and so on. 
As in the figure 2(a); to answer the questions of 
Is it blood? Human blood or animal?  Blood age 
estimation, Blood spatter analysis, Blood stain 
dropping height, Point of convergence and other 
mathematical analysis.

   

   
Figure 2: (a) Blood spatter image (b) Pattern injury  (c) Type 
of camera used (d) Vehicle number plate identification

2.3 Image Authentication 
Image Authentication is the verification of 

the information content of the analyzed mate-
rial is an accurate rendition of the original data 
by some defined criteria. These criteria usually 
involve the interpretability of the data, and not 
simple format changes that do not alter the 
meaning or content of the data. 

Examples include: 

•	Determining whether an image contains 
feature-based modifications such as the ad-
dition or removal of elements in the image 
(e.g., adding bruises to a face). 

•	Determining the degradation of a transmit-
ted image; 

•	Determining whether an image or a video is 
an original recording or an edited version; 

•	Evaluating the degree of information loss in 
an image saved using lossy compression [7]. 

        

 
Figure 3: (a,c)  Original Image  (b,d) Manipulated Images 
with Cut & Paste

The above image does have any additional 
information of manipulation as it does contain 
watermarking and/or digital signature. Only 
based on the image manipulation model [18] 
to authenticate the image, is a hard problem 
as it may not involve simple cut & paste, but 
also some post processing to the entire image 
to make the image more realistic. With the pixel 
based, the format based, statistical based, geo-
metric based and physics based forensic image 
analysis coupled with supervised and unsuper-
vised learning techniques are the recent re-
search trends. 

2.4 Image Enhancement and Restoration
Common problems in surveillance images 

being: poor resolution, especially in video im-
ages, poor contrast due to under/ over expo-
sure, corruption with noise, motion blur or poor 
focus, misalignment of rows from line jitter in 
images.

Enhancement and clarification usually refers 
to correcting image blur, reducing image noise, 
or adjustments to brightness and contrast to 
bring out details that are otherwise difficult to 
discern. The information gained from the image 
analysis can then be used for the reconstruction 
of the incident and the evaluation of the state-
ments of the witnesses and the crime partici-
pants [6]. Unsolved identification of persons in 
the CCTV (Closed Circuit TeleVision) is increas-
ing because lack in enhancement issues.  
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Figure 4: A typical CCTV Images

2.5 Photogrammetry 
“Photogrammetry is the art, science, and 

technology of obtaining reliable information 

about physical objects and the environment 

through the processes of recording, measur-

ing, and interpreting photographic images and 

patterns of electromagnetic radiant energy 

and other phenomena.” [from “The Manual of 

Photogrammetry, 4
th 

Edition, 1980, ASPRS]. In 

forensic applications, photogrammetry (some-

times called “mensuration”) most commonly is 

used to extract dimensional information from 

images, such as the height of subjects depicted 

in surveillance images and accident scene re-

construction. Other forensic photogrammetric 

applications include visibility and spectral anal-

ysis [2].  

3. METHODOLOGY 

Image Analysis is to extract the image content in 

an automated fashion is essential task in all types of 

organizations for varied applications. Any image un-

der processing is subjected to the following steps as 

depicted in figure 5.

1) The Pre-Processing Stage that enhances the 

quality of the input image & locate the data of 

interest subjective to the analysis required. 

2) The feature extraction stage that captures 

the distinctive characteristics for the image 

understanding. 

3) The image analysis stage that identifies the 

image; groups them accordingly and helps in 

their efficient understanding followed by the 

recognition.

Figure 5: System outline for Forensic Image Analysis 

3.1 Pre-Processing

After Image acquisition preprocessing is done on 

the image for bringing the image in a suitable form 

for further analysis. Preprocessing is normally per-

formed on the pixel level, may also be extended to 

semantic (based on the structure) level to imitate the 

human vision or to explore the data which remarkably 

human being may not be able to extract because of vi-

sual limitations. Such preprocessing includes: thresh-

olding to reduce a grayscale or color image to a binary 

image, reduction of noise to reduce extraneous data, 

segmentation to separate various components in the 

image, and, finally, thinning or boundary detection to 

enable easier subsequent detection of pertinent fea-

tures and objects of interest.

3.2 Feature Extraction
Feature extraction involves the extracting of 

the meaningful information from the image. The 
features extracted from the whole image (global 
features) & the features extracted from the part 
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of the image (local features) will be the support 
for the forensic image analysis in the tasks of 
interpretation, examination and technical prep-
aration to establish the scientific base for the 
identification or the elimination. This process 
of dimensionality reduction reduces the storage 
and processing time. There can be several cat-
egories of features: textural, geometric, com-
ponent, structural and content based [13, 14, 
15]. The extractions of global and local features 
will be provided as input to image analysis al-
gorithm/techniques. One of the most important 
advantages of feature extraction is that: it sig-
nificantly reduces the information (compared to 
original image) to represent an image for under-
standing the content of the image. The sample 
of features should reflect the entire feature set 
obtained in the image for understanding. Simple 
feature extraction methods that use the similar-
ity and dissimilarity features such as Euclidian 
distance has been the most widely is Euclidian 
distance measures (Flickner et all., 1993) and 
the other popular measures have been weighted 
Euclidian distance, the city-block, the general 
Minkowsky distance on the assumption that the 
images that are close each other in the feature 
space are also visually similar. The selection of 
the criteria is based on the relevance feedback 
from the user. Few researchers (Harlick at all, 
2001) showed some performance of selection 
criterion on the feature normalization and likeli-
hood-based similarity for image retrieval. But all 
the existing methods use more or less the trial 
and error method to select the threshold for the 
feature selection. In this regard, soft computing 
methods such as other evolutionary algorithms, 
meta-heuristics and swarm intelligence needs 
investigation for these non predictable, uncer-
tain forensic problems as the knowledge of im-
age manipulation is involved.

3.3 Forensic Image Analysis
It is a general rule that any evidence that 

needs to be presented in court must be open to 
scrutiny and be testable. In the case where pro-
cessed digital images are presented in court one 
has to establish two things: 

•	The authenticity of the original images and 

the digitized versions of these images. 

•	The validity of any processing performed on 

the images for enhancement or other pur-

poses. 

The area where images are processed using 

proprietary software, for example Photoshop 

where the implementation details of any image 

processing algorithm are inaccessible. Some 

algorithms are quite complex and the results 

may be sensitive to subtleties in the implemen-

tation. An image that has been extensively pro-

cessed using proprietary software may well be 

challenged in court. Refuting that challenge will 

be difficult if one does not have access to the 

source code. The research survey intents the Fo-

rensic Image Analysis requirement for the scien-

tific base for Recording of the processing used, 

Access to implementation details, Numerical ac-

curacy. In this regard the MATLAB and OPENCV 

are suggested by many researchers. 

3.4 Forensic Image Analysis Use
A famous saying by Mark Twain concludes the 

use of FIA as “It’s not what you know that hurts 

you, it’s what you think you know and it’s not so, 

hurts a lot”. In this view, Forensic Image Analysis 

attempts to provide inductive and deductive log-

ic though Statistical data, Pattern analysis, Re-

sults of laboratory analysis, Identification use of 

scientific testing, Physical properties, Chemical 

properties, Morphological (structural) proper-

ties, Biological properties, Immunological prop-

erties needs to be investigated for the qualifica-

tion of evidence effectively to fulfill the Locard’s 

Exchange Principle [23,24, 25]. 

4. CONCLuSION AND FuTuRE SCOPE

The image analysis for the purpose of finding 

the vital information for establishing its authen-

ticity, individualization in an automated fashion 

is a challenging task and hence an open issue 

for the research community. In this article, we 

provide brief summary of basic building blocks 
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that comprise of forensic image analysis sys-
tem which modifies pictures to improve them 
(enhancement, restoration), extract information 
(analysis, recognition), and aids in knowing its 
content which the  human visual system is, at 
times remarkably inept at detecting the compari-
son from the known image, its content, its au-
thenticity.  There is a need to analyze the imag-
es efficiently and accurately. So, forensic image 
analysis is very challenging field of research with 
the continuous growth of interest and increasing 
security requirements for the development of 
the modern society. The computer assisted im-
age analysis will aid the forensic experts, legal 
experts, and policy makers in deriving appropri-
ate conclusions for the investigation.
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1. Introduction
The smart phone and smart phone industry 

has rapidly developed across the world. The 
days of the phone being used as simply a voice 
device have gone. Today each smart phone has 
become a small PC in the pocket of each per-
son. 

Year 2011/12 is an era of embedded sys-
tems – Smart Devices and Tablets are enor-
mously common in use. Most of the smart 
devices have the facilities like sending and re-
ceiveing emails and multimedia messages, in-

ternet connectivity, wireless file transfer, video 

calling, image and video capturing, one touch 

social networking etc. [2] Although these are 

features that user might find useful and con-

venient, attackers may try to take advantage of 

these services. As a result, an attacker infect 

smart phone with potential virus, steals impor-

tant information, spoof the incoming/outgoing 

calls and sms, smishing, hack or access phone 

through Bluetooth. In this smart devices world 

professionals make their bank transactions, 

online payment, secure emailing on internet

Abstract - Smart devices have become indispensable tools for today's highly mobile workforce. 
Smart devices can be used for different type of operations, including email service, office stuff 
and remotely accessing data etc. As these devices deliver productive benefits, they pose new risks 
like malicious attacks to users. Viruses, worms and Trojans, under whatever category they are 
classified, can cause anywhere from minor irritation to total system failure. The study revealed 
that the only type of phone, vulnerable to a virus attack is one that runs an operating system - a 
Smartphone. There are emerging threats like Smishing, Blue Jacking, Sim Card duplication, Data 
theft, Mobile Spamming, IMEI change and many more. In this research paper, all such emerging 
threats have been discussed and solution has been provided to recover from those threats and 
attacks.
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Figure 1 : Percentage of Smartphone owners activity [Source http://www.adage.com/] 

connectivity based smart phone. Here shown 

the Smart devices users activity and which kind 

of facilities are used most by them.

Smart devices security attacks are easy to 

commit due to application download support 

from device itself. For an example, FakeToken 

– an Android based application contains man-in-

the-middle functionality to hijack two-factor au-

thentication tokens and could be remotely con-

trolled to grab the initial banking password from 

the infected mobile device [1]. Offender can lis-

ten calls through call eavesdropping technique, 

grasp all incoming and outgoing e-mails, see all 

the websites being surfed by the smart phone 

user through Global Positioning System, at any 

time, can know where the victim is [4].

2. Mobile Threats and some prior 
terminology 

Smart device user may recall the basic rules 

of security while using PC; forget that the simi-

lar risks apply to smart phone as well. At Pres-

ent some of the most prolific transport methods 

for malware (instant messaging, IP network traf-

fic, web browsers, and email attachments) have 

made their way to the common user on a smart 

device platform.  Android based smart devices 

consists its own Market place from where user 

can download the application. There are various 

free applications or cracked version, untrusted 

applications reside on internet which spreads 

risky kind of malware in to the smart device. A 

study says “71% expect a serious incident arising 

from attacks on, or problems with, connected 

smart devices within the next 24 months” [6] 

2.1. Prior terminology 
To get acquainted with various mobile threats, 

some prior terminology like threats, attacks and 

mobile crime is need to refer.

Threats: To breach a security of the device or 

system, resulting into a constant dan-

ger to    the information. 

Attacks: Act or action that exploits vulnerabili-

ty (i.e., an identified weakness) in con-

trolled system.

Intelligent Crime: Every technology has its own 

loopholes. By using these loopholes 

adversely to exploit the security of the 

system and theft or spoof the informa-
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tion from system or device is referred 

as an Intelligent Crime. 

Mobile Security Threats: To breach a device 

security via infect device with a mal-

wares, theft of important and personal 

data, spoofing call or sms, is referred 

as a Mobile Security Threats.   

2.2. Classification of Emerging Threats  
This section addresses all potential threats 

related with smart phones and provides its solu-

tions. The threats categorization is as follows.

•	 Physical Threats

•	 Intelligent Threats

•	Non detectable Threats

To understand the risks behind various types 

of threats and provide better solutions, categori-

zation of threats is needed. 

2.2.1. Physical Threats 

Use of smart device by an offender for any il-

legal work, after stealing the device from actual 

user. Physical act of stealing smart device falls 

under this category. A smart device is stolen 

from the actual user. The offender then can ac-

cess all information stored in. The information is 

either erased or discarded from the device. Even 

by using special software program, the erased 

information can be retrieved. So, there is no 

guarantee of information that will remain intact. 

Also the privacy of information is not there.  

2.2.1.1. Smart Device Theft: 
Physically theft the smart phone device and make 

a use of that device to do a crime. So the crime re-

fers to the actual user but it is done by other.

Solution:

	Use Mobile tracker system into the smart 

phone device.

	Use start-up password, so without entering 

password other cannot use that device.

	If device is GPS enabled then start GPS facil-

ity into device. By this the location of the 

device can be detected.

2.2.1.2. SIM Duplication 
SIM duplication refers to make a duplication 

of SIM card which have same number. So the two 
cards have a same identity number.

Solution: 

	SIM card duplication is easily track from the 
registration details of that particular SIM 
identity number.

2.2.2. Video Pornography 

Capture undressed photos or videos using 
mobile phone camera. Today almost all mobile 
phone have 2.0 to 15 megapixel camera sup-
port. Using this camera mobile user can cap-
tures undressed images and pornographic video 
to harass the person.

Solution:

	Make a utility into the mobile phone cam-
era module which can trace the source and 
identify it. For that Multimedia Steganogra-
phy can be used.

2.2.3. Intelligent Threats

Logical threats refer to infect the smart phone 
with various malwares, call/sms forging, blue-
jacking, Exploitation and Misconduct, Signal 
Interception, wireless hacking etc, unlawful ac-
tivities. The most expectant threats to mobile 
phones in these areas:

Text messages Call history
Contacts Video Documentation

Phone transcriptions Buffer	overflows

Now the threats to those areas are as de-
scribed:

2.2.3.1. Infecting Device through Malware

Financial gain is perhaps the principal driv-
ing force behind mobile malicious code. Virus-
es can let intruder access passwords or cor-
porate data stored on a smart phone. Various 
scripting languages are used to write a mali-
cious code, and it could affect devices that 
support that scripting language. As in example 
if malicious code made in Java then it could af-
fect all java supported smart phones. Several 
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recent mobile viruses have been particularly 

noteworthy.

2.2.3.2. Cabir worm

The well-known 29A Eastern European hack-

er group creating proof-of-concept viruses sent 

the first version of the Cabir worm, known as 

Cabir.A. [5]. Cabir runs on smart phones like 

Motorola, Nokia, Panasonic, and Sony Ericsson. 

Cabir can be acquired through a shared infected 

application or it can replicate through Bluetooth, 

a short-range, radio based, wireless connectivity 

technology. The worm arrives on victims’ devic-

es as Symbian installation system application-in-

stallation file. Target devices display a message 

asking users if they want to receive a message 

via Bluetooth and then ask for further confir-

mation if the application is not digitally signed 

by an authorized Symbian authority. If the user 

chooses to receive the file, it installs and then 

sends itself to other Bluetooth-enabled devices 

within the technology’s 10- meter range. [3]

Solution:

	Use good mobile phone antivirus software. 

And update with particular time.

	Not receive any unauthorised applications 

from Bluetooth or internet. 

	Malwares which have ability to format or de-

lete the data, to save data from that, make a 

phone data backup.

2.2.3.3. Bluejacking

Bluejacking - the distribution of unwanted 

messages over Bluetooth to Bluetooth-enabled 

devices such as cell phones, smart devices and 

PDAs sending a contact number information 

which typically contains a message in the name 

field (i.e. for bluedating or bluechat) to anoth-

er bluetooth enabled device via the OBEX pro-

tocol. Which also known as Bluetooth Hacking. 

Most commonly people would change a contact 

in their phone to something like “I can hack 

you” and send it as a Vcard to nearby phones. 

BlueSnarfing on the other hand has a more mali-

cious intent. It is a technique that could be used 

to copy sensitive data from a victim’s phone as 

well as take complete control of their devices to 

make calls. This was done by exploiting a se-

curity flaw in the Bluetooth standard of earlier 

phones that has since been corrected.

Solution:

	Switch off Bluetooth if it is not needed.

	Turn the visibility off while Bluetooth is not 

actively transfer the file. 

	Protect your Bluetooth with allowing paring 

permission, so without pairing no other de-

vice can send or receive the files. 

2.2.3.4. Call/SMS Forging

SMS Forging is the trick by which intruder 

can steal the identity of the sender. The working 

of SMS is explained here. First of all the sender 

sends the SMS via SMS gateway. The identity of 

the sender is attached to the SCCP the packer of 

the SMS. The SMS once reaches the SMS gateway 

is routed to the destination Gateway and then to 

the receiver’s handset. There are many ways by 

which we can send SMS to the SMS gateway. One 

of them is to use internet. 

Now the concept of SMS forging lies in chang-

ing the SCCP packer which contains the sender 

information prior delivering to the SMS gateway. 

The intruder can change the SCCP packet and 

can send that packet to any of the receiver as a 

spoofed SMS.

Caller ID Forging the practice of causing the 

telephone network to display a number on the 

recipient's caller ID display which is not that of 

the actual originating station; the term is com-

monly used to describe situations in which 

the motivation is considered nefarious by the 

speaker. Just as e-mail spoofing can make it 

appear that a message came from any e-mail 

address the sender chooses, caller ID forging 

can make a call appear to have come from any 

phone number the caller wishes. Because peo-

ple are prone to assume a call is coming from 

the number (and hence, the associated person, 

or persons), this can call the service's value into 

question.
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To use a typical service, a customer pays in 
advance for a PIN allowing them to make a call 
for a certain amount of minutes. To begin, the 
customer dials from any phone the toll free num-
ber given to them by the company and enters 
their PIN. They are then asked to enter the num-
ber they wish to call and the number they wish 
to appear on the caller ID. Once the "customer" 
selects the options, the call is then bridged and 
the person on the other end assumes someone 
else is calling them.

Many Caller ID forging service providers 
also allow customers to initiate spoofed calls 
from a web-based interface in addition to call-
ing a toll free number and entering the ten dig-
it number you want to display followed by the 
ten digit number you want to call. Some pro-
viders allow you to enter the name you would 
like to display along with the spoofed Caller ID 
number but in most parts of the United States 
for example, whatever name the local phone 
company has associated with the spoofed Call-
er ID number is the name that shows up on the 
Caller ID display.

Using a web-based spoofing form involves 
creating an account with a provider, logging in 
to their website and completing a form. Most 
companies require the following basic fields:

1: Source number 2: Destination number 3: 
Caller ID number

Once the user completes this form and clicks 
a button to initiate the call, the source number 
is first called. Once the source number line is 
picked up, the destination is then called and 
bridged together. Some providers also offer the 
ability to record calls, change your voice and 
send SMS text messages.

Solution: 

	Not publish the phone number at any web site or un-
known person

	Change phone's security settings to allow 
incoming calls from contacts only. Methods 
for limiting incoming calls vary widely by 
phone model.

	Turn off the browser or internet connection 
when it is not in use.

2.2.3.5. Smishing
SMiShing basically takes a "social engineer-

ing" tactic to spam, in that it attempts to take 
advantage of a subscribers' lack of awareness. 
This variation of spam does not directly attack 
handsets like a virus would. The hackers liable 
for it are financially driven to exploit legal loop-
holes and the cutting-edge technologies to get 
grasp of personal data. Recent attacks have in-
cluded false online dating subscriptions and job 
offers via SMS, asking users to go to websites to 
unsubscribe the service.

This is an example of a smishing message 
in current circulation: "Notice - this is an auto-
mated message from (a local credit union), your 
Debit card has been suspended. To reactivate 
call urgent at 500-###-####."

Solution:

	Don’t provide any personal information to 
any website or any phone number.

	SMS Phishing asks for bank account to 
transfer gifted amount, then don’t provide 
any account related information to it.

	Don’t even call to given number in that sms, 
which may track your location.

2.2.3.6. SMS Spamming
Attackers can manipulate smart-phone 

zombies to send junk or marketing messages 
through SMS. In the case that the charging mod-
el is flat, a compromised smart-phone can spam 
for “free”; and therefore its owner may not even 
notice its bad behaviour. Free SMS spamming 
gives attackers good incentives to compromise 
smart-phones.

Solution:

	To guard one's smart phone number. One 
of the biggest sources of SMS spam is num-
ber harvesting carried out by Internet sites 
offering "free" ring tone downloads. In or-
der to facilitate the download, users must 
provide their phones' numbers; which in 



25
      Nilay R. Mistry, M S Dahiya, Hitesh P. Sanghvi

turn are used to send frequent advertising 
messages to the phone.

	To reduce SMS spamming from unused ad-
vertisement, off the advertisement service 
at telecommunications providers. To off the 
services ask the customer care.

2.2.4. Non Detectable threats:
Some of the threats shown here are undetect-

able. Take a look on it.

2.2.4.1. Smart Phone Spy
Smart Phone Spy is undetectable spy software 

which allows you to secretly record all activities of 
your Windows Mobile, Symbian OS, Apple iPhone, 
Apple iPad, Android or Blackberry smart phone. 
Smart Phone Spy records every SMS and logs ev-
ery call including phone numbers with durations. 
All the calls and SMS logs are uploaded to your 
online account. Smart Phone Spy starts at every 
boot of your phone, in complete stealth mode.

2.2.4.2. Messaging through Multiple SIM 
Cards

With the multiple SIM cards send messages in 
a chunk of sentences or word. As an example if 
the message like “The terrorist team will reach 
at location 204 on Thursday 11:00 am.” Then 
send/receive message from various sim card is 
as like,

SIM 1: The intruder team
SIM 3: Location 204 on Thursday 
SIM 2: Will reach at
SIM 4: 11:00 am

If the two from the four SIM cards are traced, 
then the information traced from that SIM cards 
is not fruitful. And no idea can make out of it.

3. Communication over call/chatting

If the message passing or question/answer 
communication happen over call then detect it 
using call trace and if over chatting then trace 
its IP and sniff all that packets. But threats are 
gone worse to detect if the communication hap-
pen over both at a time. As in example, Question 

asked through smart phone and answer is given 
through chat box. After then Question asked 
through chat box and answer is given through a 
talk on smart phone or SMS it.

4. Future scope

To develop a concept which can detect the 
undetectable mobile phone threats? Make a gen-
eral awareness to the public related with this 
crime. Antivirus solution should make up to that 
extent so dangerous Malware can be detected. 
Other advance security threats related solution 
will be developed. 

5. Conclusion:

The number of smartphone attacks is raised 
due to lack of awareness. To reduce that kind of 
threats general awareness is a basic need. Try 
to provide anti threats solutions to the users. 
Make a device which contains various security 
features. Security standards for smart device 
should be evaluated.
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I. Introduction

Speaker identification deals with the problem 

of deducing the identity of a person who most 

probably is talking in a speech signal under 

analysis. Otherwise, speaker verification gives 

the confirmation of acceptance or rejection of a 

person given an utterance. In the present paper, 

we deal with the problem of text-independent 

speaker identification for scenarios with more 

Abstract -  Automatic speaker identification techniques are widely used nowadays in forensic 
applications, but its accuracy harshly drops when the voice of the speaker of interest is immersed in 
a recording containing more than one voice, common situation of investigations where the targets 
voice are obtained through ambient recordings. In forensic applications where microphones are 
hidden, such interferent sound sources in recordings are common and they degrade severely the 
performance of speaker identification techniques. In this paper, we propose a method to mitigate 
this problem by spatially separating the voice of each speaker using a Blind Source Separation 
technique called Convolutive Independent Component Analysis, and then applying the separated 
speech signals to a speaker identification system based on Mel Frequency Cepstral Coefficients 
and Gaussian Mixture Models. For identifying more than one speaker, the proposed system has a 
better accuracy than the state-of-the-art solutions.

Key words: text-independent, convolutive mixture, blind source separation, independent 
component analysis, cepstral coefficients, gaussian mixture models.
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than one speaker. One example of application 
is to analyze audio from forensic ambient re-
cordings, which is a very important investiga-
tion technique, especially when the suspects 
are very careful and do not send classified in-
formation using telephone or e-mail. This iden-
tification can be carried out by comparing the 
information extracted from this audio recording 
with speaker identity information contained in 
a database.

There are several approaches to the problem 
of speaker identification [1-3]. As in any other 
pattern recognition system, a speaker identifi-
cation system can be divided into two steps: a 
training step and a testing step. Usually, the test-
ing step is further divided into two intermediate 
steps: feature extraction and feature matching. 
The first intermediate step deals with the extrac-
tion of speaker features from the speech signal. 
The second intermediate step treats the problem 
of matching these extracted features with those 
present on the database to find the entry that 
best matches the features obtained from the au-
dio recording, thus discovering the identity of 
the speaker.

The problem of feature extraction can be 
addressed by many approaches, such as Lin-
ear Predictive Coding (LPC), Local Discriminant 
Bases (LDB) [4], and Mel Frequency Cepstral 
Coefficients (MFCC) [4, 5]. The MFCC, chosen 
to be used in this work, is currently the most 
widely used feature in speech and speaker rec-
ognition.

To deal with the feature matching problem, 
there are also many available approaches [3], 
such as Vector Quantization (VQ), Support Vector 
Machine (SVM), Hidden Markov Models (HMM), 
and Gaussian Mixture Models (GMM) [5, 6, 14, 
15]. GMM has become the de facto standard in 
speaker recognition, and this is the reason why 
it is adopted in the present work.

In this paper, we present a technique that re-
ceives speech signals from two or more speak-
ers recorded using a microphone array, sepa-
rates the audio sources (speakers) using a Blind 

Source Separation (BSS) technique named Con-
volutive Independent Component Analysis (ICA) 
[7, 13], and then applies these files containing 
the separated sources to a speaker identification 
system that uses MFCC and GMM. As shown in 
this paper, the ICA combined with traditional MF-
CC-GMM speaker identification provides better 
results than the regular MFCC and GMM-Based 
approach. According to [16], the enhancement 
of audio recordings to improve speech intelli-
gibility and the audibility of low Signal-to-Noise 
Ratio (SNR) levels is one of the principal con-
cerns of audio forensics. Such low SNR regimes 
are common in investigations where the micro-
phones are hidden.

The present work is organized as follows: in 
Section II, we briefly present traditional MFCC 
and GMM-Based speaker identification, explain-
ing how it implements the feature extraction and 
the feature matching parts found in a speaker 
identification system. Then, in Section III we 
build upon the content presented in Section II 
to develop our Convolutive ICA-Based approach 
to the speaker identification problem. Section IV 
presents the simulation results. Section V draws 
the conclusion.

II. MFCC and GMM-Based Forensic 
Speaker Identification

A speaker identification system can be di-
vided in two steps: a training step and a test-
ing step. In the first step, as shown in Fig. 1, 
the mel frequency cepstral coefficients of the 
training speech signal are calculated, and then 
GMM technique is used to find the distribu-
tions that best match the histograms gener-
ated by the MFCC feature extraction. The pa-
rameters of these distributions are unique to 
each individual. These parameters are stored in 
a database. According to Fig. 2, at the second 
step the histograms extracted from a testing 
speech signal are compared with distributions 
generated using the parameters of each indi-
vidual that is in the database. This comparison 
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is done using a log-likelihood method. At the 

decision logic block, the individual with the pa-

rameters that best match the histograms of the 

testing speech signal is chosen as the identi-

fied speaker.

Fig. 1. Block diagram of the training step.

Fig. 2. Block diagram of the testing step.

As mentioned in Section I, the state-of-the-art 

approach to the speaker identification problem 

uses MFCC for extracting speaker features from 

a speech signal, and then uses GMM to find the 

distributions that best fit the obtained features. 

The standard MFCC and GMM are summarized in 

Subsections II-A and II-B, respectively.

A. Feature Extraction using Mel Frequen-
cy Cepstral Coefficients

The feature extraction part of a speaker rec-

ognition system is crucial to the system’s over-

all performance. Choosing the right parameters 

that best represent an acoustic signal is a very 

difficult task. At the present moment, MFCC 

seems to be the best technique.

Mel Frequency Cepstral Coefficients are the 

results of a Discrete Cosine Transform (DCT) of 

the logarithm of the short-time energy spectrum 

expressed in a mel-frequency scale [4]. The mel 

scale better represents the actual nonlinear hu-

man perception of frequency content of a sound. 

Fig. 3 shows a block diagram of the MFCC tech-

nique.

Fig. 3. Block diagram of the MFCC technique.

As shown in Fig. 3, the speech signal is win-

dowed and the Short-Time Discrete Fourier 

Transform (DFT) of each frame is computed. 

Then, the mel frequency spectrum is calculated 

using the following approximate formula to esti-

mate the mel correspondent for a given frequen-

cy f in Hertz,

              

Inspired by the physiology of the human audi-

tory system, we use a triangular band pass filter 

bank, a series of band pass filters with constant 

bandwidth spaced on a mel frequency scale. 

At the final step, in order to obtain the mel fre-

quency cepstrum, the log mel spectrum is trans-

formed back to the time domain. This is done by 

calculating the DCT of the mel spectrum, result-

ing in the mel frequency cepstral coefficients.

In this paper, we used a triangular filter bank. 

However, there are several other types of filter 

banks available, for instance the Gammatone Fil-

ter Bank [11, 12].

B. Feature Matching and Gaussian Mix-
ture Models

A Gaussian Mixture Model is a parametric 

probability density function represented as a 

weighted sum of M Gaussian component densi-

ties [8]. GMMs are often used as a parametric 

model of some arbitrary probability distribu-

tion. The GMM parameters can be obtained from 

training data using the Expectation-Maximiza-

tion (EM) algorithm.

A Gaussian Mixture Model is a weighted sum 

of M Gaussian densities as given by the follow-

ing equation,
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where x is a D-dimensional continuous-valued 
data vector representing the histograms gener-
ated by MFCC, D is the number of mel frequency 
cepstral coefficients, , are the mix-
ture weights and , are the 
component Gaussian densities. Each component 
density is a D-variate Gaussian function of the 
form,

with mean vector  and covariance matrix . The 
mixture weights satisfy the constraint . 
The Gaussian Mixture Model is fully parameter-
ized using the weight mixtures, the mean vec-
tors, and the covariance matrices from all com-
ponent densities. This set of parameters can be 
represented by the notation

Several techniques exist for estimating pa-
rameters of the GMM [8]. The most popular 
method is the maximum likelihood (ML) estima-
tion. Its main objective is to find the model pa-
rameters which maximize the likelihood of the 
GMM given the training data. The difficulty of 
this task lies on the nonlinear characteristics of 
this operation. In this work, the ML parameters 
are obtained using the well-established expecta-
tion-maximization (EM) algorithm [9]. The main 
idea of the EM algorithm is, starting with an ini-
tial set of parameters , to estimate a new model
, such that . The new model then 

becomes the initial model in the next iteration, 
and this process keeps going on until the dif-
ference between the values generated on two 
consecutive iterations is less than 10-3, with a 
maximum of 10 iterations. When the algorithm 
converges, the set of parameters  found is 
saved in the database, as shown in Fig. 1.

C. Identification of N Speakers Using the 
Log-Likelihood Vector

The set of parameters found by the EM algo-
rithm is used in the feature matching part of the 
testing step. At this part, the histograms of the 
testing speech signal are compared with all the 
models present in the database and a likelihood 
M -dimensional column vector a is constructed 
such that the element a

i
 represents the log-likeli-

hood between the model of the i-th individual in 
the database and the histograms extracted from 
the testing speech signal.

After the column vector a is generated at the 
decision logic block shown in Fig. 2, the indi-
vidual with the greatest log-likelihood value is 
chosen as the identified speaker of the testing 
speech signal.

III. Convolutive ICA-Based Forensic 
Speaker Identification using MFCC 

and GMM

Following the same approach of the previous 
section, we can divide the speaker identifica-
tion system proposed in this paper in two steps: 
training and a testing. In our system, the train-
ing step is exactly the same presented in Fig. 1. 
The improvements brought by our system are all 
in the testing step. Fig. 4 shows a block diagram 
of the system proposed in this work.

Fig. 4. Testing step of the proposed Convolutive ICA-Based 
speaker identification system.

We can notice that it is essentially the same 
step presented in Fig. 2, except for the pres-
ence of the ICA part. In our system, we receive 
N audio files obtained from a microphone array 
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recording of N speakers. We then use the con-
volutive ICA technique to separate the speakers, 
resulting in N testing speech signals, each sig-
nal containing essentially the voice of just one 
speaker. Thereafter, these N signals are applied 
to the same testing step as the one shown in 
Fig. 2. As shown later, there are some small dif-
ferences between these two testing steps. In the 
following, in order to have a better understand-
ing of our system, we provide a brief overview of 
the Convolutive ICA technique.

A. Convolutive Independent Component 
Analysis (ICA)

Due to reverberant environments which are 
common for audio applications, the linear ICA 
[7] should not be applied. Therefore, to deal with 
time-delayed samples, we use in this paper the 
convolutive ICA technique [13]. This method can 
be used to separate convolutive mixtures of nar-
rowband signals, because it corrects the phase 
shift caused by multiple samples repeated on the 
environment. Fig. 5 shows a block diagram that 
gives an overview of how convolutive ICA works.

Fig. 5. Block diagram of the convolutive ICA technique.

The microphone array recording generates N 
signals, one for each microphone. These signals 
represent the N mixtures that will be applied 
to the Convolutive ICA algorithm. The STDFT 
is used to analyze the signals in the time-fre-
quency domain in order to track the original and 
time-delayed versions of the samples. Then, the 
complex-valued ICA method is applied to each 
narrowband component of the mixture signals. 
In order to solve the permutation ambiguities for 
each frequency bin, we apply a permutation ma-
trix, which can be computed based on the adja-
cent frequency component amplitude also know 
as envelope [12]. At last, the inverse STDFT is 
applied, resulting in N testing speech signals.

B. Identification of N Speakers Using the 
Log-Likelihood Set of Vectors

The system proposed in this paper can give 

a very good estimate about the identities of 

N speakers at once. In order to achieve this 

goal, an M by N log-likelihood matrix is used, 

instead of the column vector used in the sys-

tem presented in the previous section. As 

mentioned in Section II, the rows of this ma-

trix represent the individuals in the database, 

and the columns represent the testing speech 

signals.

Also, a change was made in the decision 

logic. In our ICA-Based system, the decision 

logic chooses, for each testing speech signal, 

the individual that is most likely to be the ac-

tual speaker. This is achieved by choosing, for 

each column j of the log-likelihood matrix, the 

element (i.e. individual) with the greatest log-

likelihood value and returning this individual 

as the identified speaker of the j-th testing sig-

nal. 

IV. Simulations

In this section, we evaluate the performance 

of our ICA-based approach in comparison with 

the performance of traditional MFCC-GMM 

speaker identification. We evaluate a perfor-

mance parameter, the success rate, comparing 

cases where the speech files contain a convo-

lutive mixture of voices with situations where 

the voices are separated via ICA algorithm.

In Subsection IV-A, we present our experi-

mental environment. In Subsection IV-B, we 

show the results obtained for noiseless ex-

periments. In Subsection IV-C, we evaluate the 

performance of our ICA-Based approach in the 

presence of noise. In Subsection IV-D, we pres-

ent a comparison of the cepstral coefficients 

of the training and testing speech signals.
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A. Experimental Environment
The mixture audio can be obtained using an 

array of microphones, but for our experiment we 
simulated a convolutive mixture. Applying the 
ICA algorithm on an audio containing the mixed 
sound of two people talking, we obtain as output 
two signals, each one containing the predomi-
nant part of the sound of each source. We use 
these signals as inputs of the MFCC GMM tech-
nique to perform the speaker identification and 
thus evaluate our model. 

The MFCC GMM was set to work with 256 sam-
ples window having 50 % overlap between each 
frame, a filter bank of 20 triangular filters equally 
spaced in the mel frequency domain, and a set of 
5 Gaussians to model each cepstral coefficient. 
All the audios used to perform the experiment 
were obtained from [10]. From each audio, we ex-
tracted around 2 or 3 minutes of speech to use 
as the training speech signal, and 25 to 40 sec-
ond to use as testing speech signal. The database 
contains 7 speakers.

By assuming an array with two microphones, 
we simulate the channel including time delays 
and amplitude variations. For one source two 
samples delay is considered and for the other 
three samples delay.  The delays are performed 
by including zeros. The amplitude of the first 
source is multiplied by 1.2 and of the second 
source by 0.8.

B. Performance Evaluation in Noiseless 
Experiments

In each run, 200 simulations were performed 
in order to obtain the Success Rate (SR), defined as

In the first scenario, the voices of two male 
speakers are mixed. As shown in Table 1, there 
is an increase of the success rate for the speaker 
7 when ICA algorithm is incorporated.

In the second scenario, the voices of a male 
and a female speaker are mixed. As we can no-
tice from Table 2, we can see an increase of the 

success rate regarding the identification of the 
person 6 when ICA algorithm is used. 

Table 1. Success rate evaluation when applying MFCC-GMM 
speaker identification technique on the mixed audio, and 
the success rate of our ICA-based approach, using two adult 
male voices

Input audio Success Rate
Mixed voices Separated voices

Speaker 7 0 % 85.5 %

Speaker 3 100 % 99.5 %

Table 2. Success rate of MFCC-GMM speaker identification 
technique on the mixed audio, and the success rate of our 
ICA-based approach, using an adult female (Speaker 1) , and 
adult male voice

Input audio Success Rate
Mixed voices Separated voices

Speaker 1 100 % 97.5 %

Speaker 6 1,5 % 65.5 %

C. Performance Evaluation in the Pres-
ence of Noise

In this Subsection, additive white Gaussian 
noise (AWGN) is considered during the speaker 
identification process. The addictive noise used 
to calculate the SNR was applied to the simulated 
channels. By analyzing the mixture audio, Speak-
er 3 can be successfully identified with a noisier 
channel, but Speaker 7 keeps unidentifiable.

To be able to identify Speaker 7, using ICA 
algorithm with success rate above 50 %, we need 
at least a channel 10 dB less noisy.

Fig. 6. Comparison between ICA-Based and Traditional 
MFCC-GMM approaches, for different values of SNR.
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D. Cepstral Coefficient Analysis

In this subsection, we show the influence of 

the convolutive ICA on the cepstral coefficients.

As shown in Fig. 2, in order to obtain the best 

match between training and testing samples, the 

cepstral coefficients extracted from the test au-

dio for test must be as similar as possible to the 

cepstral coefficients extracted from the training 

audio restrained in the database.

In Fig. 7, we have the first cepstral coeffi-

cient of two fragments extracted in different 

time instants of the same audio, in this case, 

Speaker 7. On the left hand side of the figure we 

have the first cepstral coefficient of the fragment 

used as testing audio, and on the right hand side 

of the figure we have the first cepstral coefficient 

of the fragment used as training audio. The pro-

files of the two curves are very similar.

Fig. 8 shows the influence of two speakers 

recorded at the same time. On the left hand side 

of the figure we have the first cepstral coefficient 

of the mixtures between of the testing audios of 

the Speakers 3 and 7. On the right hand side of 

the figure the improvement of the ICA algorithm 

over the first cepstral coefficient of the mixture 

audio is significant.

Fig. 7. First cepstral coefficient comparison between the test-

ing audio on the left and the training audio on the right

       
Fig. 8. First cepstral coefficient comparison between the 
mixed audio from one microphone on the left and the sepa-
rated audio using convolutive ICA on the  right 

V. Conclusions

In this paper, we propose a solution to im-
prove speaker identification in environmets with 
interfering speakers, wich is usually the case in 
forensic ambient recordings. We show that using 
only the state-of-the-art MFCC-GMM approach, 
only one of the speakers can be identified prop-
erly; on the other hand, when the ICA algorithm 
is applied, we can estimate the identity of the N 
speakers present on the recording, with a con-
siderable success rate. Also, we showed that the 
proposed ICA-based approach requires a 10 dB 
less noisy audio input, but gives satisfatory re-
sults identifying all the speakers present in the 
mixture audio.

The ICA-based approach allows the identifi-
cation of all speakers in a forensic recording, 
while the standard soltuion can detect only one 
speaker. Therefore, the proposed scheme is very 
promising in the field of forensic speaker iden-
tification.
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I. Introduction

Digital communication techniques such as 

email, SMS, blogs etc. have progressed rapidly 

during the last two decades. Email is one of the 

most commonly used communication technique. 

Emails can be sent/received on laptops, comput-

ers and mobile phones as well as on some other 

digital devices such as PDAs and Notebooks. De-

spite its benefits, it can also lead to malware 

or cyber attacks in the digital society through 

different means. Generally, such attacks occur 

over the Internet and result in serious damages 

like misleading functionality or data theft. To 

prevent or suppress these kinds of attacks, per-

tinent procedures must be defined to identify 

such threats and respond to them quickly and 

appropriately.

Digital forensics, also known as forensic 

computing, is a controlled and systematic in-

vestigation that entails collecting, analyzing and 

validating digital evidence. Data residing on a 

computer or an IT device is gathered in the first 

step. The gathered data might be in the shape 

of messages, logs or email etc. Then log analy-

sis indentifies part of the system infected by the 

Abstract - Due to frequent use of Internet and with technological advancements, cyber and 
malware attacks over the digital devices have increased manifold. Activities performed electronically 
can be investigated by means of digital forensic analysis methodologies. Live digital forensic tools 
are used for digital evidence collection and investigations of malicious activities that occurred on 
a standalone system or networks. Since compromised system remains active while using these 
tools, some serious issues relating to malicious functionalities and policy violations could lead to 
serious damages like data theft or data loss. In this paper, we present a critical review of the triage 
in live forensic. This paper discusses several techniques being used for performing live forensic 
analysis and critically evaluate their efficacy in terms of their applicability and reliability. A brief 
anecdote about the pros and cons of these techniques are also discussed. We present the findings 
of our study in the critical section.
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malware or cyber attack. Afterwards, bit-by-bit 

memory content analysis is done by means of 

hardware and software methods. A hardware 

system identifies the infected drive and loads it 

into the memory, which usually alters content 

and memory state. Subsequently, the memory 

analyzation can be done using software meth-

ods.

Static or traditional analysis method is used 

for analyzing evidence from the targeted com-

puter after turning it off which obliterates many 

running processes including n e t w o r k  

ports. Resultantly the opened connec-

tions become unavailable and memory contents 

are lost; therefore, a meticulous analysis be-

comes less effective. In addition, shutting down 

the systems can be unaffordable for some or-

ganization depending upon the nature of their 

business.

In the modern era of computing, live foren-

sics is complementary to static analysis. Live 

forensics allows recovering and analyzing mem-

ory content, processes and data without shut-

ting down the system. Live digital forensics 

plays a vital role during system examinations 

due to the potential availability of the digital 

evidence in the volatile memory such as running 

processes, network connections, opened ports 

and encryption keys etc.

Live forensic analysis primarily targets the 

volatile data which can only be collected from a 

running system; hence, the term "live" is coined 

for such type of examinations as otherwise such 

information cannot be extracted from a "dead" 

system whose power cord is pulled out. Perform-

ing live forensics has become necessary in the 

modern era because to hack data from a target 

machine, the malware authors now write Tro-

jans that do not depart any footprint on hard 

disk. For example, Witty, SQL Slammer and Code 

Red worm are such type of malware whose ex-

istence can only be detected by analyzing the 

physical memory. Aljadid et al [16] highlight the 

significance and limitations of live response with 

respect to memory image analysis and report 

that in contrast to the former technique, the lat-

ter technique help avoid risk of trailing volatile 

evidence such as suspended processes. That is 

why memory image analysis due to the very spe-

cific reasons highlighted above has become an 

essential part of the live incident handling.

Live forensics, sometime referred as live in-

cident response, is a methodology to extract 

memory, system processes and network related 

information – even the terminated and cached 

processes. However, live forensics is simply not 

a pure forensic response as it does not reveal 

underlying operating state of the system. De-

spite this, it helps understand the impacts of 

the running system and network processes on 

the overall system's state. It would be more 

appropriate to say that live forensics can be con-

sidered as the first step towards an incident re-

sponse scenario.

Professionals responsible for incident of 

computer security and digital forensic analysis 

need to continually update their procedures, 

skills and forensic tools due to ever changing 

technology. Examiners capture an image of the 

memory content to analyze it by using various 

tools.WFT (Windows Forensic Toolchest) is one 

such a tool to automate live response on a Win-

dows system. It collects information from the 

Windows system for system examination.When 

a forensic tool is invoked on a running system, 

it causes a minor change in original memory 

content. When a forensic tool is run from any 

removable media, causes alteration in volatile 

data. Likewise, remote forensic tools require 

network connections, command for execution in 

memory and make other alternations on the af-

fected machine.

In this paper we provide an insight into the 

systematic set of procedures required to per-

form live forensic analysis of a running comput-

er system. The triage is based on the different 

techniques and methodologies proposed in the 

contemporary literature.This paper is organized 

into five sections. After describing an introduc-

tion to live forensic analysis in the first section, 
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we discuss the related wok in section II. The 

next section describes merits and demerits of 

the various live forensics and memory imaging 

analysis techniques. Section IV highlights the 

grey areas and key challenges that are faced 

while performing live forensic analysis. This sec-

tion also point outs the perspective dimensions 

to this research. Finally, we conclude in the 

last section

2. LITTRETuRE REVIEW

The purpose of this literature review is to 

highlight the significance of live digital forensic 

analysis. In this section we analyze and identify 

the strength and limitation of live digital foren-

sic analysis using various methods.

Decryption keys play a vital role in forensic 

analysis as they can reveal the true nature of 

the action performed by certain processes par-

ticularly the malware. Forensic analysis of a 

disk cannot be done when a system is switched 

off because the decrypted content is no longer 

available. Bolagh and Pondelik [1] proposed a 

technique to recover the decryption keys from 

the dump of the live image of a volatile mem-

ory. Proposed approach works on windows and 

Linux with TrueCrypt – a free open source tool 

that performs on-the-fly disk encryption. The au-

thors also suggested a method to decrease the 

size of dump image considerably, especially in 

case when TrueCrypt is used for encryption, the 

size can be limited to 1-2 MB only. However, 

the proposed technique bears a limitation that 

the image should be present locally for forensic 

analysis. In addition, decryption keys are locat-

ed through content search, and if certain data 

degradation happens in a disk then it becomes 

impossible to extract keys.

Advances in data encryption technologies 

have made the job of cyber investigators really 

tough. Dija et al. [2] proposed a technique to 

unseal encrypted drives. The proposed solution 

can merely decrypt only those sealed drives 

which are encrypted through BitLocker using 

its USB-only mode feature. The proposed solu-

tion is primarily based on discovering “.BEK” or 

48-digit password file during live forensic analy-

sis or image dump to recover BitLocker drive. For 

this purpose, brute force attack can also be used 

to recover the drive whether on a live forensic 

analysis or physical memory dump file.

Digital evidence can also be extracted from the 

data structure residing in memory by using differ-

ent tools. Chan et al. [3] proposed a tool named 

as ‘Cafegrid’ which can be used for deep analysis 

and recovery of data structure of programs from 

memory in Widow and Linux. This tool also build 

a map of object systematically and track the use 

of memory structure during program execution. 

Summary statistics produced by this tool contain 

details of the memory accesses and variations 

made on the structure of data by intercepting 

the allocation and deallocation requests of data 

structure during program execution. This all is 

done by this tool after monitoring the running 

program and tracing the allocation of dynamic 

memory. This tool can help forensic analysts in 

evidentiary analysis process as the data structure 

information can be equally used for offline or live 

analysis in digital forensics.

Balaz and Hlinka [4] described different steps 

to acquire memory contents for forensic analysis 

Linux system which is compromised. For ease 

to professionals responsible for responding to 

the security incidents, the authors have also 

suggested the set of different tools required 

for each step of the investigative process for 

searching and analyzing the information ac-

quired from the victim system. Linux command 

line tool ‘grep’ can also be used to analyze and 

parse data from the physical memory so that 

data gathered for analysis is more targeted, 

lesser in size and relevant. Sifting of the perti-

nent data assists forensic analysts in identifica-

tion and preparation of evidentiary data in live 

and static forensic analysis.

Professionally sound and highly focused work 

is required for the collection of digital evidence. 
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XOVAL [5] which is an extension of OVAL (Open 
Vulnerability Assessment Language) and is an 
XML language, used to collect the digital data 
automatically. XOVAL framework keeps track of 
the specified data collected from target system 
and presents in a declarative way. Definition and 
identification of forensic primitives, which can 
be reused within multiple procedures, is a key 
feature of XOVAL.

Li et al. [6] outlined a systematic procedure 
for reconstruction of malicious events to quickly 
identify the behavior and deduce the functional-
ity of malware or suspicious code running over 
Android mobile operating system. Identification 
of malicious program on Android platform can 
be done by using Logcat which is a built-in API 
of Androids. Obfuscation, strings encryption 
and environmental configuration of the pro-
gram code can be analyzed through decompila-
tion and deobfuscation to help analyst to quickly 
locate the malicious events. Since code encryp-
tion in Android is always done through Data 
Encryption Standard (DES) algorithm; therefore 
the same procedure can also be done by PCAP 
(packet capture) analysis followed by strings 
decryption by rebuilding and decrypting the 
code with DES. However, these malicious events 
are reconstructed for Android-based live mo-
bile malware forensic analysis. Nevertheless, 
to perform such type of malware analysis, the 
Android mobile users should be well educated 
and should have sufficient resources to perform 
such procedures for identification and analysis 
of malware forensics on their handsets.

In mobile forensics, examination of proce-
dures for evidence identification, collection, 
and its documentation is deliberated. Martura-
na et al. [7] introduced the concept of triaging 
and adaptation of self-knowledge for identifica-
tion of device, acquisition of data, and reporting 
the device-specific investigations after analysis. 
Triaging is normally done after the data acquisi-
tion, but before the detailed analysis. Triaging in 
mobile forensic consists of three stages, Firstly, 
the evidence is collected from victim’s mobile. 
Secondly, the data related to forensic analysis is 

normalized and noise is removed from it. Third 
and the final step is called data classification 
and triaging. In this step, evidence classifica-
tion is done by ordering and predicting similar 
data by using knowledge management classifica-
tion algorithms so that amount of data could be 
reduced for better performance in mobile foren-
sic analysis. Such an approach limits the inter-
est area and reduces the number of evidence 
by selecting the relevant and necessary evidence 
associated with each other for forensic analysis.

Yang and Yen [8] emphasize that live and 
dead forensic analysis can be carried out by 
saving the necessary scripts and different tools 
like Autopsy, FDumper, Scalpel, Fundl etc on a 
USB or DVD. Such an approach can help in per-
forming live analysis of a running compromised 
system by plugging in the DVD/USB into the 
system. The script/tools stored on the DVD/USB 
when launched will collect the volatile informa-
tion such as opened ports, user login history 
and active services etc. from the memory of 
victim system and stores it on the USB. Simi-
larly, the static analysis can be done by using 
AIR (Automated Image and Restore) software. 
The information thus collected can be analyzed 
by using Scalpel and Fundl software stored on a 
DVD/USB. Fore forensic perspective, log on/log 
off, date and time, kernel level information and 
recently executed commands including process-
es and network status are of much importance 
for a forensic analyst in making appropriate 
decision about the significance of the forensic 
evidence. 

HDFS (Hadoop Distributed File System) [9] 
was used to forensically analyze large amount of 
data by performing indexed searching on client-
server architecture. In HDFS, the servers con-
tain a master and a slave system, while client 
contains the web applications. Firstly, the fo-
rensic data is stored on a NAS (Network Access 
Storage), and then it is analyzed by ETL (Extract 
,Transform and Load). In this process, data is 
extracted from NAS is transformed for the op-
erational activities and then it is loaded into 
Hbase table in which multiple columns belong 
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to a particular column family. In this approach, 
the encrypted data is decrypted into plain text, 
and data filtration and searching through index 
patterns are applied to reduce the amount of 
data for analysis. The composition of Hbase 
database not only improves the data sharing 
rate, but also enhances ease for the analysts to 
perform digital forensic investigations.

LECT (Linux Evidence Collection Tool) [10] 
is capable to perform live forensic analysis on 
Linux systems. It collects forensic evidence in 
console mode which is stored on USB and gener-
ates reports in XML format which includes the 
relevant information about the investigation like 
timestamp and hashes. This proposed system 
automatically indentifies the target system, then 
collects the evidence automatically and also 
tools used in

this framework are so consistent that they do 
not change or makes very minor changes in the 
memory contents during the evidence collection 
phase, so that the integrity of evidence is not 
disturbed.

A framework proposed by Lempereur et al. [11] 
monitors the system behavior of heterogeneous 
computing environment at runtime. The main arti-
facts included in monitoring are hidden processes, 
files and network connection status within the sys-
tem and between the host machines. This system 
also identifies the violence of security policies on 
standalone system as well as on network. In this 
system, actors and repositories was introduced 
to store digital forensic information. Actors facili-
tate information transformation from one channel 
to other, this flow of information is always from 
source to sink and records only events stream 
that perform successful operations. Afterwards, 
source and sink channels are combined to define 
the security policy, which are applied by travers-
ing the graph from head to tail node of channel. 
Then the monitor agent is executed on each node 
to transform the review stream into information 
flow model.

The physical memory of Windows applica-
tion can reveal the applications run on a system 

and the nature of the user interaction with the 
system [12]. For extracting and investigating 
forensically relevant data, ”Niglant32” tool was 
used to capture the image of memory allocated 
by the applications. Then text data was segre-
gated from image using “strings”. In the next 
step, pattern matching is performed to catego-
rize the user activities instances and memory 
allocation to processes. In this process, origi-
nal user input is used by the pattern matching 
to match it with partial fragments or with text 
information that was extracted from memory 
dump. This will reveal the user input stored in 
applications i.e., what activities a user carried 
out through launching a certain application 
and which memory was allocated to user process 
as well as the information retrieved is dispersed 
or in a whole fragment, also it is assured that 
information is valid for forensic relevant or not. 
This information could be more useful for foren-
sic investigation.

A cryptographic model is presented by Law 
et al. [13] to protect data secrecy during digital 
investigation. In this model, investigators ex-
amine the bit stream image instead of examin-
ing the complete memory contents on storage 
media. Then encryption key is generated by the 
data owner. Indexes are built after scanning 
the image contents and are encrypted not to 
reveal the data for investigation. Subsequently, 
keywords are generated by the investigators to 
perform searching in digital evidence from im-
ages acquired by trap door. Data owner usually 
provides trap door in response of request from 
investigator. Then searching is performed over 
the encrypted index files by means of trap door 
during digital investigation process by the inves-
tigator.

Mrdovic et al. [14] proposed performing live 
and static digital analysis simultaneously, which 
enhances the understanding of events and pro-
vides ancillary insight into the present state of 
system for examination. Live digital analysis is 
done through virtualization while memory dump 
is used for static analysis. Memory dump of tar-
geted system is taken before system shut down 
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so that it can be subsequently booted using VM-
ware for performing live forensic analysis. Mem-
ory dump contains list of processes along with 
their startup time. The process list also includes 
hidden programs like rootkits which are gener-
ally hidden in live analysis. While live analysis 
is done after setting the system in hibernation 
mode. In this process volatile memory is pre-
served, and OS is started from disk image with-
out changing image in virtual environment. The 
live and static combination assist digital inves-
tigators to analyze the image of system as well 
as memory contents while compromised system 
is running.

To resolve deficiencies in the current digital 
live forensic methods Wang et al. [15] proposed 
a physical memory analysis model for live fo-
rensic. For live forensic analysis, it is suggested 
to clearly separate different phases of live fo-
rensic analysis such as evidence collection, ex-
amination, analysis and report generation. The 
proposed model underlines some aspects to 
maintain the credibility of live forensic analysis. 

Firstly, authenticity tops the list as it pertains to 
identifying a key question about the data valid-
ity i.e., how much evidentiary data is affected by 
the evidence collection tools. Then integrity is 
considered to check whether the data gathered 
is complete or not. The next step is to verify that 
data is consistent and meet the requirement of 
forensic analyst besides verifying that analysis 
procedure is consistent. Then repeatability and 
applicability is assured. Finally, it is imperative 
to analyze that the method used for the forensic 
analysis is fault- tolerant i.e., method should 
not be interrupted if some evidentiary data is 
missing or tampered. A meticulous deliberation 
of the aforesaid aspects will assist and improve 
the credibility of forensic analyst.

3. CRITICAL EVALuATION

In this section we provide a critical review of 
different approaches used for live digital foren-

sic analysis.

Ref. Focused Area Technique used Merits Limitations/Caveats

[1]
Forensic analysis of

encrypted drives
TrueCrypt

Recovers decryption keys 
from dump of the live

image of a volatile memory.

In case data degradation
happens on a disk, then 

it is impossible to extract 
decryption keys.

[2]
Live forensic analysis

of BitLocker encrypted 
drives.

AES and Brute force attack
algorithms.

Step by step procedure to 
analyze BitLocker drive.

It can find “.BEK” file and 
password file for

BitLocker drive to decrypt 
it by using brute force 

attack.

This feature pertains to
Window 7 or NTFS

drives. Other operating 
systems and FAT do not 
support bitlock drive en-

cryption feature.

[3]
Data structure analysis

for live and static forensic 
analysis.

Cafegrid

Cafegrid tool deeply ana-
lyzes and recovers data
structure of a program 

from memory in Windows 
and Linux environment.

This tool only works on
shared libraries  and bina-

ries  in which
compilation is done with
debugging. Cafegrid does 

not work properly on 
common compilers which 

stores pointers in registers 
rather than the stack.

[4] Forensic analysis of
Linux systems.

Command line tool “Grep”
has been used.

Classification and training 
of evidentiary data in live

and static forensic analysis 
is done by using ‘grep’

tool. It reduces the amount 
of data by selecting the 
relevant evidence from 

data.

This is only specific to
Linux system and

requires client server archi-
tecture.
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Ref. Focused Area Technique used Merits Limitations/Caveats

[5]
Automatic collection of

forensic data from digital 
devices.

XOVAL framework

Key feature of this frame-
work is that it collects

digital data automatically 
from a compromised sys-
tem and presents it in a 

declarative way by defining 
data primitives for live fo-

rensic analysis.

The proposed technique
collects data of only those 
objects which are defined 
in the XOVAL framework 

and ignores system objects 
like user login information.

[6] Android mobile
malware forensic analysis.

Logcat and PCAP (Packet
Capture) analysis.

Identifies malware in mo-
biles and decrypts code.

This approach requires
performing all the steps 

manually. Therefore, it is
time consuming and

entails expertise.

[7] Mobile forensic Triaging and self-knowl-
edge.

This technique uses self-
knowledge and triaging

concept for identification, 
acquisition and reporting 

of device-specific investiga-
tions. It also reduces the 

amount of concerned data 
for forensic analysis by 

classifying the relevant and 
similar data.

It is only adoptable for
cold or dead analysis. This 

technique also endures 
classification problems e.g., 

different input produces 
same output. It also lacks 
analysis  reports and rel-

evant data which is neces-
sary for forensic analysis.

[8]
Digital forensic using

USB/DVD.

Autopsy, FDumper, Scalpel,
Fundl and AIR (Automated

Image and Restore).

It supports both live and 
static forensic analyses and

automatically collects 
volatile information such 

as opened ports, user login 
history, active services on 

Window and Linux systems.

It is not a centralized
approach as it supports 
only Chinese language.

[9]
Using forensic as a

service

HDFS (Hadoop Distributed
File System) and ETL (Ex-

tract Transform,  and Load)

It is a live analysis tech-
nique and supports re-

mote
services. It reduces amount 

of hardware required for 
forensic analysis. It also 

supports wired and wireless 
connections. Index match-
ing is fast and reduces the 
amount of data for forensic 

analysis.

Effective ETL process is
required for handling large 

amount of data.

[10] Digital forensic
analysis of Linux systems

LECT (Linux Evidence
Collection Tool) framework.

Automatic identification of 
targeted system. Report

generation based on hash 
values and timestamps. It 
also maintains integrity of 

evidence.

It works only for specific
Linux versions such as 

Ubuntu, Debian and Fedora 
(Red hat).

[11]
Monitoring of policies
violation on network.

Live monitoring of system
behavior.

Identifies the violation of 
security policies and also
automatically monitors the 
hidden processes and net-
work connections on both 
local (standalone) and net-

work systems.

Complexity in monitoring
of network nodes and col-
laboration among them.

[12]
Forensic related data

extraction from
Windows system.

”Niglant32” and pattern
matching tools.

Detects applications used 
and events performed by

user and categorizes/
groups the relevant events.

Gathered information is
incoherent and huge in size 

which is usually less
forensic relevant.

[13] Protection of data for
digital investigation. Cryptographic model.

Gathered data for forensic 
analysis is in encrypted

form, and index file 
search is performed. Only 
the data requested by the 
investigators is decrypted.

Irrelevant data is also
encrypted, due to which in-
dex file size increases, thus 

making the process
execution slow.
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Ref. Focused Area Technique used Merits Limitations/Caveats

[14]
Performing

simultaneous live and static 
digital analyses.

VMware and memory 
dump.

The system allows live 
and static combination of
image of system as well 
as memory contents, and 
lists rootkits while system 

is in running mode.

The proposed approach
suggest performing foren-

sic analysis of the
captured memory image

on a virtual machine. How-
ever, advanced malware 
stop operating or some-

time   disguise themselves 
on a virtual environment. 
There is also a caveat that 

evidence extracted through  
performing forensic analy-
sis on a virtual machine 

might not be acceptable in 
a court of law.

[15] Physical memory
analysis. Live digital forensic model.

Identifies the completion 
and integrity of

evidentiary data, and also 
verifies consistency of the 
analysis procedure. It en-

hances scientific
creditability of digital evi-

dence.

The proposed system
requires employing manual 

procedure.

3.1 Tools Commonly Used for Digital Fo-
rensic Analysis 

In this section we list different commonly used 
for live digital forensic analysis, their platform, 

description and availability in tabulated way.

Table I. below lists some of thekey forensic 
analysis tools used for perfuming live forensic 
analysis.

Table I. Live Forensic Analysis Tools.

Tool Name Platform Description Availability

AIR (Automated Image and
Restore) Windows A GUI to create live image 

dump of memory.
Freeware/Commercia

l

Autopsy Window/Linux It is used for disk analysis. Freeware

PDUMP Windows This tool is used to take live 
memory dump. Freeware

WFT (Windows Forensic
Toolchest)

Windows

Used to automate the inci-
dent response and perform 

live digital
analysis.

Freeware

SMART Linux Performs live digital forensic 
analysis. Commercial

DEFT ( Digital Evidence
& Forensic Toolkit)

Linux DEFT is used in live computer 
forensic systems. Commercial

BinDiff Windows

This tool is the extension 
of IDA pro. It identifies and 

highlights
the changes and compares 
code of program before and 

after running.

Commercial

SIFT (SAN Investigation
Forensics Toolkit)

Ubuntu
It is multipurpose tool to per-
form live digital forensic in

operating system.
Commercial

IEF (Internet Evidence
Finder) Windows This tool is used to collect 

evidence from the Internet. Freeware

FTK (Forensic Toolkit) Windows
It is multipurpose tool which 
is used to indexing of digital

evidence.
Commercial

DFF (Digital Forensic
Framework)

Windows / Linux/Mac Digital evidence collection 
and analysis toolkit. Commercial
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Tool Name Platform Description Availability

OS Forensics Windows

This tool is used to perform 
forensic analysis on web 

browsers,
emails, Files, and Images.

Freeware/
Commercial

CAINE (Computer Aided
Investigative Environment)

Linux Toolkit for live computer 
forensics on Linux.

Freeware/
Commercial

COFEE(Computer
Online Forensic Evidence

Extractor)
Windows A generic toolkit for live digi-

tal forensic analysis. Commercial

CMAT (Compile Memory
Analysis Tool)

Windows Memory analyzer tool. Freeware

Wire Shark Windows/Mac/Linux Captures and analyzes pack-
ets on network. Open source

Network Miner Windows/Linux

Extracts files, images and 
other metadata from PCAP 

files on the
network.

Freeware

Hash Keeper Windows Database application for stor-
ing file hash signatures. Freeware

4. Key Challenges for Performing  
Live Digital Forensic 

Device diversity is one of the key challenges 

in live digital analysis, which leads to time con-

striction to locate and acquire relevant data. 

Since examiners have to look into the large 

volumes of data gathered for digital analysis; 

therefore, it is imperative to reduce data size 

by filtering the unnecessary information so that 

it becomes handy to perform analysis. In this 

study, we have observed that digital evidence 

is very diverse and distributed in nature; hence 

relevant event should be categorized to per-

form effective analysis. Anti-forensic techniques 

also pose many difficulties while gathering and 

analyzing digital data. The potentially incom-

plete view of system (because of presence of 

rootkits etc.) during the live forensic analysis is 

a major problem. Therefore, the extracted sig-

nificant events should be protected and handled 

carefully. We have also found in this research 

that mostly open source tools are used for 

gathering and analysis of digital evidence which 

may affect in testing and validation process.

5. CONCLuSIONS

Modification of memory content is unavoid-

able while performing live forensic analysis to 

collect evidence. In live forensic analysis, the so-

phisticated forensic tools are not only required 

to collect and analyze data, but are also need 

to resolve any ambiguity or conflicts introduced 

due to their execution. For example, memory 

image capturing tools can swap or reallocate the 

memory addresses. It is very difficult to calculate 

impact of memory alteration due to execution of 

forensic tool, but it is not practically impossible. 

So it is more important to measure the content 

alteration of volatile memory due to execution 

of forensic tool; therefore, data acquired by the 

memory analysis tools should be consistent with 

the actual data and correspond to the real live 

system status at that instant. Memory alteration 

occurs due to many reasons; one of them is 

loading and running of memory contents gath-

ering tools, which affect the key traces.

Due to rapid increase in the number of In-

ternet users across the world, the frequency of 
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digital attacks has increased manifold. There-
fore, there is a need to devise effective meth-
odologies and develop efficient tools to detect 
these attacks timely and triage the appropriate 
procedures without disturbing the functionality 
of the running system. Considerable amount of 
work is required to develop pertinent triage for 
live digital forensic analysis. In this paper, we 
have critically examined different techniques for 
performing live forensic analysis. This research 
produces a comparative study of the tools and 
techniques regarding digital forensic analysis.

6. FuTuRE WORK

There are still many feasible and optimal ways 
to conduct live digital forensic analysis. The cur-
rent live forensic analysis tools do not produce 
the desired results, due to which suitability of 
the process or technique cannot be determined. 
So, there is a need to devise effective method-
ologies and develop efficient tools to detect 
these attacks timely and triage the appropriate 
procedures without disturbing the functionality 
of the running system. Considerable amount of 
work is required to develop pertinent triage for 
live digital forensic analysis. As a future dimen-
sion to this research, we intend to propose a 
new framework to triage the procedures in live 
digital analysis.
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