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Abstract: For the commercial industry, instant messaging (IM) is very useful software. Cisco’s 

Jabber is an enterprise IM tool used primarily for intra-company communication. In the past, SQL tools 
used to identify and analyze these chat threads have had their limitations in the way they display 
outputs, specifically in regard to the time relating to the chat and the appearance of the output. In this 
article, the authors conduct forensic examinations of a Cisco Jabber chat thread using three methods 
of analysis: SQLite Manager, SQLite CLI, and a Python script written by the authors. Their findings 
suggest that the custom Python script converted the timestamp into a more discernable format and 
that it removed the HTML format of the message payload making it easier to read and interpret. 
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1. Introduction 

For any major company competing in the world 
market, an enterprise communication system is 
likely to be considered a critical necessity. There 
are many types of communications systems, such 
as e-mail, instant messaging, and other 
collaborative proprietary tools. Accordingly, 
forensic examiners must be familiar with these 
systems should they be called upon to perform 
various investigatory functions to include the 
collection and analysis of data contained within 
proprietary systems. In this paper, the authors 
offer a methodology to conduct a digital forensic 
acquisition and examination of the Cisco Jabber 
enterprise communication system software. The 
author will briefly explain the history of Jabber, 
including its introduction to the market, its 
functionalities, the version used for testing, and 
any hardware or software requirements 
associated with it. Additionally, the authors will 

explain how to acquire artifacts related to this 
software and identify any tools used to do so. 
Methods used to examine these artifacts will be 
explained in detail along with practical examples 
that describe the type of data recovered. Tools 
used to examine the recovered data will include 
open-source software as well as a custom Python 
script offered by the authors.  
 

2. Background 

Instant messaging (IM) software can be very 
useful to any organization. Jabber provides real-
time communication and collaboration. It is no 
surprise then that it is a popular choice among 
many fortune 500 companies. Consequently, 
understanding how this software manages, 
stores, and transacts data can be helpful during 
an investigation. Jabber is the original name of 
the Extensible Messaging and Presence Protocol 
(XMPP and is based on Extensible Markup 
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Language (XML). It is specifically intended for 
instant messaging (IM) and online presence 
detection. In a real-time environment, Jabber can 
function on one server or between a network of 
servers [1]. Developed by Jeremie Miller in 1998, 
Jabber was the seminal IM technology. Given the 
formal name of Extensible Messaging and 
Presence Protocol (XMPP) by the IETF, it soon 
became an industry standard for IM presence. 
Although XMPP remains open-source, Cisco 
acquired the rights to Jabber in 2008 and now 
offers it as a proprietary tool. In a 2008 press 
release, Cisco explains “the acquisition will 
enable Cisco to embed presence and messaging 
services ‘in the network’ and provide rich 
aggregation capabilities to users through both on-
premise and on-demand solutions, across 
multiple platforms including Cisco WebEx® 
Connect and Cisco Unified Communications [2].” 
Many online services like Twitter, Facebook, and 
Google Talk have used or presently use XMPP. 
However, the popularity of XMPP has declined in 
recent years as companies and consumers have 
placed a greater demand for encryption. 
Responding to these demands, the XMPP 
Standards Foundation added Transport Layer 
Security (TLS) into the protocol in 2014.  
 

3. Technical Details 

The authors tested a corporate installation of 
Jabber. Technical details are below: 

 Cisco Jabber Version 11.5.0 Build 26858 

 Operating System: Windows 8.1 
Enterprise  

 System Type: 64-bit Operating System, 
x64-based processor 

 Installed Memory: 8.00 GB 

 Hardware requirements: Computer must 
be capable of running the Microsoft 
Windows Operating System  

 Software Requirements: Windows 
Operating System (XP, 7, 8, 10)  

 

4. Forensic Acquisition  

Files relevant to forensic examination are located 
by default at 
%userprofile%\AppData\Local\Cisco\Unified 

Communications\Jabber\CSF on a Windows 
based operating system. This directory stores 
important information such as IM chat history, 
contact details, debug logs, and photo cache from 
user profile pictures (Figure 1). For this test, the 
authors examined Contacts, History, Logs, and 
Photo Cache folders.  
 

 
Figure 1: Screenshot of Jabber User Directory 
 
The installed software program files are located 
by default at C:\Progam Files (x86)\Cisco 
Systems\Cisco Jabber (Figure 2): 
 

 
Figure 2: Installation Directory 
 
These files can be collected during a live forensic 
acquisition directly from the hard drive (dead box) 
or from a hard drive disc image. A live acquisition 
will not have a negative impact on this particular 
enterprise communication system.  
 Conforming to methodologically and 
forensically sound best practices, the authors 
used Access Data’s FTK Imager Lite version 
3.1.1.8 to acquire the user data from 
%userprofile%\AppData\Local\Cisco\Unified 
Communications\Jabber\CSF on the test system. 
FTK Imager Lite program files were copied to an 
external USB drive and the primary (C:) drive was 
mounted within the FTK program as 
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\\.\PHYSICALDRIVE0. The operating system files 
are located on Partition 2 (Figure 3). 
 

 
Figure 3: FTK Imager with C:\ mounted 
 
The authors navigated to the user data folder and 
then exported the data to the external USB drive 
(Figure 4). 
 

 
Figure 4: Copying file with FTK 
 

5. Forensic Examination 

Considering the broad spectrum of data residing 
within an enterprise communication system, the 
general objective of the analyst is to identify 
artifacts that contain communication data. In most 
cases, the target of the investigation will be an 
employee of the organization. Consequently, 
steps should be taken to ensure the proper 
identification, collection, and preservation of 
electronic storage information (ESI) procedures 
are followed. According to Casey: “Preservation 
includes steps taken to ensure that ESI is 
protected against inappropriate alteration or 
destruction and collection is the process of 

gathering ESI for future use in the electronic 
discovery process.” [3]. 
 
Contact Data 
The Cisco Jabber contact list appears similar to 
many of the other IM applications on the market 
today. As it appears here in the enterprise format, 
each contact may be personalized (Figure 5): 
 

 
Figure 5: Jabber Contact List 

 
Every contact will have details stored in a file 
located at 
%userprofile%\AppData\Local\Cisco\Unified 
Communications\Jabber\CSF\Contacts\WebExR
SCache. These details include the contact’s full 
name, account name, e-mail address, title, and 
phone number. The following data is an example 
of what is contained within the file: 
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Figure 6: Contact Data 
 
All contact profile pictures are downloaded to the 
client in the 
%userprofile%\AppData\Local\Cisco\Unified 
Communications\Jabber\CSF\Photo Cache 
directory and appear in three different sizes: 
128px, 64px, and 32px. The filenames for these 
images contain the username of the contact. The 
presence of these images can help an 
investigator to enumerate the target’s contacts if 
indeed the list details are unavailable.  
 

 
Figure 7: Contact Images 
 
Chat History 
 
Cisco Jabber stores IM chat history data locally 
on the target system at 
%userprofile%\AppData\Local\Cisco\Unified 
Communications\Jabber\CSF\History. This 
directory contains one file, with the target user’s 
e-mail address as the filename and the extension 
“.db” in the following format: <e-mail address>.db.  
 

 
Figure 8: Location of Jabber History Database 
 
The Jabber IM chat history is a SQLite database. 
“SQLite is an embedded SQL database engine. 
Unlike most other SQL databases, SQLite does 
not have a separate server process. SQLite reads 
and writes directly to ordinary disk files. A 
complete SQL database with multiple tables, 
indices, triggers, and views, is contained in a 
single disk file” [4].  
 There are many ways to examine a 
SQLite database file. Many open source and third 
party tools are available for download from 
various sources. The author will examine this file 
using the following three different tools to confirm 
these processes are replicated in their respective 
fashion: 

1. The free Firefox Web Browser add-on 
SQLite Manager v. 0.8.3.1-signed.1-
signed 

2. The SQLite command-line interface on 
Ubuntu 14.04.4 LTS 

3. The sqlite3 Python module in a custom 
script written by the authors (Appendix A) 

 
Method 1 – SQLite Manager v. 0.8.3.1 

 
SQLite Manager for Firefox can query any SQLite 
database. It provides a graphical user interface 
and allows the user to click and view the different 
parts of the database structures. It is possible to 
edit or delete data within the database and 
execute SQL queries. Because of this, the 
examiner should work from a copy of the 
acquired image or file and be sure to capture file 
hashes before and after using this program.  
On the left-hand side of the SQLite Manager 
window, the database tables are listed in a 
hierarchical tree format. Each table can be 
selected to explore its contents.  
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Figure 9: SQLite Manager Table Pane 
 
The pane on the right-hand side contains the data 
within the tables and has four clickable tabs: 
Structure, Browse & Search, Execute SQL, 
and DB Settings.  
 

 
Figure 10: Exploring the Table Structure 
 
The Structure tab contains the “CREATE 
TABLE” SQL command that was used by the 
Jabber software to create the relevant table. For 
the purpose of this test, the most important table 
for an examiner to analyze is the history message 
table. The other tables do not typically contain 
information useful for a typical investigation. 
 

 
Figure 11: Exploring the Table Contents 
 
By clicking on the Browse & Search tab, the 
examiner can view the columns and values within 
the table. The column (or field) names are: id, 
type, payload, date, sender, item, and label. The 
id column contains a numerical value and 
identifies the chat history message item. It is 
obvious that this id begins at number one and 
increments sequentially.  
The purpose of the type column is unknown, but 
based on analysis this value is always “3.” The 
payload column is the most interesting as it 
contains a hyper-text markup language HTML 
formatted message either sent from or to the 
user. We assume the payload is in this particular 
format so it can render within the Jabber client 
chat window containing the default or user-
specified font formatting.  This is demonstrated in 
the following example. 
Plaintext (as seen in the payload): 
 
<span style=”font-
family:SegoeUI;color:#lalala;font-size:10pt;font –
weight:normal;font –style:normal;text –
decoration:none;”><div>hello, how are you 
today?</div></span>| 
 
Rendered (as HTML): 
 

hello, how are you today? 
 
The date field is in Unix time format (also known 
as Posix or Epoch time) and represented in 
milliseconds. The Unix time stamp is “way to 
track time as a running total of seconds. This 
count starts at the Unix Epoch on January 1st, 
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1970 at UTC. Therefore, the Unix time stamp is 
merely the number of seconds between a 
particular date and the Unix Epoch” [5].  
 The sender field is the e-mail address 
associated with the sender of the chat message. 
This account is specific to the user logged into 
the Jabber program at the time the message was 
sent. Unfortunately, there is no indication 
regarding who the target of each message is. A 
conversation may be followed by reading script in 
context. Knowing the name of the system owner 
(since any message from a different sender 
indicates an incoming message) assist in this 
regard. It becomes confusing, however, if there 
are multiple conversations occurring at the same 
time. Where one specific conversation could be 
the focal point of a case, one should consider the 
potential for legal challenge. Nonetheless, entries 
in the database can be cross-referenced with the 
Jabber debug logs using the Unix timestamp to 
identify a conversation’s UUID and Thread ID. 
This is will be explained in the “Debug Logs” 
section of this paper.   
 The item field appears to contain the 
exact same values as the id field.  
 

Method 2 – SQLite CLI 
 
The SQLite command-line interface (CLI) for 
Ubuntu can be used to explore the contents of a 
SQLite database. It can be installed from source 
or by typing the following command:  
 

sudo apt-get install sqlite3 libsqlite3-dev 
 
To execute the CLI, simply type “sqlite3” into the 
command prompt window. The user is then 
presented with a “sqlite” prompt that accepts SQL 
statements. To open the database, the authors 
typed: 
 

.open michael_reiter@company.com.db 
 
Once the database has been opened, it can be 
examined. The following screenshot 
demonstrates the “.tables” command used by the 
author to list the tables available: 
 

 
Figure 12: Listing Tables with the Database 

 
Viewing the contents with a “SELECT * from 
history_message;” statement in this interface 
displays results identical to what was produced 
by SQLite Manager: 
 

 
Figure 13: Difficult Table Data Viewing 
 
Much like SQLite Manager, the SQLite command-
line interface can be used to alter data inside the 
database. Once again, we should be reminded to 
use an image file for analysis and not the 
evidence file. 
 

Method 3 – Custom Script Written by Authors 
 
Python is a popular programming/scripting 
language amongst forensic examiners and IT 
professionals. Python has many modules 
available to analysts that assist them to perform 
certain tasks. In order to create a script that could 
be used to parse a Cisco Jabber history 
database, the authors leveraged the sqlite3 
module written by Gerhard Häring. It provides a 
SQL interface compliant with the DB-API 2.0 
specification [6].  
 The primary reason for writing this script 
was to convert the Unix timestamp to a more 
discernable format. Since the timestamp is in 
milliseconds, it should be converted to seconds 
before using the datetime module to translate it to 
Universal Time Code (UTC) format. The script 
also removes the HTML formatting of the 
message payload. This new format makes the 
database contents easier to read and interpret. 
This, in turn, allows the examiner to save time 
and produce more appealing reports. The entire 
script (jabber_parser.py) is available in its entirety 
in Appendix A).  
 The following screenshot is an example of 
the output expected when the script is executed 
against a Cisco Jabber history database file. The 
output format is: Message ID, Timestamp, 
Sender, Message, and can be written to a file for 

mailto:michael_reiter@company.com.db
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analysis using standard redirect statements. Real 
names/e-mail addresses have been obfuscated 
for privacy reasons: 
 

 
Figure 14: Table Data Viewing Improved with 
Python 
 
For easier analysis, the analyst can import the 
text output file into Microsoft Excel, and set the 
delimiter to “|”. The filter feature will be especially 
helpful: 
 

 
Figure 15: Table Data Output in Excel 
 
Debug Logs 
 
Debug logs for Cisco Jabber are found in 
%userprofile%\AppData\Local\Cisco\Unified 
Communications\Jabber\CSF\Logs. These large 
text files appear to be overwritten every 24 hours 
and contain a large amount of data. 
 An examiner can parse these logs to 
identify conversations between two users. 
Information obtained from the history_message 
table should be cross-referenced within the 
debug logs to locate a UUID which can then be 
used to locate a Thread ID. The Thread ID will 
outline a conversation; however, the conversation 

payload will still need to be extracted from the 
database file.  
 An example of this process flow is below: 
Step 1: Choose a Unix timestamp from the 
history_message table (Figure 16). For example:  
 

1461939490000000 
 

Step 2: Search for “1461939490000000” within 
the debug.log and locate the UUID: 
 

 
Figure 16: UUID Location 
 
Step 3: Search for “3ffde9f6-d290-44c4-ac97-
681d00590d1c” within the debug.log to locate a 
“logEscapedMessage” entry (Figure 17), and 
locate the string within the <thread> tags: 
 

 
Figure 17: “logEscapedMessage” entry 
 
Step 4: Search for “connect1977” (Thread ID) 
within the debug.log to isolate the conversation 
flow (Figure 18): 
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Figure 18: Thread ID Location 
 
Identifying the flow of a conversation is useful for 
legal purposes. While this manual process is 
complicated and time-consuming, the second 
Python script in the appendix (jabber_flows.py) 
can take the debug log as input and parse the 
conversation flows which, in turn, can be matched 
to the messages from the database. The 
examiner should remember that the debug logs 
are in the system’s local time zone and may be 
within one or two seconds of the actual time. This 
is likely due to disk writing speed variations 
between the database and the text file. 
 

 
Figure 19: jabber_flows.py Output 
 

6. Conclusions 

The authors designed a methodology to conduct 
a digital forensic acquisition and examination of 
the Cisco Jabber enterprise communication 
system software. The authors explained the 

history of Cisco Jabber, when it was introduced to 
the market, what it does, the version used for 
testing, and any hardware or software 
requirements. Additionally, the authors explained 
how to acquire artifacts related to this software 
and identified any tools used to do so. Methods 
used to examine these artifacts were explained in 
detail to include practical examples that describe 
the type of data that can be extracted from them. 
Tools used to examine the collected data were 
limited to freely-available and/or open-source as 
well a custom Python script created by the 
authors. Through the use of the custom script, it 
is the authors hope to add to the literature and 
offer a methodology that is both understandable 
and useable. We believe that while there exist 
many forensic tools to accomplish numerous 
tasks there is a premium on those investigative 
tools that would produce useful and productive 
results. Our script is a modest step in that 
direction.  
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Appendix A 

 

jabber_parser.py 

# Author: Michael Reiter  

# Usage: jabber_parser.py <database> 

 

import sys 

import sqlite3 

import datetime 

 

# Command-line argument is the SQLite 

database file 

sqlite_file = sys.argv[1] 

 

# Open connection to the database 

conn = sqlite3.connect(sqlite_file) 

 

# The cursor object allows us to perform 

SQL commands 

c = conn.cursor() 

 

# Executing a SQL statement to view all 

data within history_message 

c.execute('SELECT * FROM 

history_message') 

 

# Pushing all table data into a list 

all_rows = c.fetchall() 

 

# Setting up the output format 

print "Message ID|Time|Sender|Message" 

 

# String manipulation to format the data 

for row in all_rows: 

    # Need to convert the POSIX 

timestamp to something readable 

    # Divide the timestamp by 1000000 to 

convert milliseconds to seconds 

    timestamp = row[3] / 1000000 

    # Convert to UTC timezone 

    newtime = 

datetime.datetime.utcfromtimestamp(times

tamp) 

    # Remove the message from the div 

tags 

    message = row[2].split("<div>") 

    message = message[1].split("</div>") 

    message = message[0] 

    # Print the nice output 

    print "%s|%s|%s|%s" % 

(row[0],newtime,row[4],message) 

 

# Close the database 

conn.close() 

jabber_flows.py 

# Author: Michael Reiter - Champlain 

College - DIM-560-85 

# Usage: jabber_flows.py <debug log> 

 

import sys 

 

# Command-line argument is the Jabber 

debug file 

debug_file = open(sys.argv[1], 'r') 

 

 

 

# Setting up the output format 

print "Time|Sender|Recipient" 

 

 

# String manipulation to format the data 

for row in debug_file: 

    try: 

        if "Recv:" in row and "connect" 

in row and "message" in row: 

            row = row.split(' ') 

            timestamp1 = row[0] 

            timestamp2 = 

row[1].split(',')[0] 

            who_from = 

row[23].split('/')[0] 

            who_to = 

row[25].split('/')[0] 

 

            print "%s %s|%s|%s" % 

(timestamp1,timestamp2,who_from.replace(

'"',''),who_to.replace('"','')) 

    except: 

        pass 

 

 


