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Abstract: Ransomware analysis forms a critical aspect of cybersecurity defense mechanism. The 

number of ransomware attacks have increased in the recent years affecting different sectors which 
includes health, education, finance and banking and e-commerce. Various work has been done via 
static and dynamic analysis of malware to build the distinguishing characteristics of the malware. 
Binary code bit vector analysis approach [8], hashing, finding strings, control flow graph based 
analysis [7], n-gram analysis [10] and PEheader analysis [8][10] are static techniques used by 
researchers to study the behavior of the malware. However, whatever techniques they use most of 
them include the analysis of Portable executable (PE) file of the malware executable. In this paper we 
have proposed PEFile analysis technique to study the behavior and characteristics of the 
ransomware. We have used open source tool: PEview program [2] to analyze PE file of ransomware 
sample in a safe virtual environment. We also use open source PE parser [5] tool to get dlls used by 
the ransomware. The experiment reveals that we can compile the static behaviors of the ransomware 
to build a feature database for further analysis such as machine learning classification techniques to 
detect ransomware. Feature vector of both normal and ransomware samples can be created to feed 
the machine learning model to improve the detection rate.  

Key words:  Ransomware detection, Static analysis, PE analysis, PE parser, 

Dll, Functions.  
 

 

I. Introduction 

Ransomware detection is becoming more 
challenging than before as the malware writers are 
using more trickier way to obfuscate the presence 
and spread of the malware samples. Some 
samples do not execute on the same day and can 
take months to infect the system behaving in a 
slow poison manner. Ransomware 
attacks are a result of various social engineering 
techniques in which a user is lured to click a 
malicious attachment or link. This can happen in a 
mail attachment or through other message 
relaying applications. Also, vulnerabilities in the 
system, network or software may be exploited to 
launch the ransomware attack. For example, 

windows Server Message Block Remote Code 
Execution Vulnerability, CVE-2017-0144 [1] was 
exploited to break the user system and encrypt the 
files. 
 
Ransomware uses cryptographic functions such 
as crypt acquire context, crypt import key and crypt 
destroy key for encryption and decryption 
operations. In a broader sense ransomware can 
be divided into two groups namely Crypto 
ransomware and Locker ransomware. The first 
type encrypts the user data and holds it unless a 
ransom is paid. The recovery of the files is not 
always guaranteed even if you pay the ransom. 
The later type locks the user's system and the user 
is not able to access the system. One way to get 
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the original files back is moving the storage drive 
to a fresh uninfected system otherwise the user 
may have to pay the ransom in either vouchers or 
through bitcoins. A recent ransomware attack 
caused by Ryuk ransomware [3] infected several 
organizations worldwide including the United 
States and collected over $ 640,000. 
 

Ransomware can be analyzed by techniques such 
as static, dynamic and hybrid analysis. Static 
analysis includes exploring the malware sample 
without executing it whereas in dynamic analysis 
we run the sample in a sandbox or virtual 
environment. Hybrid method includes the 
combination of both static and dynamic analysis. 
In this paper we explore about one variant of 
ransomware and discuss on PEFile analysis 
techniques as a form of static analysis. 
Techniques such as hashing, finding strings, 
exploring the portable executable file format, 
control flow graph analysis can be applied for static 
analysis. Malware writers trick in a way that 
ransomware may not execute in a virtual execution 
machine and this fails the approach of dynamic 
analysis. Due to this, we claim that to have a better 
insight and to better analyze ransomware; static 
analysis is a vital technique. We will consider a 
sample of Lucky ransomware collected from the 
open source malware repository theZoo [4]. We 
will start with PEview program [2] then we will 
explore with PE parser to study the behavior of the 
Lucky ransomware. 
 

2. Related Work 
 

Malware researchers are constantly working on 
ways to study and analyze behavior of 
ransomware. Hiran et al. [10] have discussed 
about n-Gram, byte sequence, opcode and 
portable executable header for static malware 
analysis using machine learning methods. The PE 
file is investigated in different levels. In level one it 
classifies between packed or unpacked 
executable and in second level entropy is 
calculated for each of the PE header sections. 
Akshay et al. [7] have used bi-normal separation 
method for control fow graph based multi-class 
malware detection. They have used the PEId 
software to find the packer status 
of the executable binary file. If it is found to be 
packed, then it is unpacked before during further 

analysis. Yuki et al. [12] make use of API calls 
used by the ransomware and use it to build a 
behavior data. They used the virtual execution 
environment to run the malware samples and 
constantly observed and noted the API calls used. 
 
Ki su kim et al. [8] have used a bit vector based 
binary code comparison method for static malware 
analysis. The PE file is decomposed to analyze the 
assembly instruction set used in the program. 
Each block of code is assigned a feature value to 
construct a bit vector. The malware code were 
classified on the basis of bit vector groups. Aviad 
et al. [6] recently proposed a trusted detection 
method using meta-features from the volatile 
memory. Memory dumps were analyzed to study 
the kernel callbacks, unique dlls used by all 
processes, number of running services, handles, 
mutexes and threads. Study of dlls used by the 
sample is a part of PE file analysis. Yuki et al. [13] 
have proposed the usage of support vector 
machines to learn the API calls used by the 
ransomware. The machine learning method use 
the feature dataset of API calls which includes the 
q-grams tracking. The vector representation using 
q-gram logs is claimed as a different approach.  
 
Andrii et al. [11] have done a survey on static 
malware analysis. They have explored the ways to 
study the portable executable 32 file of windows 
program. Sixteen different data groupings have 
been identified for the particular PE file in 
consideration. They have used short info detected 
data field to determine whether the malware 
sample will be executed in the virtual environment 
or not.  
 
Unlike other works, our paper focuses on studying 
the PE file of ransomware sample using PEFile 
program and PE parser and this is useful to create 
feature data set for machine learning models. We 
propose to use both normal binary and 
ransomware executables and build their feature 
database to train the machine learning classifiers 
and use it to detect whether a new sample is 
ransomware or not.  
 

3. Static Analysis technique 
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Static analysis is the technique to analyze the 
program code without actually running the code. 
We analyze the ransomware samples using 
PEView program and PE-parser. The PEFile 
analysis is an important approach for static 
analysis and is the main focus of this paper. 
 

3.1 PE file Format 
 
PE file format is a data structure that holds the 
information that is required for the windows 
operating system loader to handle the program 
code [9]. It is used by windows executable, object 
code, and DLLs. PE file consists of PE header and 
PE sections as shown in Figure 1. The first 
segment is the header and it contains information 
about the code and its application type, necessary 
library or kernel functions and how much space is 
needed. Section is the second segment whose 
components are described below. 
 

• .text: The text section contains the 
instructions that is executed by the central 
processing unit and it is the only section 
that includes code. 
 

• .rdata: This section holds read-only data 
that is globally accessible within the 
program. Sometimes it contains an .idata 
and .edata section which store the import 
and export information. If these do not exist 
as independent sections then its 
information is stored within the .rdata 
section. 

 
• .data: This section stores global data 

accessed throughout the program. Local 
data is not stored in any section of PE file. 
 

• .pdata: This section is present only in 64-
bit executables. It stores information to 
handle exceptions in the program. 
 

• .rsrc: This section stores the resources 
that are used by the programs. For example, this 
includes strings, images, icons and menus. 
Strings are generally stored in the .rsrc section for 
the purpose of serving the multi-language support 
otherwise they could have been stored only in the 
main program. 

 

 

 
Figure 1: Portable Executable file format 

 

.reloc: This section contains information for 
relocation of library _les. The section name 
depends upon the type of compiler that compiled 
the particular program. But most of them have 
consistent naming. However, a bad guy can 
obfuscate the section names to make the 
malware analysis more difficult. 

 

4. Experiment 
 

In this section, we explain about data collection 
and examining PE file and discuss the results. 

 

4.1 Sample collection 
 

The purpose of this paper is to study the behaviour 
of one particular PE executable instead of 
evaluating many samples. So, we took Locky 
ransomware whose hash id is 
D36C8146A83764F5E95F975FE5FFF5C9; the 
name Locky refers to the ransomware family and 
it is a type of crypto- ransomware. The reason we 
considered locky ransomware is that it is very 
common family of ransomware. We collected this 
sample from open source malware repository 
theZoo [4]. 
  

4.2 Examining PE Header 
 
The PE file for the Locky ransomware was 
experimented with the PEview program tool as 
shown in Figure 2. The left column shows the 
different portions of the PE file. The first two 
components of the PE header (IMAGE DOS 
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HEADER, MS DOS Stub Program) do not provide 
significant information, MS DOS stub program tells 
that this program cannot be run in the DOS mode. 
The IMAGE NT HEADERS consists of three 
components: signature, IMAGE FILE HEADER 
and IMAGE OPTIONAL HEADER. The signature 
component does not reveal important information 
so, it is ignored. The other remaining two 
components are of significant importance. 
   
 

 
 
       Figure 2: Running PE file in PEview program 

 
IMAGE FILE HEADER contains time date stamp 
field which shows when this binary was first 
compiled, and it showed 2008/10/02 Thu 09:48:07 
UTC for our sample, also shown in Figure 3. This 
piece of information is beneficial for incident 
response and ransomware analysis. If the compile 
time is old then there should be signature for that 
ransomware already included in the anti-virus 
engine. 
 

 
 
   Figure 3: Image File Header view in PEview program 
 

IMAGE OPTIONAL HEADER component has a 
Subsystem description field which shows whether 
the program is graphical user interface based or 
command line utility. For our sample it showed the 
value IMAGE SUBSYSTEM WINDOWS GUI as 

shown in Figure 4 which means the locky 
ransomware sample runs in the windows system.  
 

 
Figure 4: Image Optional Header view in PEview 
program 
 

The header portion contains different section 
headers with useful information. Most common 
section headers are .text section header, .rdata 
section header and .data section header. The 
information inside these section headers are 
compiler generated and is less likely to be modified 
by the user. So, any deviations in these section 
header values can be considered suspicious. 
 

 
 
Figure 5: Image Section Header text in PEview 
program 
 

 
Table 1: Section header information 

 
Table 1 shows the header sections of Locky 
ransomware and their virtual size and raw data 
size comparison. Raw data size is the space 
required in a disk while virtual size is the space 
required for section in memory during the loading 
process. These values should be roughly equal 
however some deviation can be found due to 
alignment in memory and/or disk [9]. In the above 
table .text and .rdata have roughly same value. But 
the .data section has larger virtual size than the 

Section Virtual size 
(Bytes) 

Raw data size 
(Bytes) 

.Text 68828 69120 

.Rdata 26138 26624 

.Data 8580 3584 
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raw data size so this is suspicious. The executable 
is likely packed and the PE header is likely 
manipulated by the adversary. 
 

 
  

Figure 6: Section .rdata import address table  
 

4.3 Examining PE Sections 
 

Examining PE sections is also an important 
strategy for ransomware analysis. The .text 
section contains the executable code, but the 
hexadecimal view of raw data does not reveal any 
significant information. The .rdata section has four 
components namely import address table, import 
directory table, import name table and import 
hints/names and dll names. Among these four 
import address table section is significant for our 
analysis. It shows the Dlls and function call used 
by the executable. Various cryptographic 
operations such as CryptAcquireContex, 
CryptCreateHash, CryptEncrypt, CryptImportKey, 
CryptDestroykey and so on is shown in the Figure 
6. The CryptAcquireContext is generally used by 
the ransomware to initialize the use of windows 
encryption. 
 

4.4 Using PE parser 
 
PE-parse tool [5] is an open source tool to parse 
windows portable executable file. It is used by the 
security researchers for static analysis of malware 
samples. We have used this tool to get the dll list 
used by the ransomware so as to assist 
our investigation of the executable sample. This 
tool can help to analyze many samples at a time 
and is more scalable than the previous discussed 
one. Dll information along with the previous ending 
can be used to create a feature set for the 

particular ransomware. Similarly, we can create 
feature set for normal binary. 
 
Table 2 shows the dlls loaded by the ransomware 
samples. It is clearly shown that Kernel32 dll is 
loaded maximum number of times which means 
function call and APIs associated with that dll are 
used more by the Locky ransomware. 
 
Table 3 shows the functions associated with the 
dlls used by the Locky ransomware. This 
information is useful to study what particular 
functions are exploited by the ransomware. If we 
consider a greater number of ransomware 
samples then we can build a comparison graph for 
each of the function calls. This same approach  
 
Table 2: Dll list for Locky ransomware 

 
 
 
 
 
 
 
 
 
 
 
 

can be done for normal binary. This will help in 
further analysis and can be used for advance study 
such as machine learning and deep learning 
techniques. 
 

5. Conclusion and future works 
 
The demand for malware analysis particularly for 
ransomware is increasing due to its adverse 
impacts. The purposed PEFile analysis has 
proved useful to assist in ransomware analysis by 
releasing important pieces of information while 
analyzing the header and section portions of the 
PE executable. The PE parser was useful to 
summarize the usage of dlls in the program. To 
point out, we found packer status, compile date 
and time, cryptographic functions used, dlls and 
functions used by the Locky ransomware as an 
experimental sample under consideration. This 
information can be collectively used to create the 

Dll name Number 

Kernel32 94 

Advapi32 25 

Wininet 14 

Gdi32 12 

User32 7 

Mpr 4 

Shell32 2 

Netapi32 2 

Urlmon 1 
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malware signature. Moreover, we can create 
feature data set from this information and can be 
applied for machine learning models to improve 
the ransomware detection rate. 
 
In future we plan to use more number of samples 
including benign application executable which 
resembles to the ransomware samples in some 
functionality such as those using cryptographic 
operations. Such benign samples include ssh 
client, telnet and so on. We will then analyze their 
PE file to construct function call, dll, api call dataset 
to train the machine learning classifier. We also 
plan to attend the association and distinguishing 
characteristics between benign and 
ransomware samples. 
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